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Abstract With the help of satellites, the entire surface of the world can be covered, which
provides the high speedy communications all over the world. Consequently, security is
becoming an important concern in the satellite multicast communications. However, due to
the inherent dynamic broadcast nature of the communication medium, this multicast system
is easily susceptible to interferences and interceptions. In addition, the satellite system gener-
ally has a large number of terminal members with the high frequent join-leave characteristic.
Therefore, the satellite systems face significant security challenges. The denial of service
(DoS) is one of the most harmful attacks to the satellite systems and also terrestrial fixed or
mobile networks. It can maliciously prevent legitimate users from accessing the service. It is
especially true for the disassociation DoS attacks where an attacker sends bogus disassoci-
ation requests to disable the communication between the server and their legitimate clients.
In this paper, the main focus of our work is to detect and defend against the disassociation
DoS attacks on the satellite system. We also provide preliminary modeling verifications and
simulation results regarding the efficiency and practicability of this new approach. Further
analysis of the proposed method is also appended to demonstrate its feasibility.
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1 Introduction

Since the coverage area of a satellite greatly exceeds that of a traditional terrestrial sys-
tem, the satellite multicast applications now are playing an increasingly significant role in
our daily life, such as telecommunications from remote locations, satellite-delivered high-
definition television (HDTV), radio broadcasting services, and amateur communications as
well [1]. However, due to its dynamic broadcast characteristic, satellite systems are sub-
jected to many different kinds of threats and attacks [2]. One of the most pervasive attacks
is the denial of service (DoS) attack. A DoS attack is to deliberate sending of bogus mes-
sages to the server with the aim of disrupting the satellite network communication service.
Due to the limited resources offered by a satellite system, flooding spurious packets can
highly exhaust the systems’ limited energy, bandwidth, memory and CPU capability. Fur-
thermore, some vicious adversaries can deliberately send spoofed disassociation requests to
the server, resulting in an interruption to the communications between legitimate clients and
the server.

The DoS attack is one of the most critical security issues of any wireless communication
network. The literature is flooded with solutions for DoS attacks over the last few years
[3–7].The DoS attacks problems related to the physical layer are in the form of jamming.
The common defense technique against jamming of the physical-layer in the wireless net-
works is the spread-spectrum [8]. The MAC layer is also vulnerable to the DoS attacks,
including collisions, interrogation, and packet replaying. The strong end-to-end authentica-
tion and anti-replaying are needed to protect the MAC layer against DoS attacks. For the
network layer, efforts have been done to deal with security of routing protocol, in particular,
spoofing, replaying or altering routing traffic. The TCP SYN flood attack at the transport
layer aims at expending the connection buffer resources. The SYN cookies which encode
information from the client’s TCP SYN message are employed to protect transport layer from
flooding attacks. And the application layer has security concerns with prevention, malicious
nodes, and virus detection. Packet authentication and anti-replaying techniques are applied
to preventing adversaries overwhelming networks.

Although there are many solutions that have been reported in the literature for protecting
wireless networks against DoS attacks, they are not effective to be applied to satellite systems.
The most distinct difference between wireless communication and satellite communication
is the distance, which generates high latency. The propagation delay is expected to be the
dominant element to the overall latency in the satellite system case. The end-to-end latency
between two satellite terminals will be roughly 300 ms for GEO links [9]. Thus, the proposed
solutions in literature cause additional delay would not be useful to the satellite system.

In order to prevent DoS attacks to satellite networks, a round-trip time (RTT) based pre-
vention technique to secure satellite networks has been proposed in [10]. If the bandwidth
consumption of the network increases and exceeds a pre-defined threshold, the monitor will
consider it as a possible DoS attack. Once the DoS attack is detected, the monitor will send
a test feedback to the client requiring it to decrease its sending rates to a specified value. If
the transmission rate does not react within a single RTT, the attacker is deemed unresponsive
and packets sent by the attacker will be discarded. Although this method does not require
high computation cost as required by encryption, it is not a perfect defense technique against
DoS attacks. This is because the RTT based technique depends on the difference between the
value of bandwidth consumption and a pre-defined threshold value. Therefore, if the intrud-
ers launch a DoS attack and the bandwidth consumption does not exceed the pre-defined
threshold value, the satellite system would not take any protective measures even though the
whole system have indeed suffered from a DoS attack.
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In [11], a protocol has been designed for preventing DoS attacks. It uses a two-step verifica-
tion process to prevent DoS attacks. Firstly the sequence number retrieved from the message
should be equal to a nonce value. Then, the monitoring system will compare the computed
media access control (MAC) address value using its private key with the one retrieved from
the message header for a match. Finally, the network control center (NCC) further verifies
the integrity of the message. However, the sequence number of each message has not been
protected by any information hiding technique. Hence messages are easily attacked by the
DoS attacks.

In order to overcome the shortcoming of the solution in [11], in this paper, we propose an
enhanced algorithm to protect the sequence number of each message. The proposed scheme
evolves from the solution in [11]. Particularly, the Rabin function has been employed for the
first step of the sequence number verification. The great advantage of the Rabin cryptosys-
tem is that a random plaintext can be recovered entirely from the cipher text only if the code
breaker is capable of efficiently factoring the public key. It has been proven that decoding
the Rabin cryptosystem is equivalent to the integer factorization problem which is till now
practically insoluble. The Rabin function can provide a strong protection to the sequence
number, so that bogus packets can be identified instantaneously and then discarded. In con-
trast to previous works, the salient advantage of our scheme is its much stronger security
functionality to prevent DoS attacks. It can effectively defend the satellite networks against
DoS attacks simply by checking the value of the sequence numbers. By the analysis, it is
demonstrated that the proposed scheme can achieve high performance in terms of detecting
and preventing DoS attacks before any severe harm to the satellite networks happens.

The rest of this paper is structured as follows. In Sect. 2, an introduction to the satellite
system model will be given together with a brief overview of the process of satellite commu-
nication. The detailed proposed scheme to prevent disassociation DoS attacks in the satellite
system will be presented in Sect. 3. And then in Sects. 4 and 5, modeling verifications and
security analysis of the proposed approach will be provided. Finally, a conclusion is given
in the last section of this paper.

2 Satellite System Model

Standard digital video broadcasting-interaction channel for satellite distribution systems
(DVB-ICSDS) [12] provides typical satellite system architecture as shown in Fig. 1. This
satellite interactive network mainly comprises of the NCC and return channel satellite ter-
minals (RCST). The functions of these two main components are:

NCC: A NCC is mainly responsible for the controlling and monitoring of functions. It
generates the control and timing signals for managing the authentication and association of
legitimate users in the satellite multicast interactive networks.

RCST: A RCST sends control messages such as connection requests to the NCC. These
messages are transmitted via satellite using data transfer protocols.

In a satellite system, each RCST and NCC is assigned a unique MAC address. Every
RCST shares a secret session key with the NCC which is pre-computed by the NCC. Accord-
ing to the public-key protocol, even if the intruder intercepts the MAC message, he cannot
obtain the session key value. In addition, the NCC divides the time in fixed intervals Ti

during which it reliably broadcasts a different nouce Ni for the purpose of replay detection.
When a RCST registers in a satellite system, it will first perform negotiation handshak-
ing with the NCC to establish authentication and confirm the cryptographic algorithms and
the key size to be used subsequently. Once the negotiation step is completed, the NCC
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Fig. 1 Satellite system model

will proceed with the key exchange step by sending explicit key exchange (EKE) request
messages.

The RCST replies to each EKE request message with an EKE response message, the
NCC can authenticate the terminal based on the EKE respond message. Once the RCST
receives verification from the NCC, the RCST is able to decrypt the encrypted data streams.
Otherwise, the fake RCST will be detected. When some RCSTs want to disassociate with the
NCC or when some new RCSTs want to associate with the NCC, the NCC needs to update
the session key used in the satellite system. To transmit a new key, the NCC will send EKE
request messages to each RCST.

The RCST will then extract the secret session key from the incoming EKE request mes-
sages and reply with an appropriate EKE response messages. However, this process is usually
vulnerable to malicious attacks, especially, DoS attacks. DoS attacks maliciously prevent the
legitimate clients from successfully accessing the system resources.

A DoS attack can be launched in a number of ways, the three basic types of attacks are:

(1) Consumption of limited resources, such as bandwidth.
(2) Disruption or alteration of configuration and state information.
(3) Destruction of physical network components.

The satellite system is a multicast system. Therefore, the process of multicast authentication,
in particular the disassociation process, is susceptible to DoS attacks. The DoS attack targets
at preventing communications from being forwarded properly.

3 Proposed Solution to Prevent DoS Attacks

In this paper, a disassociation DoS attack is our major concern. The operations of it have
been depicted in Fig. 2. When there is a communication traffic flow between the NCC and
the RCST via a satellite, adversaries who are listening out for the traffic can intercept the data
messages. The intelligent adversaries can make use of these sniffed messages to generate a
spurious disassociation request message. This dissociation message can either be sent by the
RCST to the NCC or by the NCC to the RCST.
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Fig. 2 A disassociation DoS attack

Once the NCC receives a disassociation request from the RCST, it will terminate its con-
nection with this RCST and clear all stored states from its memory. If an intruder sends a
bogus disassociation request to the NCC, the NCC will then terminate its communication
with the victim RCST. If the victim RCST wants to access the service again, it has to go
through the authentication process again. The authentication process not only involves the
termination of the current normal data communication, but also requires more efforts and
time to re-establish the authentication. Therefore, the bogus disassociation DoS has success-
fully consumed the systems’ resources and disrupted the legitimate client communication
with the satellite network.

Each message sent by a RCST has a unique sequence number [13]. Usually the sequence
number is linearly distributed as mi+1 = mi + 1. This sequence number can be used to
detect if there are any packet loss in the communication process. However, if an intruder
sniffs the sequence number, he can easily generate the next packet’s sequence number by
simply adding one to the current sequence number value and by spoofing the source MAC
address using available tools such as Spoof-MAC [14], MAC Changer [15], and Airsnarf
[16]. Then the malicious attackers are able to send a disassociation request to the NCC. The
NCC may abort its service with the victim RCST, resulting in a disconnection between the
RCST and the NCC. Furthermore, if the MAC address of the NCC is spoofed by some vicious
intruders, then the intruders can send spurious disassociation requests to each RCST in the
system. By so doing, the whole satellite multicast network system will then suffer destructive
disassociation DoS attacks.

Given that the RCST checks the sequence number of a message at the first step to verify
the incoming message, enhancement of security and reliability of this sequence number is
necessary to prevent the disassociation DoS attacks. If a disassociation DoS attack can detect
at the first step by simply checking the sequence numbers of the received message, then the
cost of computation resources could be significantly reduce by avoiding the subsequent steps
of MAC value and payload verification.

The basic idea of our proposed scheme is to employ the Rabin Function [17] over the
sequence number instead of a plain sequence number. The Rabin function is a one-way func-
tion depicted in Fig. 3. Due to its property, if y = R(x), the value of x cannot be determined
given the value of y.

For the encryption, let p = {0, . . . , n − 1} be the plain text. The encrypted text c is then
given in (1) by

c = m2 mod n (1)

Where n = p∗q, p and q are primes and p = q ≡ 3 mod 4.
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Fig. 3 Rabin function over sequence number

For the decryption, the p and q are necessary in order to obtain the value of m p and mq

in (2). {
m p = √

c mod p
mq = √

c mod q
(2)

By applying the extended Euclidean algorithm, yp and yq , with yp ∗ p + yq ∗ q = 1, the val-
ues of yp and yq can be obtained. Next, by the invocation of the Chinese remainder theorem,
the four square roots: +r , −r , +s and −s can be found in the set {0, . . . , n − 1}.⎧⎪⎪⎨

⎪⎪⎩

r = (
yp · p · mq + yq · q · m p

)
mod n

−r = n − r
s = (

yp · p · mq − yq · q · m p
)

mod n
−s = n − s

(3)

Finally, with one of these square roots mod n, the original plain text value, m, can be obtained.
Based on the Rabin function, a lightweight scheme for authenticating the incoming packet

by implementing protection onto its sequence number is developed.

3.1 Security Sign-on Session

When a session is being setup, one of three request/response MAC message-pairs is used
to generate session keys specific to the payload streams associated with the session. A ses-
sion key is a shared secret between the NCC and the RCST: even if every MAC message is
intercepted, the cryptographic properties of the protocol ensure that an eavesdropper cannot
determine the session key value. This is achieved by using a public-key protocol, which
requires an up-front shared secret, or a simpler protocol based on a long-term shared secret
between NCC and RCST called a cookie. The cookie is 160 bits long. It can be used by the
NCC to authenticate the RCST log-on. Each RCST will store its own cookie in non-volatile
storage, whereas the NCC will maintain a data-base of the cookie values of the RCSTs on
its network. Cookie values will be updated occasionally as de-stated by security policy, but
they are less vulnerable than session keys: a successful brute-force attack on a session key
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Fig. 4 ST sign-on authentication process with NCC

reveals nothing about the cookie value, nor any other session key. During the process of each
ST logon, the ST and the NCC will authenticate each other through 4-way handshaking as
illustrated in Fig. 4. This process is initiated by ST side when it requests for authentication to
perform logon. Upon receiving a request, the NCC will send back a question that comprises
a nonce which is a uniquely generated specific string. And then, the ST combines its MAC
address and received nonce and responses to NCC using a mutually agreed hash function.
The response is sent back to NCC for further verification. After receiving the reply, the NCC
will firstly check the validation of the nonce and verify the user’s identity checking its MAC
address. If the recomputed response matches that retrieved from the received, the NCC will
create a private session key as well as the corresponding p, q and k values with each ST.
The private session key, p, q and k are shared secrets between the NCC and the ST. The
sequence number of each sending message is encrypted and can only be decrypted by using
the appropriate p, q and k values.

The basic verification process of an incoming message is shown in Fig. 5. Initially, after
obtaining secret value p, q and k from NCC, the ST sends a message with the encrypted
sequence number by using the Rabin function. ST will employ the encrypting process based
on the prime numbers i.e. p and q which are chosen according to the value of k. With p fixed,
if k is odd, q would be the kth prime number after the original q , whereas, when k is even, the
q value would not be changed. We assume that NCC and ST mutually understand the effect
of value k. Once the message from the ST is received, the NCC will decrypt the sequence
number based on its p and q values. Due to the characteristics of the Rabin function, there
may be several candidates of plain sequence number m. Therefore, the NCC needs to look
up its sequence number table to find the right sequence number. If the decrypted sequence
number is equal to the nonce Ni , then the NCC would go on to compute the value MAC
(KST i , Seq|h(M)) using the shared key KST i that can be computed by KNCC . Then, the
NCC further verifies the value of the payload to ensure that it is equal to the value retrieved
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Fig. 5 Verification process of a received message

from the incoming message. All of the above steps have to be verified before the incoming
message is accepted; else the NCC would discard the incoming message.

Our proposal is aimed to enhance the security protection of the sequence number of each
request packet. It is achieved by encrypting the sequence number with the Rabin function.
By use of one-way Rabin function to protect the sequence number, even if the attacker is able
to sniff out the current sequence number, he will not be able to figure out the next exact right
sequence number. Therefore, the NCC can discard the unauthorized attackers more quickly
by avoiding following steps of verifications.

4 Modelling and Verification

Colored petri nets (CPN) has been adopted as the formal modeling tool for analyzing and
verifying our solution. CPN is a graphical oriented language combining with the functional
programming language standard ML for design, specification, simulation and verification of
systems. It can support the expression of a greater range of interaction, and be used to establish
model of concurrency for its intuitive graphical representation and relatively implementation.
Besides, CPN-tools, which is a widespread tool for editing, simulating and analyzing CPN,
can provide simulation of information flows dynamically and construct graphs automatically.
CPN tools have strong formal definition for both its syntax and semantics, which provides a
precise specification of the model generating, checking and simulation [18].
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In this paper, we design three models based on CPN tools [19] to verify our solutions
against Disassociation DoS attack. Given that our solution mainly strengthens security pro-
tection to sequence number, we will compare three different situations where general trans-
mitting and receiving without attacks, existing disassociation DoS attacks without proposed
solution and with solution to prevent DoS attacks in our CPN model.

4.1 CPN Model of Normal Communication Process

In CPN model, data is represented by tokens each belonging to a special data type called the
color set of a token. The token color is the actual assignment of values to this token. Each
color set which can be variable, constant or function has to be declared first as a new color
set. To model the messages, two color sets SN and DIS are declared to be the sets of integers.
Color set SN is defined to represent the sequence number of the transmission message, while
color set DIS is declared for modeling the states of performing dissociation request.

The CPN model for the normal process of communication between NCC and ST is shown
in Fig. 6. In order to intuitive demonstration significance of protection on sequence number,
we simply define each packet consisting of two parts which are sequence number and dis-
association request state. When NCC receives a packet from ST, it will first check dis value
with stateyes which is a constant defined as one. In this model design, if the value of variable
dis is zero, we consider it as a sign of disassociation request. In this case, NCC will accept its
request and abort communication with ST. But if there is no request for disassociation, NCC
will go on to check its sequence number of incoming packet with its next sequence number
list. If sequence number is consist with the one in NCC’s NextSn list, and then NCC side
will send an acknowledgement to ST. Hence it is general model of communication between
NCC and ST without attacks.

4.2 Disassociation DoS Attacks

In the scenario when intruder want to interrupt the communication between legitimated client
and NCC side, intruder will eavesdropping on the traffic and obtain the sequence number
that is being transmitted from ST to NCC. Since unencrypted sequence number is sequential,
it is easily for the intruder to generate fake sequence number just by adding one to current

Fig. 6 CPN Model of normal transmission system
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Fig. 7 CPN model of communications with disassociation DoS attacks

value of sequence number. Subsequently, intruder will send a fake dissociation request with
its stolen sequence number. In this paper, in order to analyze significance of encryption to
sequence number, we suppose intruder can get right verifications of its MAC address and
payload during subsequent steps. Hence, if the intruder could eavesdrop on sequence number,
he could make a disassociation DoS attacks which makes true client could not access NCC
anymore.

Similarly, we use CPN to conduct the process of this kind of disassociation DoS attacks
as depicted in Fig. 7. In this model, place ST Side represented as ST is responsible for
sending packets to place NCC. At the same time, the attacker also listens on the transmis-
sion traffic and generates flooding disassociation DoS attacks to the place NCC. Since the
potential attackers set dis to zero and send it to NCC with correct next sequence number,
the NCC would accept it and take it for the disassociation request from legitimated users.
Consequently, the ST side could not communicate with NCC smoothly due to the successful
interruption by the malicious intruders.

4.3 Proposed Solution to Prevent Disassociation DoS Attacks

As previous descriptions of our proposed method, we conduct the CPN model to verify
our scheme. Based on normal transmission CPN model, we develop it by adding encryp-
tion model, attacker side model, MAC check model and decryption model. Therefore, we
can show the whole process in which malicious intruders attack the communication and be
detected by our proposed solution through our simulation CPN model.

The encryption of sequence number model is shown in Fig. 8. The transmission message
is defined as product of three color sets of SN, DIS and MAC. Firstly, the message from
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Fig. 8 Encryption to sequence number with Rabin function model

Fig. 9 The MAC check model

place ST is received by transition GenratESN. And then transition GenratESN conducts its
function of employing Rabin function to encrypt sequence number of incoming message.

The attacker eavesdrops on the traffic model is the same as previous model two presented.
In order to detect the intruder, we conduct MAC address check model that is depicted in
Fig. 9. Hence, NCC side will firstly check MAC address of every incoming message before
decryption part. In addition, if sequence number of transmission packet is not the same as
the one stored in NCC’s list, NCC will automatically consider it as malicious attacker and
save its MAC address to its BlackMac place. If the attacker wants to send fake disassocia-
tion requests next time, it will be detected immediately by MAC check part of our solution.
Therefore, we can prevent flooding DoS attacks in this way.

Lastly, after verification of MAC address, place NCC will move on to conduct decryp-
tion part model as demonstrated in Fig. 10. Resulting from decryption algorithms of Rabin
function, there are four candidates for decrypted sequence number. The function of SelectSN
transition is to compare decrypted sequence number with NextSn stored in NCC’s list place.
If one of four decrypted sequence numbers and NextSn are consistent matched, NCC will
update its NextSn place and send an ACK to ST side. On the contrary, if decrypted sequence
number is not corresponding to NextSn, NCC will treat current sender as an attacker and
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Fig. 10 The decryption of sequence number at NCC model

put its MAC address on the BlackMac place to prevent it from sending malicious request
again.

5 Analysis of Proposed Solution

The proposed solution allows not only the quick detection of disassociation DoS attacks but
also the prevention of disassociation DoS attacks. The attacker sniffs messages from the ST
and creates a bogus message using a sequential sequence number. By our proposed solution,
the NCC can easily distinguish the fake packets from the authorized packets, and the sequence
number from the encryption of the sequence number by the Rabin function. Therefore, the
NCC does not need to check its MAC and payload values, avoiding the cost of computation
and resources.

In order to estimate the probability of successful disassociation DoS attack, a simulation
has been conducted using MATLAB. It is assumed that an intruder successfully sniffs a mes-
sage sent by the ST to the NCC, including its sequence number, the ST’s MAC address and
other confidential data. The malicious attacker will send a spurious disassociation request
message to the NCC using the counterfeit sequence number. According to the proposed
scheme, the success of such a disassociation DoS attack depends on the identification of the
correct sequence number.

According to the algorithm, a successful attack will occur if and only if there exit two
consecutive encrypted sequence numbers by the Rabin function corresponds to the two nor-
mal consecutive plain sequence numbers. The prime values of the Rabin function is defined
as p = 7, q = 11 and the size of the plain text of the sequence number varies from 100 to
40,960. The probability of a successful disassociation DoS attack calculated by the simu-
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Fig. 11 Probability of successful attacks

Fig. 12 Probability of successful attack versus products

lation is shown in Fig. 11. In this figure, it can be seen that the probability of a successful
attack approaches a limit of 0.9 % along with the increase in size of the sequence number. It
indicates that the risk of this solution can be controlled.

Furthermore, from the Rabin function, the products of the two prime numbers can affect
the performance of the solution. Another simulation has been performed to study the effect
of the product of the prime numbers on. the performance the performance The results are
shown in Fig. 12. It can be clearly observed that the probability of a successful disassocia-
tion DoS attack approaches zero with the increase in the product of the two prime numbers.
Thus it can be concluded that the larger the product of the two prime numbers, the lower the
probability of a successful DoS attack. This indicates that the performance of the proposed
solution can be enhanced by increasing the product of the two prime numbers p and q for the
Rabin function. In conclusion, these results show that the proposed solution can achieve a
good performance for the detection and prevention of disassociation DoS attacks to satellite
multicast networks.

However, the previous analysis is based on the situation where the attackers cannot sniff
the values of p and q to decrypt the cipher plain sequence number m of the Rabin function.
In the situation where the attacker is able to obtain the values of p and q , then the attacker
would be able to decrypt the encrypted sequence number c and obtain the plain sequence
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number m. However, even though the attacker is able to obtain all the above information,
due to the nature of the Rabin function, the decrypted numbers might have several candidate
values. Therefore, the attacker is still unable to figure out the correct candidate value. At
the NCC end, the redundant decrypted sequence number can be eliminated by comparing
them with the latest received sequence number in its sequence number table. For example, if
there are 4 numbers conforming to the Rabin function, the NCC can choose the one which
is slightly greater than the latest received sequence number. By doing so, the probability of
the attacker getting the right sequence number and makes a destructive attack on the satellite
system will decrease much. In this sense the proposed solution can effectively detect and
prevent disassociation DoS attacks.

6 Conclusion

The major contribution in this paper is to design a lightweight security scheme to detect
and prevent disassociation DoS attacks to satellite networks. In such a disassociation DoS
attack, the attacker can sniff the sending packet and generate a bogus disassociation request
to the NCC, with aim to prevent legitimate users from accessing the service. Based on the
characteristics of the one-way Rabin function, the proposed solution has employed the Rabin
function to encrypt the sequence number in order to improve the security of the sequence
number. Through the analysis of the simulation results, the proposed method is found to be
able to efficiently prevent DoS attacks and have low consumption of computation resources
by avoiding further verification. Future work would focus on the evaluation of the effec-
tiveness of the proposed solution in more detail. Comparison of its performance with other
methods will also be carried out.
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