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Abstract

Modern machine techniques have showcased impressive prowess in many areas. Al-
though they often outperform humans in controlled experiments, training a machine
learning models with satisfying performance requires large-scale in-distribution
datasets with annotation, which is normally expensive and challenging to collect.
This motivates the need to explore the value of out-of-distribution samples collected
from free platforms, and furthermore understand the properties and mechanism of
model generalization. In pursuit of this goal, the primary emphasis of this thesis
lies in examining the inherent challenges posed by distribution shifts. Subsequently,
we delve into the characteristics of generalization to deepen our comprehension of

its underlying mechanisms.

Firstly, traditional machine learning methods are founded on the assumption of
independence and identical distribution (i.i.d.) between training and testing datasets.
However, this assumption is easy to be violated in the real world, especially when
the training data are collected from open and free platforms due to financial budget
or technique limitation. Therefore, exploring the useful information of real-world
datasets for target tasks is of great practical meaning. This drives the necessity
to maintain model performance amidst naturally occurring data corruptions and
alterations throughout the machine learning process. Thus, we propose an practical
problem setting that the training data suffer from distribution shifts and noisy labels
simultaneously. We design a stepwise-dual-learning framework that the training
and the test data should learn from each other, which is able to enhance existing

algorithms for both domain adaptation and learning with noisy labels.

Secondly, evaluating the generalization performance of trained models across diverse
distribution shifts is a fundamental and necessary process in practice. However, the
traditional evaluation approach assumes the ground-truth labels of test data are
accessible, which is hard to achieve in practice. Thus, it is of great importance to
estimate the generalization performance of pre-trained models in an unsupervised

manner. In the first way, we explore the correlation between feature separability

xi



xii

and test accuracy, where we find the hidden features from the feature extractor of
trained models are more separable when the test accuracy is higher. Nevertheless,
this character cannot maintain consistent performance across different types of
distribution shifts. Therefore, in the second way, we derive a gradient-based
estimation approach, which aggregates the gradient information of the classification
layer to estimate the test accuracy. However, the previous methods struggle with the
overconfidence issue which dramatically degrades the estimation performance. To
alleviate this issue and satisfy the requirement about confidential model information,
in the third way, we propose a logit-based approach with softmax truncation to
estimate the test accuracy, where we find the density around decision density linearly

reflect the generalization performance of trained models.

We assess the efficacy and resilience of all the methodologies introduced across
various simulated and real-world benchmarks. The findings reveal that our tech-
niques outperform numerous state-of-the-art approaches in mitigating the identified
challenges. It is our aspiration that our endeavors offer valuable insights to inspire
the development of tailored solutions for these resilient issues and accelerate the

utilization of out-of-distribution examples in crafting robust and efficient systems.
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Chapter 1

Introduction

1.1 Background

Machine learning as a brunch of artificial intelligence aims to learn meaningful
patterns from data and generalize the learned knowledge to unseen data [9]. Due to
its automatic learning process and strong learning capability, it has been developed
as a widely used tool to handle many complex real-world tasks by extracting
information from large-scale datasets. One of the important techniques in the field
of machine learning is deep learning, which utilizes artificial neural networks with
well-designed architecture to learn a mapping function from the input to the output
space. In terms of the properties of the output space, there are two typical tasks
in deep learning, including classification handling the discrete output space and
regression for the continuous space. In this thesis, we focus on deep learning for

classification problems.

Although deep learning techniques for classification have achieved great success in
many practical areas such as computer vision [10] and natural language processing
[11], they have been certified by many researchers that their prediction capability
is vulnerable to fundamental assumptions, where the training and the test data
should be independent and identically distributed [12, 13]. Such issues significantly
degrade the prediction capability of deep learning, and many reasons can cause
the violation of the fundamental assumptions, including adversarial samples [12],
data perturbation [8], distribution shifts [4], label noise [14], class imbalance [15]

and open-set recognition [16]. Therefore, it is important to identify and enhance

1
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models’ generalization capability, so that model performance can be preserved in

complex real scenarios across the machine learning pipeline.

In this thesis, we mainly focus on two issues: generalization enhancement and
generalization estimation. In the generalization enhancement setting, the training
and the test data are drawn from different but relevant distributions. Therefore,
the goal of this setting is to avoid over-fitting to training data in order to guarantee
good performance in predicting the values of future inputs during testing [17].
This setting is meaningful especially when the training data are collected from
open-source platforms including adequate resources but inevitable mistakes. In the
generalization estimation setting, since the corresponding labels of test data are
infeasible to access in practice, ground-truth classification accuracy is impossible to
obtain during testing. In this setting, our goal is to design a score that correlates
with ground-truth classification accuracy in an unsupervised manner. It assists
us to further understand the underlying working mechanism of generalization
by exploring possible factors that may affect or be affected by the violation of

fundamental assumptions.

1.2 Motivations

As mentioned above, deep learning techniques are vulnerable to distribution shifts
that are frequently encountered in the real world. Therefore, exploring how to
enhance models’ generalization performance is of increasingly importance for de-
ploying safe machine learning models in the real world [18]. Thus, my first topic
is to study the generalization enhancement problem. In details, previous works
exploit unidirectional relationships from the source domain (i.e., the training set)
to the target domain (i.e, the test set) [19, 20], but this one-way strategy ignores
information from the target domain, leading to suboptimal performance against
label noise and distribution shifts simultaneously. Thus, exploring the bilateral

relationships between the two domains is one of the goals of this thesis.

For the generalization estimation problem, the traditional method to obtain model
performance across distribution shifts is directly calculated from ground-truth labels
of test data by the model pre-trained on training data [21, 22]. However, it is

sometimes infeasible to access the ground-truth labels of the test data in the open
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world. Therefore, an increasing number of research works are designed to estimate
model performance in an unsupervised manner [5, 7, 23-31]. In this thesis, we
introduce three approaches based on feature separability, gradients, and logits
respectively. In addition, those works also inspire the further exploration about the

arcanum of model generalization.

1.3 Major Contributions
The main contributions of this thesis are summarized as follows:

e We introduce GearNet, a universal framework designed to transfer valuable
insights from a source domain with noisy labels to an unlabeled target domain
by leveraging bilateral connections between the two domains. Departing
from the traditional unidirectional learning approach from source to target,
GearNet treats the two domains as distinct inputs for training two models
iteratively. A symmetrical Kullback-Leibler loss is employed to selectively
align the predictions of the two models within each domain. Extensive
experimental findings demonstrate that integrating GearNet can notably

enhance the effectiveness of existing methods.

e We introduce the Dispersion Score, a novel metric at the dataset level that
relies on feature dispersion to gauge test accuracy in scenarios involving
distribution shift. Drawing inspiration from the favorable characteristics of
features in representation learning, our theoretical and empirical investigations
reveal a robust link between inter-class dispersion and model accuracy. In
contrast, intra-class compactness does not consistently indicate generalization
performance on out-of-distribution (OOD) data. Through comprehensive
experiments, our approach showcases superiority in both predictive accuracy

and computational efficiency.

e Our pioneering work involves estimating true test accuracy through gradient-
based information. Specifically, we leverage the magnitude of gradients from
the classification layer, backpropagated from the cross-entropy loss after a
single gradient step on test data, to generate a metric for unsupervised test

accuracy estimation. Through extensive experiments utilizing a range of
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architectures across diverse distribution shifts, our approach demonstrates

substantial improvements over current state-of-the-art methods.

e We introduce MaNo, a logit-based metric, to gauge true test accuracy amid
diverse distribution shifts. Initially, we investigate the correlation between
logits and generalization performance through the lens of the low-density
separation assumption. This exploration serves as the foundation for our
method, which involves computing the L, norm of the logit matrix. To address
issues of overconfidence encountered by logit-based techniques, we propose
a novel normalization strategy that strikes a balance between information
completeness and error accumulation based on distinct calibration scenarios.
Through thorough empirical evaluations against common unsupervised ac-
curacy estimation benchmarks, MaNo emerges as a cutting-edge performer
across various architectures in scenarios involving synthetic, natural, and

subpopulation shifts.

1.4 Thesis Organization

The remaining part of this thesis is organized as two main parts: generalization
enhancement and generalization performance estimation. Chapter 2 introduces
background knowledge and related work of this thesis. In Chapter 3, we propose a
generalization enhancement approach against distribution shifts and noisy labels
simultaneously. From Chapter 4 to Chapter 6, we focus on generalization perfor-
mance estimation. Chapter 4 designs a simple but effective score based on feature
separability for estimating true test accuracy in an unsupervised manner. Chapter 5
explores the linear relationship between gradient-based information and true test
accuracy. Chapter 6 estimates the test accuracy via decision boundary density
evaluation, balancing between information completeness and error accumulation.

Chapter 7 concludes this thesis and highlights possible directions of future work.



Chapter 2

Preliminaries

2.1 Background

2.1.1 Supervised learning

Supervised learning as a typical classification paradigm collects data consisting of
feature vectors and labels [9]. Its goal is to learn a classification function mapping
from the feature space to the label space based on the large-scale training sets.
The deployment safety of traditional supervised learning requires some significant
fundamental assumptions [9, 32]. One of them is that the training data and the
test data are from the identical distribution [9]. However, it is sometimes infeasible
to collect such high-quality datasets in the open world during the training process
[33-36]. The distribution of the training data is easily perturbed by many factors
such as label noise [33, 34|, distribution shifts [35, 36], class imbalanced [15, 37]
as well as open-set data [38, 39]. In this thesis, we focus on training models with
strong generalization capabilities that are able to overcome complex scenarios of

collecting data.

To begin with, we introduce the multi-class classification scenario, where the label
space comprises more than two labels. Here, X C R? represents the feature space,
and Y =1,..., K with K > 2 signifies the label space. Given a training dataset
consisting of N instances D = {x;,y;}}¥,, where x; € X denotes the i-th instance

independently and identically drawn from the training-data distribution Pyy), the
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objective of this problem is to train a mapping f : X — RX with learnable

parameters 8 € R? by minimizing the following classification risk:

R(f) = Epyy [L(f(x),9))] (2.1)

where Ep, ., [-] refers to the expectation over the joint distribution Pxy, while £
denotes the loss function that aggregates the error between the predicted labels and
the ground-truth labels.

In practice, the joint distribution Pyy is usually inaccessible. Therefore, a common

way to address this problem is to utilize the empirical risk to estimate the true risk

[40] based on the given training data {x;,y;} Y ,:
. 1 X
R(F) = 5 D LU (5 w0). (22)

As for the choice of the loss function, the most common one for multi-class classifi-
cation is the cross-entropy loss. In particular, the cross-entropy loss is derived from
information theory, which gauges relative entropy between two distributions. It is
formulated as follows:

ov(X)

Lee(f(xi),y:) = —logp(yl|x) = —log —

_ 2.
S efix) ’ (2:3)

where f,(x) refers to y-th element of f(x) whose corresponding ground-truth label

is y, and p(y|x) is the corresponding softmax probability.

As mentioned above, traditional multi-class classification problems should fulfill the
fundamental assumptions about the distribution consistency between the training
and the test datasets. Otherwise, the model trained on the corrupted or shifted
training data could be invalid on the test data. Therefore, in the following section,
we will introduce some related fields that could change the distribution of the

training or test data.

2.1.2 Distribution shift

Supervised learning methods traditionally assume that the distribution of training
data, denoted as P(X y)S, is the same as the distribution of test data, denoted
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as P(XY)". This assumption, P(XY)°® = P(XY)", allows these methods to
generalize well to unseen examples. However, in real-world scenarios, it is common
for distributions to change, leading to significant performance degradation in

traditional supervised learning methods.

There are diverse types of distribution shifts that attack the distribution of data
generation from different respects, including the covariate shift, the concept shift, and
the prior probability shift. Covariate shifts, also named as data shift, assumes that
the conditional probabilities of the training data and the test data remain unchanged
(i.e., P(Y|X)° = P(Y|X)"), while their corresponding marginal probabilities are
different (i.e., P(X)° £ P(X)") [41]. The situation of Concept shifts is opposite to
covariate shift, which denotes that the marginal probabilities are unchanged but the
conditional probabilities are different (i.e., P(Y]|X)° # P(V|X)", P(X)% = P(x)").
As for the prior probability shifts, also known as label shift, refers to the situation
that the marginal probabilities of labels are different between the training and
the test data, but their corresponding conditional probabilities are identical (i.e.,

PV #PXIYV), PO =PY)").

Besides based on the variation of distribution, another identification approach is
based on the data generation resource [27]. The common types of the distribution
shift include the synthetic shift, the subpopulation shift, and the natural shift.
Synthetic shifts are caused by different visual corruptions on features, such as snow,
noise, and motion blur. Subpopulation shifts are induced when novel subpopulations
are only obvious during the test process. Natural shifts refer to the distribution

shift faced in the wild due to data reproduction.

2.1.3 Weakly supervised learning

In conventional supervised learning, the assumption is that training examples
D = {xi,y;}i*, consist of pairs where each instance is accurately labeled and
sampled independently from the true distribution Pyy. However, acquiring the
true labels for every individual can often present challenges. As a result, weakly
supervised learning approaches aim to train classifiers using datasets where instances

are not necessarily paired with their true labels [42].
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Within the field of weakly supervised learning, various frameworks have been
extensively explored. These include semi-supervised learning [43], which leverages
both small-scale labeled and large-scale unlabeled data, noisy-label learning [44],
which deals with datasets containing label noise, positive-unlabeled learning [45],
which focuses on the binary classification problem where only positive samples and
unlabeled data are available, partial-label learning [46, 47], which handles situations
where instances are annotated by multiple possible labels with a correct label, and
complementary-label learning [48], which addresses cases where the label that does

not belong to are assigned to each instance.

In such scenarios, the settings introduce a noticeable shift in the distribution of
the training data, even though the true distribution of the training data and the
test data may sometimes remain the same. For example, noisy-label learning is
a typical class of weakly supervised learning, where the pairs in the training set
contain incorrect annotations. Formally, given the training data with noisy labels
X, ), the goal of this task is to learn a classification function mapping from the
feature space to the true label space f : X — ), where Y denotes the noisy label

space.

2.1.4 Open-world machine learning

Open-world machine learning aims to learn a model under more complex real-
world scenarios, where the learned model is expected to work under a dynamic
environment [49-51]. Therefore, the model deployed in the open world should
handle the open-set problem, where never-unseen samples are encountered during
either training or testing. Due to those novel samples, the fundamental assumption

that the training and test data are samples from an identical distribution is violated.

Open-world machine learning diverges from conventional semi-supervised learning
methodologies [43], where a restricted set of labeled data and a substantial volume
of unlabeled data are supplied during the training phase. Semi-supervised learning
maintains the closed-world assumption, given that the unlabeled data generally
pertains to established classes and is extracted from the identical distribution as
the labeled data.
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Over the past few years, the notion of open-world semi-supervised learning [52, 53]
has surfaced to tackle scenarios where both the unlabeled and testing data may
encompass instances from classes not encountered before. In this fresh paradigm, the
model is structured to categorize each unlabeled data point into either a recognized
class or a newly introduced class. This adaptation equips the model to adeptly
manage the open-world context, where a trained model must process examples from

classes not previously encountered during training.

Within this section, we have delved into the notation of supervised learning and
scrutinized three subdomains that defy the presumption regarding data distribution:
distribution shift, weakly supervised learning, and open-world machine learning.
The subsequent section will delve into more intricate subjects concerning model

generalization.

2.2 Generalization in Machine Learning

Deep learning techniques have demonstrated remarkable capabilities in various
domains, including computer vision [10] and natural language processing [11].
Along with its practical success, the properties of deep learning have become an
active investigation, one of which is how to guarantee a good performance in
predicting the labels of test samples while avoiding over-fitting to training data [17].
In this thesis, we focus on generalization of deep learning, which aims to keep the
consistency of classification performance across the machine learning pipeline from
the training data to the test data under a variable environment. In this section,
we will introduce two questions about generalization capability enhancement and

generalization performance estimation.

2.2.1 Generalization capability enhancement

Traditional supervised learning assumes that the training (i.e., source domain) and
the test data (i.e., target domain) are drawn i.i.d from an identical distribution.
However, this fundamental assumption is challenging to achieve, especially when
the data are collected from an open-world scenario. As mentioned above, many

factors will affect the distribution of both the training and the test data, including
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distribution shifts, noisy labels, and open-set data. In this thesis, we focus on the

effect of the two former factors respectively or unitedly.

In a supervised multi-class classification scenario, we define the input space as
X and the label space as YV = 1,..., K with K classes. The training dataset
D = {x;,y; }}¥, comprises N data points drawn independently and identically (i.i.d.)

from a joint data distribution Pyy.

Given this training data set, our aim is to train a classifier f : X — RX with
learnable parameters 6§ € RP, mapping inputs to the output space. The optimal

classifier minimizes the expected risk, defined as:

Rﬁ(f) = E(x,y)NPX); [‘C (f(X; 9), y)]

(2.4)
= Ey)mpay (£ (fo(fy(X)),9)]

where L represents the commonly used cross-entropy loss with the softmax activation
function. In this context, f,(x;6) denotes the y-th element of f(x;6) corresponding
to the ground-truth label y, and p(y|x) represents the associated softmax probability.

However, in practice, the training and the test distributions are usually identical due
to distribution shifts, which significantly degrades classification accuracy. Therefore,
it is meaningful to keep the generalization performance of the model across different

distribution shifts.

Define P,(X,Y’) as the source (training) distribution and P;(X,Y’) as the target
(test) distribution. In the unsupervised domain adaptation (UDA) task, we observe
ns source samples with their corresponding ground-truth labels S = {(zf,y7)}i=,,
and n; target samples without annotation 7' = {(x%)},. The goal of this task is to

train a mapping function fy : X — Y based on source data S and target samples T

UDA has garnered significant attention in various practical applications recently
21, 22, 54-58]. Its objective is to train a model using labeled data from the source
domain and transfer this knowledge to a new unlabeled domain characterized by
distribution shift [36]. The key to UDA’s success lies in acquiring a latent domain-
invariant representation by reducing the difference between the two domains (i.e.,
domain discrepancy) using specific criteria such as maximum mean discrepancy [59],
Kullback-Leibler divergence [60], central moment discrepancy [61], and Wasserstein

distance [62]. Additionally, certain studies have employed a domain discriminator
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in an adversarial manner to minimize domain discrepancy, exemplified by methods
like domain-adversarial neural network [63] and Adversarial discriminative domain
adaptation [64]. More recently, self-training methods [65, 66] have been proposed
for UDA, leveraging the idea that the domain adaptation process utilizes target

label information estimated by the source-domain-trained model to enhance itself.

Nonetheless, these approaches necessitate the assumption that all labels in the
source domain are accurate, a condition challenging to meet in real-world scenarios.
Hence, it is imperative to devise tailored learning approaches for UDA that account
for label noise in the source domain, commonly referred to as weakly supervised

domain adaptation.

In the weakly supervised domain adaptation (WSDA) task, we possess a source
domain containing noisy labels that are distorted versions of the true labels, denoted
as S = (xF,9i%)i = 1", alongside an unlabeled target domain T' = (z!)",. Here,
ns and n; represent the quantities of instances in the source and target domains,
respectively, with g indicating the noisy (corrupted) label. Our objective is to
build a classifier fy : X — Y using S and T in order to precisely label samples

originating from the target domain.

WSDA considers both the UDA problem and the label noise issue, which is more
common in practical scenarios. There have been several studies [19, 20, 64] to
address the WSDA problem by training domain adaptation models with sample
reweighting. For example, TCL [19] selects clean and transferable source samples
to train a neural network that has the same structure as DANN [64]; Butterfly
[20] picks clean samples from both the source domain and the target domain while
sharing the shallow layers of two Co-teaching models [34] for domain adaptation.
DCIC [67] emphasizes clean and transferable source data to construct a denoising
maximum mean discrepancy [59] loss. Studying how to enhance generalization
performance under the setting of WSDA helps us further understand the essence of

the generalization capability of deep neural networks.

2.2.2 Generalization performance estimation

Machine learning methods applied in open-world scenarios often encounter chal-

lenges related to distribution shifts, where test data deviate from the training
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distribution. These discrepancies can significantly impact test accuracy, leading to
varying generalization performance across different shifted datasets [4, 68]. This
underscores the importance of estimating out-of-distribution (OOD) errors for
AT safety concerns [28]. However, acquiring extensive labeled examples for each
shifted testing distribution encountered in real-world settings is either impractical
or cost-prohibitive. Consequently, predicting OOD errors becomes a daunting task

without ground-truth labels.

Unsupervised OOD error estimation, which is also known as unsupervised accuracy
estimation, has gained increasingly attention in practice. On the one hand, it helps
to find difficult (underperformed) test sets without the requirement of ground-truth
labels. In cases such as retraining on underperformed datasets or annotating hard
datasets, we only need to know the rank of datasets by accuracy. Therefore, we
can calculate the proposed score for each dataset directly and perform the task
based on this score ranking. On the other hand, when deploying the model into
production, it is important to estimate its safety. If the cost of getting test labels is
prohibitive, this task can help to estimate the model’s accuracy on the product’s
test data. A practitioner can additionally look at the variability of the score on
multiple test sets. When multiple datasets are not available, we can alternatively

construct adequate synthetic datasets via various visual transformations [69].

In the OOD error estimation task, we consider a K-class classification task with the
input space X C R? and the label set ) = {1, ..., K'}. Our learning model comprises
a neural network with trainable parameters 8 € RP, which functions as a mapping
from the input space to the label space: fo : X — RX. We conceptualize the
network as a fusion of a sophisticated feature extractor fg and a linear classification
layer f,,, where g and w = (wy)&_; represent their respective parameters. When
provided with a training instance x;, the feedforward operation can be represented

Jo(xi) = fu(fe(xi))- (2.5)

Let y = (y®)k = 1% represent the one-hot encoded vector of label y, where y*) = 1
if and only if y = k, and y*) = 0 otherwise. Subsequently, with a training dataset

D = {x;,y;}", comprising n data points sampled i.i.d. from the source distribution
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Pg(x,y) defined over X x ), the training of fs proceeds through empirical cross-

entropy loss minimization:

E(fo) = = 32 3"y logs(fefx). (2.6)

where s‘(f ) represents the softmax output for class k, which approximates the

posterior probability P(Y = k|x).

Estimating accuracy in unsupervised settings is crucial due to distribution shifts
and the absence of ground-truth labels for test samples. To delve into this realm, we
introduce two key existing settings related to this domain. Firstly, several studies
focus on estimating test accuracy or assessing accuracy differences between training
and test sets solely using training data [70-75]. For instance, the model-architecture-
based algorithm [70] extracts persistent topology properties from training data to
discern when a model starts generalizing to unseen datasets. Nonetheless, these
algorithms operate under the assumption that both training and test data are drawn
from the same distribution, rendering them susceptible to distribution shifts. Our
works fall under the second setting, aiming to estimate the classification accuracy
of a specific test dataset during evaluation using unlabeled test samples and/or
labeled training datasets. The primary research thrust is to investigate the inverse
relationship between distribution disparities and model performance across feature
space [28], parameters [7], and labels [76]. Another prevalent approach involves
devising estimation metrics based on softmax outputs of test samples [25, 25-27],
heavily reliant on model calibration. Some studies draw insights from unsupervised
learning, like consensus among multiple classifiers [26, 77-79] and image rotation
[23]. Moreover, recent investigations have delved into the characteristics of test

datasets during evaluation [29].

To verify the effectiveness of the proposed methods for generalization performance
estimation, two common metrics are frequently used to illustrate the linear relation-
ship between the proposed methods and ground-truth test accuracy: the coefficient
of determination (R?) and Spearman’s rank correlation coefficient (p). In details,
given a dataset containing n values Y = {y1,¥2, ..., Yn}, and their corresponding

predicted values Y = {f1, §a, ..., Un }, R2 is calculated as follows

i1 (i — 0i)

R2 - 1 - <—=n 7/ N9
S (v —9)?

(2.7)
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where § denotes the average value of the dataset ). p measures rank correlation
between the Y (i.e., R[Y]) and its predictive values Y (i.e., R[Y]), which can be

expressed as follows.

P cov[R(Y), R()’)]’ (2.8)

OR[Y); OR[Y)

where o demotes the standard deviation, while cov[R()), R(Y)] denotes the covari-

ance of the rank variables.

Studying how to estimate OOD error in an unsupervised manner helps us further

understand the mystery of generalization in deep learning.



Chapter 3

GearNet: Stepwise Dual Learning
for Weakly Supervised Domain
Adaptation

3.1 Motivation

In the problem of domain adaptation, we aim to train classifiers for data from
the target domain by leveraging auxiliary data sampled from related but different
source domains [36, 80-83]. Most of the existing domain adaptation studies assume
that the source domains are clean datasets with accurate annotations. However, it
is usually expensive and time-consuming to collect such large-scale and correctly
labeled datasets in some real-world scenarios [84, 85]. To alleviate this problem, an
increasing number of researchers started to investigate weakly supervised domain
adaptation (WSDA), where only source domain data with noisy labels and unlabeled

target domain data are available.

To improve the model robustness against label noise from the source domain, some
WSDA algorithms [19, 20, 67] were developed to specially reduce the negative impact
of label noise while minimizing the distribution discrepancy of two domains. For
example, TCL [19] selects clean and transferable samples from the source domain
guided by a transferable curriculum and Butterfly [20] picks small-loss samples
from both the source domain and target domain. Similarly, DCIC [67] emphasizes

clean and transferable source samples by an estimated transition matrix. Although

15
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these methods achieve acceptable performance, they only exploit the supervision
information from the source domain to prevent the model from overfitting to
label noise, and then transfer the learned information from the source domain
to the target domain. In other words, these methods only exploit unidirectional
relationships from the source domain to the target domain. However, if we further
consider exploiting the pseudo supervision information from the unlabeled target
domain, the relationships between the two domains are exploited in a bilateral way.
Consequently, richer supervision information could be discovered for combating
the label noise and the gap between the two domains would be narrowed. To the
best of our knowledge, we are the first to explore the benefit of utilizing pseudo
supervision knowledge from the target domain in improving the robustness against

noisy labels from the source domain.

This chapter proposes the first universal paradigm to exploit bilateral relationships
between the source domain and the target domain. Specifically, we train two models
on the two domains respectively in an alternate manner, and the whole training
process consists of four main steps: 1) training model A on source domain data with
noisy labels, 2) using model A to generate pseudo labels for target domain data, 3)
training model B on pseudo-labeled target domain data with regularization on the
consistency of source-domain class posteriors of model B and model A, 4) training
model A on labeled source domain data with regularization on the consistency of
target-domain class posteriors of model A and model B. We iterate from step 2
to step 4 multiple times until the training process stops. In this way, the pseudo
supervision information in the target domain can be discovered and leveraged to
improve the model robustness against label noise from source domain. It is worth
noting that our proposed paradigm is a general WSDA framework to enhance the
model robustness. Therefore, it can be easily incorporated into existing WSDA

algorithms for further improving the performance of those methods.

To verify the effectiveness of our proposed GearNet, we conduct extensive experi-
ments on widely used benchmark datasets, and experimental results demonstrate
that our GearNet can significantly improve the performance of existing robust

methods.
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3.2 Related Work

Unsupervised domain adaptation. Unsupervised domain adaptation (UDA)
has gained considerable interests in many practical applications recently [21, 22, 54—
58, 86, 87], which aims to learn a model on data from the labeled source domain
and transfer the learned information to a new unlabeled domain with distribution
shift [36]. The key to the success of UDA is to learn a latent domain-invariant
representation by minimizing the difference between the two domains (i.e., do-
main discrepancy) with certain criteria, such as maximum mean discrepancy [59],
Kullback-Leibler divergence [60], central moment discrepancy [61], and Wasser-
stein distance [62]. Besides, some studies utilized the domain discriminator in an
adversarial manner to minimize the domain discrepancy, like domain-adversarial
neural network [63] and Adversarial discriminative domain adaptation [64]. More
recently, self-training based methods [65, 66] have been proposed for UDA, which
are based on the motivation that the domain adaptation process uses the target
label information estimated by the source-domain-training model to enhance itself.
However, those methods require the assumption that all labels in the source domain
are correct, which is difficult to satisfy in the real world. Therefore, it is of great
significance for us to develop specially designed learning methods for UDA with

label noise in the source domain (i.e., weakly supervised domain adaptation).

Weakly supervised domain adaptation. WSDA considers both the UDA
problem and the label noise issue, which is more common in practical scenarios.
There have been several studies [19, 20, 64] to address the WSDA problem by
training domain adaptation models with sample reweighting. For example, TCL
[19] selects clean and transferable source samples to train a neural network that
has the same structure as DANN [64]; Butterfly [20] picks clean samples from both
the source domain and the target domain while sharing the shallow layers of two
Co-teaching models [34] for domain adaptation. DCIC [67] emphasizes clean and
transferable source data to construct a denoising maximum mean discrepancy [59]
loss. Despite the effectiveness of these methods, they only exploit the supervision
information from the source domain and regrettably ignore the potential supervision

information in the target domain.

Learning with noisy labels. A wide range of algorithms have been proposed

to improve the model robustness against label noise in the training data [88-91].
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FIGURE 3.1: GearNet schematic. The forward step and the backward step
are conducted iteratively. Each model is trained with a supervised learning
loss on one domain, and a symmetric Kullback Leibler divergence loss to
mimic the predictions of its dual model on the other domain, where z7 is
the logit coming from the last layer of the corresponding model, and p} is
the probability of classes calculated by the softmax function on z. Every
time when the forward step stops, the pseudo labels of the target domain
should be updated.

Early studies [92, 93] learn a robust model by estimating the label transition matrix
to fit the noisy labels. However, They can only achieve mediocre performance, as it
is non-trivial to obtain a high-quality estimation of noise rates. Recently, training
with sample reweighting has became a popular research direction to handle label
noise [94, 95], where reliable and noiseless data are emphasized during the training
process. Another promising direction is to design noise-robust loss functions, such
as mean absolute error [85], generalized cross entropy loss [96], and Taylor cross
entropy loss [97]. The above methods for learning with noisy labels have provided

many inspirations for WSDA methods to combat label noise.

3.3 The Proposed Approach

Problem statement. Throughout this chapter, we consider the classification
task under the setting of WSDA. We assume that we have a source domain with
noisy labels corrupted from ground-truth labels S = {(z?, 7¢)}™, and an unlabeled

target domain 7' = {(z£)},, where ng and n; denote the number of instances from
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the source domain and the target domain respectively, and ¢; denotes the noisy
(corrupted) label. Our goal is to train a classifier fp : X — Y based on S and T to

accurately annotate samples from the target domain.

As label noise will degenerate both the domain adaptation process [67] and the
classification process [88], existing methods [19, 20, 67] for WSDA focus on em-
phasizing useful samples by utilizing the supervision information from the source
domain to reduce the negative impact of label noise. Considering the source domain
could provide useful information to the target domain as mentioned above, we claim
the target domain could also contain valuable information that is beneficial to the
learning on the source domain. Therefore, inspired by the mutual learning [98]
and dual learning [99], we address the issue of WSDA by exploring the bilateral
relationship that the two domains offer useful information to each other to handle

domain shifts and label noise.

The intuition for exploring bilateral relationships in WSDA is briefly explained
as follows. Similar to learning with label noise, existing WSDA methods would
encounter the error accumulation issue: the error that comes from the biased
selection of training instances in the previous iterations would be directly learnt
again in the following training [34]. In WSDA the accumulated error from learning
with source domain examples would be amplified, causing a significant increase in
the target domain error [20, 100]. Co-teaching [34] and Butterfly [20] alleviate this
issue by training two networks with different initialization to exchange the biased
selections with each other. In this work, our method introduce additional model
diversity derived from the distinct supervision information by training two networks
with opposite transfer directions. In this manner, the accumulated error would be

further attenuated during the training stage.

Algorithm design. Inspired by the above motivation, we propose a universal
paradigm called ”GearNet” that can be employed to various backbone methods (i.e.,
existing WSDA methods). Before the introduction, we need to clarify at first that
we omit the technical details of those backbone methods to simplify the introduction
of GearNet, and assume that we build GearNet on the top of a basic backbone
model that is composed of a feed-forward neural network. With this basic model,
we can introduce GearNet in a more convenient way. After the introduction, we

will further introduce how to employ GearNet to different backbone methods.
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Algorithm 1: GearNet’s Learning Strategy

input :Source dataset with noisy labels S , target dataset with pseudo labels
T, max steps M, max epochs N, learning rate 7, the pretrained basic
model fy and its dual model fé

output: fy and f(;

for t =0 to M do

Shuffle: S and T;

Initialize: fé; // Start the backward step
for =0 to N do

Fetch: {«f, J; }™ from T, {x5}™ from S;
Calculate: guper = th 0, f(at, 0));
Forward: pj = f(:vl,ﬁ), = f(a5,0);
Calculate: £gyige by (3.7) using p; and ps;
Obtain: lyopa; by (3. 3)

Update: 6=0— nAEtoml,

end

Initialize: fy ; // Start the forward step
for : =0 to N do

Fetch: {z%,95}™ from S, {z!}™, from T;
Calculate: loyper = —— Z 093, f(23,0));
Forward: p} = f(x! | 0) = f(a!,0);
Calculate: yyiqe by (3.6) usmg p} and pb;
Obtain: lipa by (3.3);

Update: 6 =0 — nAlpia;

end

Update: {g:}, by fo;

end

Our GearNet compromises two basic models: fy and fé. Our model learning strategy
includes three parts: the pretrained process aiming to annotate the target domain
data by fg , the forward step aiming to transfer knowledge from the source domain
to the target domain by fy, and the backward step aiming to transfer knowledge
from the target domain to the source domain by f(;. The forward step and the

backward step are iteratively conducted until the whole training process ends.

In the pretrained process, we train fy on the source domain data with noisy labels
D, (i.e., Eq. (3.1)), and then use the model to generate the hard pseudo labels for
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the target domain instances (i.e., Eq. (3.2)).

1 ms
6 = argmin— > " U(g7, f(x3,0)), (3.1)

0 ms i=1

g = argmax f.(z,0),Vi = 1,2, ..., n, (3.2)

c

where ¢ denotes the ¢’th label, and f. is the network output for the ¢’th label.

Then the forward step and the backward step can be conducted in an opposite
manner. In detail, both the forward and the backward step train their models with
two losses: a conventional supervised learning loss (i.e., {gyper OI gsuper) on one
domain and a mimicry loss that aligns predictions of the two models (i.e., {yyige Or

Cguide) on the other domain. So their overall losses could be expressed as follows:

gtotal - Esuper + nguide; gtotal = gsuper + ﬂgguidea (33)

where [ is the trade-off hyperparameter, and its value is set as 0.1 in general.
Besides, liota1 is for training fy during the forward step, while gtotal is for training

fé during the backward step.

The supervised learning loss of the forward step is based on the noisy source domain:

gsuper

s =1

while that of the backward step is based on the pseudo-labeled target domain:

Faper = — 5" 0031, F (a1, 0)). (3.5)

my “—~i=1

Although the model can perform well on the domain with supervision information
due to the optimization of the supervised learning loss, there would be a significant
accuracy drop on the test data from the other domain because of domain shifts. To
generalize the model for better performance on the other domain, we introduce a
consistency regularization, the symmetric Kullback-Leibler (KL) divergence loss
(i.e., Lyuide OT @guide), which can enforce the model to mimic the predictions of its
dual model for every sample from the other domain. So for the forward step, the

loss is based on the target domain:

lovide = Dx1, (pt1||p§) + Dy, (p§||pt1) ; (3.6)
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For the backward step, the loss is calculated by the data from the source domain:

lovide = Dx1 (P1]|P3) + Dk (p5lp7) - (3.7)

Dy1, denotes the Kullback-Leibler (KL) divergence that measures the probability
difference [101]:

Dxu (pllg) = Zp(wi)log%, (3.8)

where p and ¢ denote the probability to be measured for the probability difference,

and n is the number of samples.

In the forward step, the consistency regularization is obtained by inputting p!
and ph into Eq. (3.8), where p! and p! denotes class label distributions which
are outputs from fy and fg, respectively. In the backward step, the consistency
regularization is calculated by inputting p] and pj, where p] and p; denote the
class label distributions which are outputs from fy and fg, respectively. Every factor
in those probability metrics is computed by the softmax function based on the
corresponding logits. For example, the probability of class ¢ for the sample x from

fo (i.e., pi(xF)) is calculated as:

pl(wz) = C N
> d—iexp(f)

(3.9)

where z{ denotes the logit of class ¢ from fy for z7.

Optimisation Of GearNet. After the pretrained process to provide pseudo
labels to the target domain, the whole algorithm is run as Algorithm 1 and Figure
3.1. We first conduct the backward step by computing the total loss (e as Eq.
(3.3) for training fé, where the second loss gguide is between fé and the pre-trained
fo on the source domain. Then we can continue to update the parameters of fy in
the forward step by the total loss {1 also as Eq. (3.3), where the mimicry loss
Cguide 1s between the initialized fy and fé trained during the backward step on the
target domain, after which we update the pseudo labels of the target domain by
the trained fy. We repeat the forward and the backward steps until this algorithm
stops. It is worthy to note that the training model should be initialized before its

training process to avoid overfitting to the noisy samples.
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Tasks | A-Ww A—D W — A W =D D— A D—W Average
Standard 46.61+0.32 51.46+0.53 44214012 7313+026 4343+0.32 65.63+041  54.06+0.33
Co-teaching 49.87+142 55.00+£0.89 42.18+0.71 75634085 44.85+1.01 64.06+£2.01 5598+ 1.15
JoCoR 50.53+1.67 5542+233 47.194+1.71 7479+1.28 4450+1.01 61.72+0.98  55.69 4 1.50
DAN 5439 +211 54.79+£1.32 36.65+2.62 67084179 3509+158 60944206 51324191
DANN 50.91+1.88  54.17+087 4457+074 7479+1.08 4535+141 67.58+048 5623+ 1.08
TCL 56.46+0.67 63.13+1.14 45314031 76.87+0.85 44.78+0.60 71.22+0.58  59.63 +0.69
GearNetooeaching 53.12+£1.88  58.12+1.11 44494057 76.87+1.94 49.28+1.37 69.14+181  56.75+1.44
GearNetpany | 60.68 & 0.26  63.54+1.03 47194096 76.88+1.68 47.90 +0.66 7239+0.79  61.43+0.90
GearNetror, 58.84+0.57 65.63 + 0.93 48.37 £ 1.04 78.54 + 0.75 47.80+0.58 73.44 + 0.56 62.10 + 0.74

TABLE 3.1: Target accuracy (%) on Office-31 datasets with Unif-20% noise. Bold
numbers are superior results

Realizations of GearNet. In this subsection, we incorporate three backbone
methods with GearNet as examples. They are Co-teaching [34] that belongs to the
approach to improve model robustness against label noise, DANN [63] that belongs
to the domain adaptation approach and TCL [19] that belongs to the WSDA
approach, respectively. All the three algorithms are representative approaches,

which could spotlight the universal capability of GearNet.

First of all, we also need to initialize two models fy and fg with the backbone
algorithm. Although these backbone methods have different learning strategies,
we generally express their loss functions as follows to highlight the structure of
GearNet:

Coone = Epps (g o) ity (L(2°, 4%, 255 fo), (3.10)

Chone = By e i) ooy (L 01 2% 1)), (3.11)
where flp,,. denotes the loss of the backbone method for training fy, while Chone
denotes the same meaning for training f(;. Besides, p*(x) and p'(x) denote the

distribution from the source domain, and the target domain, respectively.

The two losses above take the place of {4y, and gsuper in Eq. (3.3) when we chose
those backbone methods. They represent different meanings under various backbone
algorithms. For the Co-teaching backbone method, they reduce the impact of noise
by cross-updating two peer networks. As for DANN, they decrease the domain
discrepancy using a domain discriminator in an adversarial manner. For TCL, they
address both the label noise problem and the domain shift problem by selecting
noiseless and transferable samples from the source domain to train the DANN-shape

model.
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To obtain £gyiq. and gguide, the training model should align its predictions with
corresponding class posteriors of its dual model. Note that only classification
predictions need to be aligned. Besides, for multi-classifier models, like Co-teaching,
these losses should be computed for every classifier with the dual model, so that all
of them can have the professional guidance on the domain that they are not good

at.

Relation to CycleGAN. CyCADA [21] and Bi-Directional Generation domain
adaptation model (BGD) [102] also propose the idea that transfers knowledge from
the target domain to the source domain, which are inspired by CycleGAN [103].
They transfer the instances of the target domain to that of the source domain by
a feature generator, which aim is to obtain a feature space that is close to the
source domain. However, there are fundamental differences between them and
GearNet. (i) CyCADA and BGD obtain a feature generator that can convert the
target-style feature to the source-style feature, but GearNet trains a model that
leverages the target domain to predict labels of the source domain. (ii) The reason
why CyCADA and BGD transfer the feature style is to predict the labels of the
target domain using the classifier trained by the source domain. But GearNet
aims to exploit information from the target domain which could enhance both the
domain adaptation process and the noise reduction process for the source domain.
(iii) CyCADA and BGD address the issue of unsupervised domain adaptation, but

GearNet handles the issue of weakly-supervised domain adaptation.

Relation to multi-task learning. In the problem of multi-task learning, there
is also an idea that a noisy task can reduce its noise under the assistance of another
noisy task [104]. However, the crucial difference between multi-task learning and
GearNet is that multi-task learning aims at good performance for all the tasks,
but GearNet only needs to achieve good performance for the target domain. In
addition, the above idea for multi-task learning proposes that more noisy tasks can
reduce the impact of noise and get better performance by up weighting less noisy
tasks, but GearNet proposes that both the target domain and the source domain

contain useful knowledge for each other.
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FIGURE 3.2: Universal capability of GearNet on D — W with Unif-20%
noise for (a) and (b) and W — D with Unif-20% noise for (c) and (d)
under different backbone methods. (a) and (c) present the trend of target
accuracy across training steps. (b) and (d) present the best target accuracy
across training steps.

3.4 Experiments

3.4.1 Experimental setup

We compare GearNet! with 6 state-of-the-art baselines, implement all methods by
PyTorch, and conduct all the experiments on NVIDIA Tesla V100 GPU. Their details
are as follows: Standard [105], which is a neural network classifier constructed by
the pre-trained ResNet-50. Note that ResNet-50 is also used as the feature extractor
of the following benchmarks for comparability. DANN [63], which is constructed by
a feature extractor, a classification layer and a domain discriminator. The feature
extractor generates a feature space that can confuse the domain discriminator,
so that it can decrease the domain discrepancy. DAN [106], which proposes
MK-MMD as the domain discrepancy measure to reduce the difference between
the two domains. Co-teaching [34], which trains and cross-updates two peer
networks simultaneously to combat label noise. JoCoR. [107], which trains two
neural networks simultaneously and calculates a joint loss with Co-regularization
to merge their outputs between the two neural networks in order to improve the
model robustness against label noise. TCL [19], which selects transferable and
noiseless samples from the source domain to train a model with the same structure
as DANN to handle the WSDA issue. RDA [100], which proposes an offline
curriculum learning to select clean samples from the source domain and a proxy
margin discrepancy to eliminate the negative impact of label noise. Butterfly [20],
which picks clean samples from both of the two domains to train two Co-teaching

models simultaneously.

!The code is published on https://github.com/Renchunzi-Xie/GearNet.git


https://github.com/Renchunzi-Xie/GearNet.git
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Tasks A—-W A—D W— A W —D D— A D—->W Average
Standard 34.37£0.78  36.45+0.43 29.26+£0.52 54.79+0.72 30.79+0.95 4831+£0.69  40.00 £0.68
Co-teaching 36.20 £2.45 41.04+1.42 31.11+£1.64 53.13+191 23.08+1.63 38.93+2.63 37.25+1.95
JoCoR 37.11+£1.27 42.29 £2.24 28.98 £1.78 47.50 £ 1.89 23.40 £2.09 36.85 £ 2.74 36.02 £ 2.00
DAN 34.24+£1.73 35.83 £2.42 23.97 £2.89 47.71 £1.99 24.96 £ 2.07 41.02 £ 1.79 34.62 £2.15
DANN 36.20 + 1.62 40.20 £1.27 30.22 £1.53 54.38 £1.59 32.71 £2.06 49.74 £1.82 40.57 £1.65
TCL 42.06 £ 1.86 46.04 £+ 2.68 29.55 £ 0.96 54.38 £1.74 30.43 £1.83 49.09 £ 2.62 41.95£1.95
GearNetco teaching 39-32 £ 1.07 43.33 £0.97 33.94 + 1.07 56.04 £1.31 25.74 £1.58 38.41 £1.30 39.46 £1.21
GearNetpann 43.48 £1.45 48.54 +1.72 30.45+£1.37 58.54 + 1.86 35.51 + 0.83 54.17 + 1.06 45.12 + 1.38
GearNetrcr 46.61 + 0.89 47.50+1.28 30.39 £ 2.01 55.83 £1.92 28.91 +£1.47 52.47+£1.39 43.62 +1.49

TABLE 3.2: Target accuracy (%) on Office-31 datasets with Unif-40% noise. Bold
numbers are superior results.

Tasks A—-W A—D W — A W — D D— A D—-WwW Average
Standard 46.61 £ 0.92 46.67 £ 1.83 41.41£0.94 69.17 £1.03 40.23 £1.06 64.19 £0.74 51.38 £1.08
Co-teaching 48.31 £2.01 50.21 £1.37 42.19 £1.87 69.17 £ 2.40 39.20 £1.82 58.59 £ 2.72 51.28 £2.03
JoCoR 49.74£0.98  51.46 £1.52 41.94+£183 67.92£207 37.71£1.68 5586+£0.93 50.77£1.50
DAN 56.64 £ 1.73 53.54 £ 2.04 40.20 £ 2.13 70.21 £ 1.57 35.80 £ 1.78 64.84 £1.84 53.54 £1.85
DANN 4766 £1.46  50.63+1.76 39.17+£0.63 69.58 £1.05 41.55+£0.77 6549+£0.86 52.35+1.09
TCL 55.99+£1.79 61.04+£1.53 42.37+2.51 72.924+0.62 4229+1.33 70.96+2.52  57.60+1.72
GearNetco-teaching 91.95 £1.33 5437+ 1.13  44.49+£1.80 71.87+0.93 41.79+£1.71 61.45+£0.97 54.32+1.31
GearNetpann 59.51 £ 1.58 61.254+0.63 41.444+1.96 72.08+1.05 44.89+1.58 69.27+1.62 58.07+1.40
GearNetrcr, 58.85+0.96 62.71 + 0.73 44.28 £+ 1.53 75.00 £ 1.67 45.03 £ 0.85 75.00 £ 1.09 60.15 + 1.14

TABLE 3.3: Target accuracy (%) on Office-31 datasets with Flip-20% noise. The
best results are highlighted in bold.

We simulate experiments based on Office-31 [108] and Office-Home [109]. The
first dataset is a classical dataset for domain adaptation, which contains 4,652 images
with 31 classes. Three various domains are contained in the dataset: Amazon (A),
Webcam (W) and DSLR (D). They represent that images are collected from
amazon.com, web camera and digital SLR camera, respectively. The second dataset
consists of 4 domains: Artistic (Ar), Clip Art (Cl), Product (Pr) and Real-World
(Rw) containing 15,500 images with 65 classes. They represent different image
styles that are artistic depictions, clipart images, images without background and
pictures captured by cameras, respectively. We manually inject two types of noisy
labels for the source domain: uniform noise [110] and asymmetry flipping noise [93],

and their details are in the supplemental document.

For comparability, all the experiments use Stochastic gradient descent optimizer
with an initial learning rate of 0.003 and a momentum of 0.9. The batch size is set
as 32 and the total number of epochs is 200. For GearNet, the total number of
steps is set as 10. To measure the performance, we evaluate the target accuracy
by all the samples from the target domain, i.e., target accuracy = (# of correct

target predictions)/(# of target domain data). All the experiments are repeated 5
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times with different seeds, and we report the average accuracy and their standard

deviation on tables.

3.4.2 Numerical results

Results on Office-31. Table 3.1, Table 3.2, Table 3.3 and Table 3.4 report the
target-domain accuracy in 6 digit tasks that are combined in pairs by the three

domains from Office-31 under different types and levels of noise.

Table 3.1 and Table 3.3 represent two simpler cases, since their noise rate is 20%.
The two tables illustrate that our method is able to improve existing backbone
methods significantly when the noise rate is low. Table 3.2 and Table 3.4 represent
two harder cases with 40% noise rate. The two tables show that GearNet can
enhance the performance of original algorithms on most tasks when the noise rate is
high. GearNet obtains comparable results on the tasks of D — A and W — A. The
reason is that Webcam and DSLR are two small datasets compared with Amazon, so
that it is ineffective to transfer knowledge from Webcam or DSLR to Amazon under
40% noise rate. When we explore pseudo supervision information from Amazon
based on the pseudo labels provided by the two small datasets, it is more likely to
explore negative information and transfer it back to Amazon. However, when the
noise rate becomes 20%, all the tasks can be improved by GearNet, since all of the
source domains are capable to provide adequate transferable information to their

target domains and vise versa.

Tasks ‘ A—-W A—=D wW—A W —D D— A D—-WwW Average
Standard 35.93+1.09 37504114 30.39+1.21 53.96+1.04 29.83+181 46.88+1.35 39.08+1.27
Co-teaching 35.944+197 37924248 28.13+2.09 49.17+1.35 26.03+1.71 37.76+1.95 35.82+1.93
JoCoR 36.07 £1.85 37.29 £1.27 27.73 £1.88 48.12 £+ 2.08 26.35 £ 1.11 38.28 £ 1.60 35.64 £1.63
DAN 43.49 £1.17 41.46 £ 2.14 30.61 £1.43 53.54£2.01 28.94 £ 2.36 50.39 £ 2.35 41.41£1.91
DANN 36.98 +£1.84 40.42 £1.89 30.26 £ 2.04 53.33 £ 2.58 30.36 £ 1.52 44.66 £1.92 39.96 £ 1.96
TCL 44.79 £ 0.98 43.75 £ 1.57 30.82 £1.37 54.17 £ 1.90 29.97 £ 1.86 45.96 £ 1.37 41.58 £1.51
GearNetco-teaching 40.36 £20.85  38.75+£1.14  30.39+£0.58 51.04+1.17 27.374+0.64 40.234+1.36 38.02+0.96
GearNetpann 42.45+£1.33 42.08 £1.54 31.21 + 1.73 54.38 + 1.48 31.35 £ 0.79 45.96 +1.63 41.24 +1.42
GearNetrcr 48.69 £+ 1.02 46.25 £ 1.46 30.64 + 1.58 53.96 £ 1.24 31.00 £0.89 47.79 + 1.24 43.06 + 1.24

TABLE 3.4: Target accuracy (%) on Office-31 datasets with Flip-40% noise. Bold
numbers are superior results.

To show the universal capability of GearNet on backbone methods from different
fields, we draw Fig. 3.2. The left figure illustrates the trend of target accuracy
of GearNet across training steps under the three backbone methods. The step 0
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Tasks ‘ Standard ~ Co-teaching JoCoR DAN DANN TCL ‘ GearNetco-teaching GearNetpann — GearNetrcr,
Ar — CI 24.51£1.82  26.49+1.40 26.60+1.93 23.12+£0.90 26.414+1.51 26.48+0.93 27.82+0.42 27.30+1.07 28.01+0.75
Ar — Pr 42.41£1.59  45.15+£1.79  45.084+2.02 33.94+0.95 41.13+1.20 42.75+1.06 52.15+0.73 47.01+1.05 46.58+0.93
Ar — Rw 48.75£1.89  51.51£1.67 51.56+2.28 50.33+£1.10 49.60+1.66 49.63+1.12 54.71+0.70 51.12+1.15 52.33+1.50
CI — Ar 27.58+£1.60 27.70£1.17 27.91+1.76 26.11£0.65 34.08+1.67 36.22+0.96 31.20+0.77 36.34+0.82 37.37+1.47
CI — Pr 34.60£1.09  35.394+1.63  34.98+1.48 31.61+£1.18 38.22+2.21 41.89+1.30 42.77+0.75 43.09+0.98 43.22+0.91
CI - Rw | 37.59£1.45 26.08+1.07 37.20£1.43 34.28+1.40 42.414+1.63 45.35+1.48 43.01£0.84 44.78+0.56 ~ 46.48+0.86
Pr — Ar 29.334+0.83  32.12+1.31  32.08%£1.34 25.12+0.57 34.624+1.71 35.15+1.40 33.9241.22 36.75+0.83  37.58+1.27
Pr—CI 23.18+1.68  23.92+0.60 24.11+1.59 23.47+1.78 24.00+£1.70 25.79+0.69 23.72+1.13 24.11+1.10  28.46+1.42
Pr— Rw | 46.07+£1.91 48.32+1.07 48.80+1.39 40.92+1.00 49.65+1.56 52.68+1.55 50.2240.69 50.89+1.05  54.84+1.11
Rw — Ar | 41.37+£1.58 43.20+1.35 44.03+£1.84 35.48+1.09 43.66+2.14 44.98+0.84 44.374+0.91 44.61+0.56  46.54+1.49
Rw— CI | 26.76+1.89 28.12+1.36 28.55+1.59 27.14+0.73 28.30+£1.10 29.03+1.92 28.54+1.12 28.80+1.03  31.06+1.38
Rw — Pr | 51.76+1.71  53.94+1.58 53.87+1.29 46.15+1.46 51.88+1.79 54.84+1.06 55.194+1.27 53.98+1.27  57.24+1.16
Average ‘ 36.16£1.59  36.83+1.34  37.90+1.65 33.14£1.05 38.66+1.20 40.40+1.19 ‘ 40.64+0.87 40.73+0.96 42.48+1.19

TABLE 3.5: Target accuracy (%) on Office-Home datasets with Unif-20% noise.
The best results are highlighted in bold.

refers to the pretrained process, the even number step (i.e., step 2, 4, ...) refers the
forward step from the source domain to the target domain, and the odd number step
(i.e., step 1, 3, 5, ...) means the backward step from the target domain to the source
domain. Specifically, the value of the first point denotes the target accuracy of the
original backbone model. The right figure illustrates the performance improvement
before and after we incorporate GearNet with the three methods. From the figures,
we can observe that GearNet can continuously enhance the performance of the
backbone methods. The figures on D — W with Unif-40% noise, Flip-20% noise

and Flip-40% noise are in the supplemental document. To illustrate the universal

| GearNetco-teaching | GearNetpann | GearNetrcr

Tasks | w/o w/ | w/o w/ | w/o w/
D — W Unif-20% ‘ 67.58 69.14 ‘ 70.18 72.39 ‘ 71.74 73.44
D — W Unif-40% ‘ 36.58 38.41 ‘ 49.09 54.17 ‘ 49.47 52.47
Ar — Cl  Unif-20% ‘ 27.39 27.82 ‘ 26.53 27.30 ‘ 26.41 28.01
Ar — Cl  Unif-40% ‘ 18.65 18.75 ‘ 17.56 17.58 ‘ 16.30 17.93

TABLE 3.6: Results of ablation study on various tasks with Uniform noise. The
best results are highlighted in bold.

capability of GearNet on different WSDA methods, we incorporate three WSDA
methods with GearNet including TCL [19], Butterfly [20] and RDA [100] based on
the Office-31 benchmark dataset (source: Webcam; target: DSLR). Their results
are shown in Fig. ??7. The two figures illustrate that GearNet can also significantly

improve the prediction accuracy on the target domain for various WSDA methods.

Results on Office-Home. Table 3.5 report the average target accuracy on 12
tasks that are combined in pairs by the 4 domains from Office-Home when the

uniform noise rate is 20%. This table shows that GearNet can significantly improve
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the performance compared with original models. Especially, in the case of Ar — Pr,
the target accuracy is from 42% to 52% when the backbone method is Co-teaching,

which is a significant improvement.

3.5 Chapter Summary

In this chapter, we propose a universal paradigm called GearNet that enhances
many existing robust training methods to address the issue of weakly-supervised
domain adaptation. To the best of our knowledge, our method is the first to explore
the benefit of utilizing pseudo supervision knowledge from the target domain in
improving the robustness against noisy labels from the source domain. We show
that exploring bilateral relationships would further improve the generalization
performance when the labels from the source domain are noisy. Extensive exper-
iments show that GearNet is easy to be integrated into existing algorithms and
these methods equipped with GearNet can significantly outperform their original
performance. Overall, our method is an effective and complementary approach for

boosting robustness against noisy labels in the setting of domain adaptation.






Chapter 4

On the Importance of Feature
Separability in Predicting
Out-Of-Distribution Error

4.1 Introduction

Machine learning techniques deployed in the open world often struggle with dis-
tribution shifts, where the test data are not drawn from the training distribution.
Such issues can substantially degrade the test accuracy, and the generalization
performance of a trained model may vary significantly on different shifted datasets
[4, 68]. This gives rise to the importance of estimating out-of-distribution (OOD)
errors for Al Safety [28]. However, it is prohibitively expensive or unrealistic to
collect large-scale labeled examples for each shifted testing distribution encountered
in the wild. Subsequently, predicting OOD error becomes a challenging task without

access to ground-truth labels.

In the literature, a popular direction in predicting OOD error is to utilize the model
output on the shifted dataset [25-27], which heavily relies on the model calibration.
Yet, machine learning models generally suffer from the overconfidence issue even
for OOD inputs [111], leading to suboptimal performance in estimating OOD
performance. Many prior works turned to measuring the distribution difference
between training and OOD test set, due to the conventional wisdom that a higher

distribution shift normally leads to lower OOD accuracy. AutoEval [28] applies
31



32 4.1. Introduction

Fréchet Distance to calculate the distribution distance for model evaluation under
distribution shift. A recent work [7] introduces Projection Norm (ProjNorm) metric
to measure the distribution discrepancy in network parameters. However, we find
that the connection between distribution distance and generalization performance
does not always hold, making these surrogate methods to be questionable. This
motivates our method, which directly estimates OOD accuracy based on the feature

properties of test instances.

In this work, we show that feature separability is strongly associated with test
accuracy, even in the presence of distribution shifts. Theoretically, we demonstrate
that the upper bound of Bayes error is negatively correlated with inter-class feature
distances. To quantify the feature separability, we introduce a simple dataset-level
statistic, Dispersion Score, which gauges the inter-class divergence from feature
representations, i.e., outputs of feature extractor. Our method is motivated by the
desirable properties of embeddings in representation learning [112]. To achieve high
accuracy, we generally desire embeddings where different classes are relatively far
apart (i.e., high inter-class dispersion), and samples in each class form a compact
cluster (i.e., high intra-class compactness). Surprisingly, our analysis shows that
intra-class compactness does not reflect the generalization performance, while

inter-class dispersion is strongly correlated with the model accuracy on OOD data.

Extensive experiments demonstrate the superiority of Dispersion Score over existing
methods for estimating OOD error. First, our method dramatically outperforms
existing training-free methods in evaluating model performance on OOD data.
For example, our method leads to an increase of the R? from 0.847 to 0.970 on
TinyImageNet-C [8] — a 14.5% of relative improvement. Compared to the recent
ProjNorm method [7], our method not only achieves superior performance by a
meaningful margin, but also maintains huge advantages in computational efficiency
and sample efficiency. For example, using CIFAR-10C dataset as OOD data,
Dispersion Score achieves an R? of 0.972, outperforming that of ProjNorm (i.e.,

0.947), while our approach only takes around 3% of the time consumed by ProjNorm.

Overall, using Dispersion Score achieves strong performance in OOD error estimation
with high computational efficiency. Our method can be easily adopted in practice.
It is straightforward to implement with deep learning models and does not require
access to training data. Thus our method is compatible with modern settings where

models are trained on billions of images.
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We summarize our main contribution as follows:

1. We find that the correlation between distribution distance and generalization
performance does not always hold, downgrading the reliability of existing

distance-based methods.

2. Our study provides empirical evidence supporting a significant association
between feature separability and test accuracy. Furthermore, we theoretically
show that increasing the feature distance will result in a decrease in the upper

bound of Bayes error.

3. We propose a simple dataset-level score that gauges the inter-class dispersion
from feature representations, i.e., outputs of feature extractor. Our method
does not rely on the information of training data and exhibits stronger
flexibility in OOD test data.

4. We conduct extensive evaluations to show the superiority of the Dispersion
Score in both prediction performance and computational efficiency. Our
analysis shows that Dispersion Score is more robust to various data conditions
in OOD data, such as limited sample size, class imbalance and partial label
set. Besides, we show that intra-class compactness does not reflect the

generalization performance under distribution shifts (SubSection 4.4.4).

4.2 Problem Setup and Motivation

4.2.1 Preliminaries: OOD performance estimation

Setup In this work, we consider multi-class classification task with K classes.
We denote the input space as X and the label space as Y = {1,...,K}. We
assume there is a training dataset D = {x;, 3}, where the N data points are
sampled 7.7.d. from the distribution pg. During training, we learn a neural network
f: X — RX with trainable parameters 8 € R? on D.

In particular, the neural network f can be viewed as a combination of a feature
extractor fg and a classifier f,, where g and w denote the parameters of the

corresponding parts, respectively. The feature extractor fg is a function that maps
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instances to features fg : X — Z, where Z denotes the feature space. We denote
by z; the learned feature of instance x;: z; = f,(x;). The classifier f, is a function
from the feature space Z to R*, which outputs the final predictions. A trained

model can be obtained by minimizing the following expected risk:

Re(f) = Exyray [£(f(x:6), )]
- E(x,y)NPXy [E (fw(fg(x))v y)]

Problem statement At test time, we generally expect that the test data are
drawn from the same distribution as the training dataset. However, distribution
shifts usually happen in reality and even simple shifts can lead to large drops in
performance, which makes it unreliable in safety-critical applications. Thus, our
goal is to estimate how a trained model might perform on the shifted data without
labels, i.e., unlabeled out-of-distribution (OOD) data.

Assume that Diesr = {X;}7; be the OOD test dataset and {g;}™, be the corre-
sponding unobserved labels. For a certain test instance X;, we obtain the predicted
labels of a trained model by 7, = arg max f(X;). Then the ground-truth test error
on OOD data can be formally defined as:

m

Brr(Die) = - 103 # 50, (4.1)

=1

To estimate the real OOD error, the key challenge is to formulate a score S(Dyest)
that is strongly correlated with the test error across diverse distribution shifts
without utilization of corresponding test labels. With such scores, a simple linear
regression model can be learned to estimate the test error on shifted datasets,

following the commonly used scheme [7, 28].

While those output-based approaches suffer from the overconfidence issue [24, 25],
other methods primarily rely on the distribution distance between training data D
and test data Dy [28, 64], with the intuition that the distribution gap impacts
classification accuracy. In the following, we motivate our method by analyzing the

failure of those methods based on feature-level distribution distance.
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4.2.2 The failure of distribution distance

In the literature, distribution discrepancy has been considered as a key metric to
predict the generalization performance of the model on unseen datasets [7, 28, 64,
113, 114]. AutoEval [28] estimates model performance by quantifying the domain

gap in the feature space:

S(D, Dtest) == d(D7 Dtest)>

where d(-) denotes the distance function, such as Fréchet Distance [2] or maximum
mean discrepancy (MMD) [3].

ProjNorm measures the distribution gap with the Euclidean distance in the param-

eter space:

S(D7Dtest) - HO - 0~||27

where 6 and 0 denote the parameters fine-tuned on training data D and OOD data

Diest, TeSpectively.

The underlying assumption is inherited from the conventional wisdom in domain
adaptation, where a representation function that minimizes domain difference leads
to higher accuracy in the target domain [64, 115, 116]. Yet, the relationship between
distribution distance and test accuracy remains controversial. For example, the
distribution shift may not change the model prediction if the classifier’s outputs
are insensitive to changes in the shifted features. There naturally arises a question:
given a fixed model, does a larger distribution distance always lead to a lower test

accuracy?

To verify the correlation between distribution distance and model performance,
we compare the model performance on different OOD test sets of CIFAR-10C,
using the ResNet-50 model trained on CIFAR-10. For each OOD test set, we
calculate the distribution distances in the feature space Z via Fréchet distance [2]
and MMD [3], respectively. Figure 4.1 presents the classification accuracy versus
the distribution distance. The results show that, on different test datasets with
similar distances to the train data in the feature space. the performance of the

trained model varies significantly with both the two distance metrics. For example,
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FIGURE 4.1: Distribution Gap Vs. OOD accuracy on CIFAR10-C via (a) Fréchet
distance [2] and (b) MMD [3]. All colors indicate 14 types of corruption. The
test accuracy varies significantly on shifted datasets with the same distribution
distances.

calculated by Fréchet distance, the distribution gap varies only a small margin from
223.36 to 224.04, but the true accuracy experiences a large drop from 61.06% to
46.99%. Similar to MMD distance, when the distribution gap changes from 87.63 to
88.35, the OOD accuracy drops from 66.53% to 47.73%. The high variability in the
model performance reveals that, the distribution difference is not a reliable

surrogate for generalization performance under distribution shifts.

4.3 Proposed Method

In this section, we first introduce the intuition of our method with a natural example.
Next, we characterize and provide quantitative measure on the desirable properties
of feature representations for predicting OOD error. We then present the advantages

of our proposed method.

4.3.1 Motivation

In representation learning, it is desirable to learn a separable feature space, where
different classes are far away from each other and samples in each class form a
compact cluster. Therefore, separability is viewed as an important characteristic to
measure the feature quality. For example, one may train a nearest neighbor classifier
over the learned representation using labeled data and regard its performance as

the indicator. In this chapter, we investigate how to utilize the characteristic of



Chapter 4. On the Importance of Feature Separability in Predicting
Out-Of-Distribution Error 37

separability for estimating the model performance under distribution shifts, without

access to ground-truth labels.

Intuitive example In Figure 4.2, we present a t-SNE visualization of the
representation for training and test data. In particular, we compare the separability
of the learned representation on shifted datasets with various severity. While the
feature representation of training data exhibits well-separated clusters, those of
the shifted datasets are more difficult to differentiate and the cluster gaps are well
correlated with the corruption severity, as well as the ground-truth accuracy. It
implies that, a model with high classification accuracy is usually along with a
well-separated feature distribution, and vice versa. With the intuition, we proceed
by theoretically showing how the feature separability affects the classification

performance.

Theoretical explanation Recall that we obtain the model prediction by y; =
arg max f,(z;), where the intermediate feature z; = f,(x;). Let P(y = i) denote
the prior class probability of class i, and p(x|y = i) denote the class likelihood, i.e.,
the conditional probability density of x given that it belongs to class ¢. Then the

Bayes error [117-120] can be expressed as:

k
e :1—2/ Ply=i)p(x|y=i)dx,
i=1 7 Ci

where C; is the region where class ¢ has the highest posterior. The Bayes error
rate provides a lower bound on the error rate that can be achieved by any pattern
classifier acting on derived features. However, the Bayes error is not so readily
obtainable as class priors and class-conditional likelihoods are normally unknown.
Therefore, many studies have focused on deriving meaningful upper bounds for the
Bayes error [118, 119].

For a binary classification problem where k = 2, we have

g < 2Py=1P{y=2)
bayes > )
1+ P(y=1)P(y=2)A

(4.2)

where A denotes the distance between features from the two classes [118, 121], such

as Mahalanobis distance [122] or Bhattacharyya distance [123]. Based on the Bayes
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CIFAR-10 ID dataset Severity: 1 | Accuracy: 93.96 Severity: 3 | Accuracy: 87.83 Severity: 5 | Accuracy: 48.77

FI1cURE 4.2: t-SNE visualization of feature representation on training and OOD
test datasets (CIFAR-10C) with contrast corruption under different severity levels.
The first left figure shows feature representation of the training dataset, while
the rest of three figures illustrate those of the OOD datasets. From this figure,
we observe that different clusters tends to be more separated as the corruption
severity level gets smaller.

error for 2-class problems, the upper bound can be extended to the multi-class

setting (k > 2) by the following equation [124].

k
1 11—«
Bl o < mi 1-P(y=1d)ELL 4.
bayes _aIEI%%)I,ll} (k_2a2< (y Z)) bayes;1+k_2a>7 ( 3)

=1

where « is an optimization parameter. With Equations 4.2 and 4.3, we obtain an
upper bound of Bayes error, which is negatively correlated with the inter-class feature
distances. Specifically, increasing the feature distance will result in a decrease in the
upper bound of Bayes error. In this manner, we provide a mathematical intuition
for the phenomenon shown in Figure 4.2. However, Computing the upper bound
of Bayes error directly, as indicated above, is challenging due to its computational
complexity. To circumvent this issue, we propose a straightforward metric as a

substitute, which does not require access to label information.

4.3.2 Dispersion score

In our previous analysis, we show a strong correlation between the test accuracy and
feature separability under different distribution shifts. To quantify the separability
in the feature space Z, we introduce Dispersion score that measures the inter-class

margin without annotation information.

First, we allocate OOD instances {x}", into different clusters j based on the

model predictions, i.e., their pseudo labels from the trained classifier f,: j =g/ =

arg max f,(z;).
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With these clusters, we compute the Dispersion score by the average distances
between each cluster centroid fi; = m% Sz - 1{§, = j} and the center of all
features 1 = % > zi, weighted by the sample size of each cluster m;. Formally,

the Dispersion score is defined as:

where k — 1 is the degree of freedom and ¢ denotes the distance function. With the
weight m;, the induced score receives a stronger influence from those larger clusters,
i.e., the majority classes. This enables our method to be more robust to the long-
tailed issue, which naturally arises in the unlabeled OOD data. In subsection 4.4.3,
we explicitly show the advantage of our method in the class-imbalanced case and

analyze the importance of the weight in Appendix 4.4.5.

In particular, we use square FEuclidean distances to calculate the distance in the

feature space Z. So it converts to:

k .
Zj:l mj - || — i3

S(Dtest) - log E_1

(4.4)

Following the common practice [71], we adopt a log transform on the final score,

which corresponds to multiplicative combination of class statistics.

We summarize our approach in Appendix B.2. Notably, the Dispersion score derived

from the feature separability offers several compelling advantages:

1. Training data free. The calculation procedure of our proposed score does
not rely on the information of training data. Thus, our method is compatible

with modern settings where models are trained on billions of images.

2. Easy-to-use. The computation of the Dispersion score only does forward
propagation for each test instance once and does not require extra hyperparam-
eter, training a new model, or updating the model parameters. Therefore, our
method is easy to implement in real-world tasks and computational efficient,
as demonstrated in Tables 6.3 and 4.3.

3. Strong flexibility in OOD data. Previous state-of-the-art methods, like
ProjNorm [7], usually requires a large amount of OOD data for predicting

the prediction performance. Besides, the class distribution of unlabeled OOD
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datasets might be severely imbalanced, which makes it challenging to estimate
the desired test accuracy on balanced data. In Subsection 4.4.3, we will show
the Dispersion score derived from the feature separability exhibits stronger
flexibility and generality in sample size, class distribution, and partial label
set (see Subsection 4.4.3 and Appendix 4.5.3).

4.4 Experiments

In this subsection, we first compare the proposed score to existing training-free
methods. Then, we provide an extensive comparison between our method and
recent state-of-the-art method — ProjNorm. We then show the flexibility of our
method under different settings of OOD test data. Additionally, we present an
analysis of using ground-truth labels and K-means in Appendixes 4.5.1 and 4.4.6.
Finally, we discuss the limitation of the proposed score for adversarial setting in
Appendix 4.5.4.

4.4.1 Experimental setup

Train datasets. During training, we train models on the CIFAR-10, CIFAR-100
[125] and TinyImageNet [126] datasets. Specifically, the train data of CIFAR-10
and CIFAR-100 contain 50,000 training images, which are allocated to 10 and 100
classes, respectively. The TinylmageNet dataset contains 100,000 64 x 64 training

images, with 200 classes.

Out-of-distribution (OOD) datasets. To evaluate the effectiveness of the
proposed method on predicting OOD error at test time, we use CIFAR-10C and
CIFAR-100C [8], which span 19 types of corruption with 5 severity levels. For
the testing of TinylmageNet, we use TinylmageNet-C [8] that spans 15 types of
corruption with 5 severity levels as OOD dataset. All the datasets with certain
corruption and severity contain 10,000 images, which are evenly distributed in the

classes.

Evaluation metrics. To measure the linear relationship between OOD error and
designed scores, we use coefficients of determination (R?) and Spearman correlation

coefficients (p) as the evaluation metrics. For the comparison of computational
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TABLE 4.1: Performance comparison of training free approaches on CIFAR-10,
CIFAR-100 and TinyImageNet, where R? refers to coefficients of determination,
and p refers to Spearman correlation coefficients (higher is better). The best
results are highlighted in bold.

Rotation  ConfScore Entropy  AgreeScore ATC Fréchet Ours
R p R? P R? p R p R? p R R? p

Dataset Network

ResNet18 0.822 0.951 0.869 0.985 0.899 0.987 0.663 0.929 0.884 0.985 0.950 0.971 0.968 0.990
ResNetd0 0.835 0.961 0.935 0.993 0.945 0.994 0.835 0.985 0.946 0.994 0.858 0.964 0.987 0.990
WRN-50-2 0.862 0.976 0.943 0.994 0.942 0.994 0.856 0.986 0.947 0.994 0.814 0.973 0.962 0.988
Average 0.840 0.963 0.916 0.991 0.930 0.992 0.785 0.967 0.926 0.991 0.874 0.970 0.972 0.990

CIFAR 10

ResNet18 0.860 0.936 0.916 0.985 0.891 0.979 0.902 0.973 0.938 0.986 0.888 0.968 0.952 0.988
ResNet50 0.908 0.962 0.919 0.984 0.884 0.977 0.922 0.982 0.921 0.984 0.837 0.972 0.951 0.985
WRN-50-2 0.924 0.970 0.971 0.984 0.968 0.981 0.955 0.977 0.978 0.993 0.865 0.987 0.980 0.991
Average 0.898 0.956 0.936 0.987 0.915 0.983 0.927 0.982 0.946 0.988 0.864 0.976 0.962 0.988

CIFAR 100

ResNet18 0.786 0.946 0.670 0.869 0.592 0.842 0.561 0.853 0.751 0.945 0.826 0.970 0.966 0.986

TinyImageNet ResNetd0 0.786 0.947 0.670 0.869 0.651 0.892 0.560 0.853 0.751 0.945 0.826 0.971 0.977 0.986
WRNt-50-2 0.878 0.967 0.757 0.951 0.704 0.935 0.654 0.904 0.635 0.897 0.884 0.984 0.968 0.986

Average  0.805 0.959 0.727 0.920 0.650 0.890 0.599 0.878 0.693 0.921 0.847 0.976 0.970 0.987

efficiency, we calculate the average evaluation time (7") for each test set with certain

corruption and severity.

Training details. During the training process, we train ResNet18, ResNet50 [105]
and WRN-50-2 [127] on CIFAR-10, CIFAR-100 [125] and TinylmageNet [126] with
20, 50 and 50 epochs, respectively. We use SGD with the learning rate of 1073,
cosine learning rate decay [128], a momentum of 0.9 and a batch size of 128 to train
the model.

The compared methods. We consider 7 existing methods as benchmarks for
predicting OOD error: Rotation Prediction (Rotation) [23], Averaged Confidence
(ConfScore) [24], Entropy [25], Agreement Score (AgreeScore) [26], Averaged Thresh-
old Confidence (ATC) [27], AutoEval (Fréchet) [28], and ProjNorm [7]. Rotation
and AgreeScore predict OOD error from the view of unsupervised loss constructed
by generating rotating instances and measuring output agreement of two indepen-
dent models, respectively. ConfScore, Entropy, and ATC formulate scores by model
predictions. ProjNorm measures the parameter-level difference between the models
fine-tuned on train and OOD test data respectively, while Fréchet quantifies the
distribution difference in the feature space between the training and test datasets.

We present the related works in Appendix A.2.
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FIGURE 4.3: OOD error prediction versus True OOD error on CIFAR-10 with
ResNet50. We compare the performance of Dispersion Score with that of Pro-
jNorm and Fréchet via scatter plots. Each point represents one dataset under
certain corruption and certain severity, where different shapes represent different
types of corruption, and darker color represents the higher severity level.

4.4.2 Results

Can Dispersion score outperform existing training-free approaches? In
Table 6.1, we present the performance of OOD error estimation on three model
architectures and three datasets. We find that Dispersion Score dramatically
outperforms existing training-free methods. For example, averaged across three
architectures on TinyImageNet, our method leads to an increase of the R? from
0.847 to 0.970 — a 14.5% of relative improvement. In addition, Dispersion Score
achieves consistently high performance over the three datasets with a R? higher than
0.950, while scores of other approaches such as Rotation varying from 0.787 to 0.924
are not stable. We observe a similar phenomenon on p, where the Entropy method
achieves performance that is ranging from 0.842 to 0.994, while the performance of

our method fluctuates around 0.988.

Dispersion score is superior to ProjNorm. In Table 6.3, we compare our
method to the recent state-of-the-art method — ProjNrom [7] in both prediction
performance and computational efficiency. The results illustrate that Dispersion
Score could improve the prediction performance over ProjNorm with a meaningful
margin. For example, with trained models on CIFAR-10 dataset, using Dispersion
score achieves a R? of 0.953, much higher than the average performance of ProjNorm
as 0.873. On CIFAR-100, our method also achieves comparable (slightly better)
performance with ProjNorm (0.961 vs. 0.948). Besides, Dispersion score obtains
huge advantages to ProjNorm in computational efficiency. Using WRN-50-2, Pro-
jNorm takes an average of 575 seconds for estimating the performance of each OOD

test dataset, while our method only requires 11 seconds. Since the computation of
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TABLE 4.2: Performance comparison between ProjNorm [7] and our Dispersion
score on CIFAR-10, CIFAR-100 and TinyImageNet, where R? refers to coefficients
of determination, p refers to Spearman correlation coefficients (higher is better),
and T refers to average evaluation time (lower is better). The best results are
highlighted in bold.

ProjNorm Ours
R? P T R P T

ResNet18 0.936 0.982 179.616 0.968 0.990 10.980
ResNet50 0.944 0.989 266.099 0.987 0.990 11.259

Dataset Network

CIFAR 10 WRN-50-2 0961  0.989 575888  0.962 0988  11.017
Average —0.047 0987 326201 0.972 0.990  11.085

ResNetlS  0.979 0980 180453 0952  0.988  6.997

CIEAR 100 ResNets0  0.988  0.991  262.831 0953  0.085  11.138
WRN-50-2  0.990  0.991  605.616 0980  0.991  12.353

Average 0985 0087 31963 0962 0.988 10.163

ResNetlS  0.970 0981 182127 0966  0.986  7.039

. ResNet50  0.979 0987  264.651 0977  0.990  13.938

TinyImageNet

WRN-50-2 0.965 0.983 590.597 0.968 0.986 11.235
Average 0.972 0.984 345.792 0.970 0.987 10.737

Dispersion score does not needs to update model parameters or utilize the training
data, our method enables to predict OOD error with large-scale models trained on

billions of images.

To further analyze the advantage of our method, we present in Figure 6.3 the scatter
plots for Fréchet, ProjNorm and Dispersion Score on CIFAR-10C with ResNet50.
From the figure, we find that Dispersion Score estimates OOD errors linearly w.r.t.
true OOD errors in all cases. In contrast, we observe that those methods based
on distribution difference tends to fail when the classification error is high. This
phenomenon clearly demonstrates the reliable and superior performance of the

Dispersion score in predicting generalization performance under distribution shifts.

4.4.3 Flexibility in OOD data

In previous analysis, we show that Dispersion score can outperform existing methods
on standard benchmarks, where the OOD test datasets contain sufficient instances
and have a balanced class distribution. In reality, the unlabeled OOD data are
naturally imperfect, which may limit the performance of predicting OOD error. In
this part, we verify the effectiveness of our method with long-tailed data and small

data, compared to ProjNorm [7].



44 4.4. Experiments

50 100 200 400 : 50 100 200 400
The number of samples The number of samples

(A) ResNet18 (B) ResNet-50

FIGURE 4.4: Prediction performance R? vs. sample size of OOD data (subsets
of CIFAR-10C) with (a) ResNet18 and (b) ResNet50.

TABLE 4.3: Summary of prediction performance on Imbalanced CIFAR-10C
and CIFAR-100C [8], where R? refers to coefficients of determination, p refers
to Spearman correlation coefficients (higher is better), and T refers to average
evaluation time (lower is better). The best results are highlighted in bold. More
results can be found in Appendix 4.5.2.

ProjNorm Ours
R? P T R ) T

ResNet18 0.799 0.968 204.900 0.959 0.982 2.076
ResNetb0 0.897 0.980 430.406 0.968 0.982 3.295

Dataset Network

CIFARI0 wRN502 0922 0978 561611  0.932  0.978  2.970
Average 0.873 0.973 398.972 0.953 0.980 2.780
ResNet18 0.886 0.968 210.05 0.941 0.982 1.864
CIFAR 100 ResNet50 0.980 0.988 433.860 0.956 0.982 2.974
WRN-50-2 0.978 0.982 768.883 0.986 0.994 3.242
Average 0.948 0.980 470.931 0.961 0.986 2.693

Class imbalance. = We first evaluate the prediction performance under class

imbalanced setting. In particular, given a trained model, we aim to estimate its
balanced accuracy under distribution shift while we only have access to a long-tailed
test data, where a few classes (majority classes) occupy most of the data and

most classes (minority classes) are under-represented. We conduct experiments on

CIFAR-10C and CIFAR-100C with imbalance rate 100.

Our results in Table 4.3 show that Dispersion Score achieves better performance
than ProjNorm [7] under class imbalance. For example, our approach achieves an
average R? of 0.953 on CIFAR-10C with 2.780 seconds, while ProjNorm obtains
an R? of 0.873 and takes 398.972 seconds. In addition, the performance of our
method is more stable across different model architectures and datasets with the
R? ranging from 0.932 to 0.986 than ProjNorm (0.799 - 0.980). Overall, Dispersion
score maintains reliable and superior performance even when the OOD test set are

class imbalanced.

Sampling efficiency. During deployment, it can be challenging to collect instances
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under a specific distribution shift. However, existing state-of-the-art methods [7]
normally require a sufficiently large test dataset to achieve meaningful results
in predicting OOD error. Here, we further validate the sampling efficiency of

Dispersion score, compared with ProjNorm.

Figure 4.4 presents the performance comparison between Dispersion Score and
ProjNorm on subsets of CIFAR10C with various sample sizes. The results show
that our method can achieve excellent performance even when only 50 examples are
available in the OOD data. In contrast, the performance of ProjNorm decreases
sharply with the decrease in sample size. The phenomenon shows that Dispersion

score is more efficient in exploiting the information of OOD instances.

4.4.4 Intra-class compactness vs. inter-class dispersion

In Section 4.3, we empirically show that feature

separability is naturally tied with the final accuracy — » * @
) ¢
and propose an effective score based on inter-class ¢ _ )r:
, v x ®
dispersion. However, the connection between intra- ¢ *
o o) Xy &
class compactness and generalization performance § | 24
"
is still a mystery. In this analysis, we show that | * +2. &
. o1 09 *i
compactness is not a good indicator of OOD ac- = ¥ Qe 3 ,
&
curacy. Specifically, we define the compactness S
score: FiGUure 4.5: Com-
k m; 2 pactness vs. test er-
S(Diest) = — log Zj:l > iz |1z — [y ror on CIFAR-10C with
“ n—k ResNet50.

where [i; denotes the centroid of the cluster j that the instance z; belongs to.
Therefore, the compactness score can measure the clusterability of the learned
features, i.e., the average distance between each instance and its cluster centroid.
Intuitively, a high compactness score may correspond to a well-separated feature
distribution, which leads to high test accuracy. Surprisingly, in Figure 4.5, we find
that the compactness score is largely irrelevant to the final OOD error, showing
that it is not an effective indicator for predicting generalization performance under
distribution shifts.
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4.4.5 The importance of the weight

As introduced in Section 4.3, Dispersion Score can be viewed as a weighted arithmetic
mean of the distance from centers of each class to the center of the whole samples
in the feature space, where the weight is the total number of samples in the
corresponding class. To verify the importance of the weight in long-tailed setting,

we consider a variant that removes the weight:

k
1 o
S(Drest) = E—1 E SO(MMUJ')'
Jj=0

The results are shown in Table 4.4, where we compare performances of Dispersion
score and the variant without weight respectively under imbalanced CIFAR-10C
and CIFAR-100C with ResNet10 and ResNet50. From this table, we could observe

that the weight enhance the robustness significantly in long-tail conditions.

TABLE 4.4: Summary of prediction performance on Imbalanced CIFAR-10C
and CIFAR-100C. The best results are highlighted in bold.

w/o Weights w/ Weights

Dataset Network
R? p R? p

ResNet18 0.675 0.930 0.959 0.982
ResNet50 0.748 0.948 0.968 0.982

CIFAR 10
Average 0.712 0.939 0.978 0.990
ResNet18 0.595 0.838 0.941 0.982
CIFAR 100 ResNet50 0.395 0.733 0.956 0.982

Average 0.494 0.785 0.952 0.986

4.4.6 K-means vs. pseudo labels.

While our Dispersion score derived from pseudo

labels has demonstrated strong promise, a ques-
tion arises: can a similar effect be achieved by
alternative clustering methods? In this abla-

tion, we show that labels obtained by K-means

[129, 130] does not achieve comparable perfor- CFARIOC  CEARIONT TinyimageNetC

Datasets

mance with pseudo labels obtained from the FiGURE 4.6:  Compare

trained classifier. In particular, we allocate in- with K-means.

stances into clusters by using K-means instead of pseudo labels from the classifier.
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We present the performance comparison of our method and the variant of K-means
in Figure 4.6. The results show that our Dispersion score performs better than the
K-means variant and the gap is enlarged with more classes. On the other hand, the
variant of K-means does not require a classifier, i.e., the linear layer in the trained
model, which enables to evaluate the OOD performance of representation learning

methods, e.g., self-supervised learning.

4.5 Discussion

4.5.1 Sensitivity analysis: pseudo labels

Here, we conduct a sensitivity analysis by using ground-truth labels in our method.
Table 4.5 illustrates that the performance with pseudo labels is comparable with
the performance using ground-truth labels. This phenomenon is consistent with
the previous method - ProjNorm [7], shown in Table 8 of their paper. The reason
behind this could be that the trained model is capable of identifying certain semantic
information from most corrupted examples, thereby retaining their representations
in a cluster. Thus, the separability of feature clusters can serve as an indicator
of the final prediction performance for corruption perturbations. Additionally, we
provide a failure case of feature clusters separability for adversarial perturbations

in Appendix 4.5.4.

4.5.2 More results on class-imbalance settings
This section provides elaborated outcomes of training-free benchmarks under the

setting of class imbalance, serving as a complement to the results presented in Table
4.3.

4.5.3 Partial OOD error prediction

In previous experiments, a common assumption is that the test set contains instances

from all classes. To further explore the flexibility of our method on OOD test set,
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TABLE 4.5: Comparison of Dispersion Score with pseudo labels and true labels
on CIFAR10, CIFAR100 and TinyImageNet. The best results are highlighted in

bold.
Dataset Network Pseudo labels True labels
R? p R? p
ResNet18 0.968 0.990 0.979 0.989
N . . . 991
CIFAR 10 ResNet50 0.987 0.990 0.985 0.99
WRN-50-2 0.961 0.988 0.945 0.987
Average 0.972 0.990 0.970 0.989
ResNet18 0.952 0.988 0.915 0.989
\ = = |4
CIFAR 100 ResNet50 0.953 0.985 0.959 0.989
WRN-50-2 0.980 0.991 0.978 0.995
Average 0.962 0.988 0.950 0.991
ResNet18 0.966 0.986 0.937 0.985
) ResNet50 0.977 0.990 0.954 0.995
TinylmageNet
WRN-50-2 0.968 0.986 0.977 0.994
Average 0.970 0.987 0.956 0.991

TABLE 4.6: Summary of prediction performance on Imbalanced CIFAR-10C
and CIFAR-100C for training-free benchmarks, where R? refers to coefficients of
determination, and p refers to Spearman correlation coefficients (higher is better)

Rotation

Dataset Network

ConfScore

Entropy  AgreeScore

ATC

Fréchet

R? p

R? p R? p R?

p R

P

RZ

p

ResNet18 0.767 0.922
ResNetb0 0.787 0.946
WRN-50-2 0.829 0.968

CIFAR 10

0.823 0.965 0.841 0.969 0.669
0.870 0.975 0.887 0.977 0.765
0.915 0.986 0.913 0.986 0.823

0.922 0.830
0.953 0.883
0.972 0.922

0.966
0.975
0.986

0.966
0.916
0.866

0.983
0.975
0.977

Average 0.794 0.945

0.869 0.976 0.880 0.977 0.752

0.949 0.878

0.976

0.916

0.979

ResNet18 0.769 0.944
CIFAR 100 ResNet50 0.847 0.964
WRN-50-2 0.930 0.981

0.872 0.988 0.840 0.985 0.858
0.875 0.986 0.826 0.978 0.832
0.976 0.993 0.980 0.993 0.944

0.979 0.905
0.973 0.880
0.981 0.981

0.988
0.986
0.994

0.905
0.855
0.889

0.972
0.979
0.988

Average 0.849 0.963

0.908 0.989 0.882 0.985 0.878

0.978 0.922

0.989

0.883

0.980

we introduce a new setting called partial OOD error prediction, where the label

space for the test set is a subset of the label space for the training data.

Here, we train ResNet18 and ResNet50 on both CIFAR-10 and CIFAR-100 with
10 and 100 categories, respectively. Different from previous settings, we evaluate
the prediction performance on CIFAR-10C and CIFAR-100C with the first 50% of

categories. The numerical results are shown in Tabel 4.7.

From the results, we could observe that our method is more robust than existing

methods in the setting of partial OOD error prediction. For example, ProjNorm

suffers from the incomplete test dataset during the self-training process, with
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TABLE 4.7: Summary of prediction performance on partial sets of CIFAR-10C
and CIFAR-100C, where R? refers to coefficients of determination, and p refers
to Spearman correlation coefficients (higher is better). The best results are
highlighted in bold.

Rotation  ConfScore  Entropy  AgreeScore ATC Frechet  ProjNorm Ours

Dataset ~ Network - - - - - - - -
atase etwor 2 p 2 p 72 p o p oo p o B 2 p e )

ResNet18 0.578 0.896 0.795 0.982 0.826 0.984 0.615 0.931 0.802 0.981 0.842 0.941 0.770 0.968 0.935 0.985
ResNet50 0.719 0.939 0.885 0.993 0.892 0.993 0.787 0.976 0.887 0.993 0.757 0.953 0.856 0.967 0.950 0.992
Average 0.649 0.918 0.841 0.987 0.859 0.989 0.701 0.954 0.845 0.987 0.800 0.947 0.813 0.968 0.942 0.988

CIFAR 10

ResNet18 0.876 0.946 0.922 0.985 0.902 0.980 0.904 0.971 0.943 0.986 0.894 0.972 0.770 0.968 0.935 0.985
ResNet50 0.923 0.967 0.917 0.980 0.890 0.975 0.915 0.976 0.932 0.983 0.837 0.978 0.856 0.967 0.950 0.992
Average 0.899 0.956 0.920 0.983 0.896 0.978 0.909 0.973 0.938 0.984 0.866 0.975 0.813 0.968 0.942 0.989

CIFAR 100

a dramatic drop from around 0.950 to around 0.810 for R? of CIFAR-10C and
CIFAR-100C on average. Contrastively, our method still achieves high accuracy in

predicting OOD errors, maintaining an average R? value of 0.950.

4.5.4 Adversarial vs. corruption robustness.

In the previous analysis, we show the superior performance of dispersion score
on predicting the accuracy of OOD test sets with different corruptions. Here, we
surprisingly find that feature dispersion can effectively demonstrate the difference

between adversarial and corruption robustness.

TABLE 4.8: Prediction performance measured by MSE against adversarial attack
of different methods. The linear regression model is estimated on CIFAR-10C,
and is used to predict the adversarial examples with perturbation size € varying
from 0.25 to 8.0. “True Dispersion” refers to the dispersion score with feature
normalization using ground-truth labels. The best results are highlighted in
bold.

ConfScore Entropy ATC ProjNorm Dispersion True Dispersion

CIFAR-10 0.933 0.892  0.906 0.847 1.359 0.483

Table 4.8 shows the prediction performance of different methods under adversarial
attacks. “True Dispersion” refers to the dispersion score with feature normalization
using ground-truth labels. In particular, we generate adversarial samples attacked
by projected gradient descent (PGD) using untargeted attack [131] on the test set
of CIFAR-10 with 10 steps and perturbation size € ranging from 0.25 to 8.0. While
the vanilla Dispersion score leads to poor performance, we note that the variant

of Dispersion score with ground-truth labels performs much better than previous
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methods. This phenomenon is different from the conclusion of the sensitivity
analysis of pseudo labels in predicting corruption robustness (See Appendix 4.5.1),

where the variant of true labels cannot outperform our method.

To understand the reasons behind the performance disparity of feature dispersion
between adversarial and corruption robustness, we present the t-SNE visualization
of features for adversarial attack of CIFAR-10 test set with various perturbation
sizes in Figure 4.7. Compared to Figure 6.3, the results indicate that adversarial
perturbations increase the distance between different clusters, whereas corruption
perturbations decrease the separability of the clusters. In other words, adversarial
perturbations decrease the test accuracy in a different way: assigning instances to
the wrong groups and enlarging the distance among those groups. Therefore, feature
dispersion using pseudo labels cannot be an effective method in the adversarial
setting. We hope this insight can inspire specific designed methods based on feature

dispersion for predicting adversarial errors in the future.

&
W

(A) e=0.0 | (B) €=2.0 | (c) e=8.0 | (D) e=8.0 |
pseudo pseudo pseudo true

FIGURE 4.7: t-SNE visualization of feature representation on adversarial attack
of CIFAR-10 test set with perturbation size € ranging from 0.25 to 8.0.

4.6 Chapter Summary

In this chapter, we introduce Dispersion score, a simple yet effective indicator
for predicting the generalization performance on OOD data without labels. We
show that Dispersion score is strongly correlated to the OOD error and achieves
consistently better performance than previous methods under various distribution
shifts. Even when the OOD datasets are class imbalanced or have limit number of
instances, our method maintains a high prediction performance, which demonstrates
the strong flexibility of dispersion score. This method can be easily adopted in
practical settings. It is straightforward to implement with trained models with

various architectures, and does not require access to the training data. Thus, our



Chapter 4. On the Importance of Feature Separability in Predicting
Out-Of-Distribution Error 51

method is compatible with large-scale models that are trained on billions of images.
We hope that our insights inspire future research to further explore the feature

separability for predicting OOD error.






Chapter 5

Leveraging (Gradients for
Unsupervised Accuracy

Estimation under Distribution
Shift

5.1 Introduction

Deploying machine learning models in the real world is often subject to a distribution
shift between training and test data. Such a shift may significantly degrade the
model’s performance at test time [4, 68, 132] and lead to high risks related to Al
satefy [28]. To alleviate this problem, a common practice is to monitor the model
performance regularly by collecting the ground truth of a subset of the current test
dataset [76]. However, this is usually time-consuming and expensive, highlighting
the need for unsupervised methods to assess the test performance of models under

distribution shift, commonly known as unsupervised accuracy estimation.

Limitations of current approaches.  Current studies mainly focus on outputs
or feature representation to derive a test error estimation score. Such a score can
represent the calibrated test error or the distribution discrepancy between training
and test datasets [7, 24, 25, 27, 28, 76]. For instance, Hendrycks and Gimpel [24]

considered the average maximum softmax score of the test samples as the estimated

23
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error. Similarly, Garg et al. [27] proposed to learn a confidence threshold from the
training distribution. Deng and Zheng [28] quantified the distribution difference
between training and test datasets in the feature space, while Yu et al. [7] gauges
the distribution gap at the parameter level. Although insightful, the current body
of literature overlooks a potential tool for test accuracy estimation, namely the
gradients that are known to correlate strongly with the generalization error of the

deep neural networks [133, 134].

Why do gradients matter? Recently, increasing attention has been paid to the
intrinsic properties of gradients to design learning algorithms for meta-learning [135],
domain generalization [136, 137] or to improve optimization of DNNs [138, 139] by
relying on them. In domain shift scenarios, Mansilla et al. [137] proposed to clip
the conflicting gradients and introduced a strategy to promote gradient agreement
across multiple domains. Meanwhile, Zhao et al. [139] designed a gradient-based
regularization term to make the optimizer find flat minima. In the field of OOD
detection, Huang et al. [1] introduced a gradient-based function to detect out-of-
distribution (OOD) samples (relation to our method is compared in Appendix B.6).
Although the works mentioned above showed the potential of gradients to tackle the
learning problems both in OOD and in-distribution (ID) settings, it is still unclear
how unsupervised gradient-based scores can correlate with the test accuracy and

be used to estimate it. This motivates us to ask:

Are gradients predictive of test accuracy under distribution shift?

In this chapter, we shed new light on this open question: we surprisingly observe
that there exists a strong linear relationship between gradient norm and test
accuracy under distribution shift. Moreover, our theoretical analysis shows that
the gradient norm conveys information on the generalization capacity of a well-
calibrated model. In a nutshell, this work provides direct evidence that gradient-
based information correlates with generalization performance, which paves the way

to a better understanding of how neural networks generalize across unseen domains.

Our contributions. = We hypothesize that the model requires a gradient step of

large magnitude when it fails to generalize well on test data from unseen domains.
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To quantify the magnitude of gradients, we propose a simple yet efficient gradient-
based statistic, GDSCORE, which employs the norm of the gradients backpropagated
from a standard cross-entropy loss on the test samples. To avoid the need for ground-
truth labels, we propose a pseudo-labeling strategy that benefits from both correct
and incorrect predictions. We demonstrate that the norm of this one-step gradient
of the classification layer strongly correlates with the generalization performance
under diverse distribution shifts, acting as a strong and lightweight proxy for the

latter. The main contributions of this chapter are summarized as follows:

1. We first provide several theoretical insights showing that correct pseudo-
labeling and gradient norm have a direct impact on the test error estimation.
This is achieved by looking at the analytical expression of the gradient after
one backpropagation step over the pre-trained model on test data under

distribution shift and by upper-bounding the target out-of-distribution risk.

2. Based on these theoretical insights, we propose the GDSCORE, which gauges
the magnitude of the classification-layer gradients and presents a strong
correlation with test accuracy. Our method does not require access to either
test labels or training datasets and only needs one step of backpropagation
which makes it particularly lightweight in terms of computational efficiency

compared to other self-training methods.

3. We demonstrate the superiority of GDSCORE with a large-scale empirical
evaluation. We achieve new state-of-the-art results on 11 benchmarks across
diverse distribution shifts compared to 8 competitors, while being faster than

the previous best baseline.

Organization of the chapter. The rest of the chapter is organized as follows.
Section 5.2 presents the necessary background on the problem at hand. In Section 5.3,
we derive the theoretical insights that motivate the GDSCORE introduced afterward.
Section 5.4 is devoted to extensive empirical evaluation of our method, while the

ablation study is deferred to Section 5.5. Finally, Section 5.7 concludes our work.
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5.2 Background

Problem setup. We consider a K-class classification task with the input space
X CRP and the label set Y = {1,..., K}. Our learning model is a neural network
with trainable parameters 8 € RP that maps from the input space to the label
space fg : X — RX. We view the network as a combination of a complex feature
extractor fy and a linear classification layer f,,, where g and w = (wy)j-_; denote
their corresponding parameters. Given a training example x;, the feedforward

process can be expressed as:

Jo(xi) = fu(fe(xi))- (5.1)

Let y = (y*®)& | denote the one-hot encoded vector of label y, i.e., y* = 1 if and
only if y = k, otherwise y*) = 0. Then, given a training dataset D = {x;, y;}7, that
consists of n data points sampled i.i.d. from the source distribution Pg(x,y) defined

over X X Y, fg is trained following the empirical cross-entropy loss minimization:

Lp(fe Zzy(k log 8 (fe(xi)), (5.2)

'lel

where s denotes the output of the softmax for the class k approximating the poste-
rior probability P(Y =k[x), i.c., s&(f4(x)) = exp{w] fs(x)}/ <Z,§ exp{W,Icfg(X)}).

Unsupervised accuracy estimation. = We now assume to have access to m test
samples from the target distribution Diesy = {X;}, ~ Pr(x), where Pr(x,y) #
Ps(x,y). For each test sample X;, we predict the label by ¢ = argmax;y, fo(X;).
We now want to assess the performance of fg on a target distribution without using
corresponding ground-truth labels {g;}/", by estimating as accurately as possible

the following quantity:
1 m
Acc(Dyest) = — 5.3
CC t t m Z ( )

where 1(-) denotes the indicator function. In practice, unsupervised accuracy
estimation methods provide a proxy score S(Dyes) that should exhibit a linear
correlation with Acc(Dyes). The performance of such methods is measured using

the coefficient of determination R, and the Spearman correlation coefficient p.
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5.3 On the strong correlation between gradient

norm and test accuracy

We start by deriving an analytical expression of the gradient obtained when fine-
tuning a source pre-trained model on new test data. We further use the intuition
derived from it to propose our test accuracy estimation score and justify its effec-

tiveness through a more thorough theoretical analysis.

A motivational example. Below, we follow the setup considered by Denevi
et al. [140], Balcan et al. [141], Arnold et al. [142] to develop our intuition behind
the importance of gradient norm in unsupervised accuracy estimation. Our main
departure point for this analysis is to consider fine-tuning: a popular approach to
adapting a pre-trained model to different labeled datasets is to update either all
or just a fraction of its parameters using gradient descent on the new data. To
this end, let us consider the following linear regression example, where the test
data from unseen domains are distributed as X ~N(0,07), (Y|X =x)~N(6;2,1)
parameterized by the optimal regressor ¢, € R, while the data on which the model
was trained is distributed as X ~ N (0,0%), (Y|X =z) ~ N (052, 1) with 6, € R.

Consider the least-square loss over the test distribution:

1

£1(0) = SErp(an(y — @)

When we do not observe the target labels, one possible solution would be to
analyze fine-tuning when using the source generator (Y|X = z) ~ N (0sz,1) for

pseudo-labeling. Then, we obtain that

1

5 VeErr@Ers (v - )’ = Epp@)Epsya[(y — cx)(—2)]
= Epp () Epsyla[c® — 23]
= (C - QS)UEU

= ((C — Qt) + (et - 98»0'?
This derivation, albeit simplistic, suggests that the gradient over the target data

correlates — modulo the variance of x — with (¢ — 6;), capturing how far we are

from the optimal parameters of the target model, and (65 — 6,), that can be seen
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as a measure of dissimilarity between the distributions of the optimal source and
target parameters. Intuitively, both these terms are important for predicting the
test accuracy performance suggesting that the gradient itself can be a good proxy
for the latter.

5.3.1 Proposed approach: GdScore

We now formally introduce our proposed score, termed GDSCORE, to estimate test
accuracy in an unsupervised manner during evaluation. We start by recalling the
backpropagation process of the pre-trained neural network fy from a cross-entropy
loss and then describe how to leverage the gradient norm for the unsupervised

accuracy estimation. The detailed algorithm can be found in Appendix B.2.

Feedforward. Similar to the feedforward in the pre-training process shown in

Eq. 5.1, for any given test individual x;, we have:

f@(ii) = fw(fg(iz‘))‘ (5-4)

As explained above, we do not observe the true labels of test data. We now detail
our strategy for pseudo-labeling that allows us to obtain accurate and balanced
proxies for test data labels based on accurate and potentially inaccurate model

predictions.

Label generation strategy. Unconditionally generating pseudo-labels for test
data under distribution shift exhibits an obvious drawback: we treat all the assigned
pseudo-labels as correct predictions when calculating the loss, ignoring the fact
that some examples are possibly mislabeled. Therefore, we propose the following

confidence-based label-generation policy that outputs for every x; € Dyegt:

_, Jargmax, fo(Xi), maxy sc(f)(fg(fci)) > T

g ~Ull, K], otherwise

(5.5)

where 7 denotes the threshold value, and U[l, k| denotes the discrete uniform
distribution with outcomes {1,..., K}. In a nutshell, we assign the predicted label

to X;, when the prediction confidence is larger than a threshold while using a
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randomly sampled label from the label space otherwise. The detailed empirical
evidence justifying this choice is shown in Section 5.5, and we discuss the choice
of proper threshold 7 in Appendix 5.5.1. From the theoretical point of view,
our approach assumes that the classifier makes mistakes mostly on data with low
prediction confidence, for which we deliberately assign noisy pseudo-labels. Feofanov
et al. [143] used a similar approach to derive an upper bound on the test error and
proved its tightness in the case where the assumption is satisfied. We discuss this

matter in more detail in Appendix 5.6

Backpropagation. To estimate our score, we calculate the gradients w.r.t. the
weights of the classification layer w during the first epoch backpropagated over the
standard cross-entropy loss defined by:

m K
1
Lowfo) = —— > > 5" logsl) (f5(%)). (5.6)
i=1 k=1

where each unlabeled instance X; is pseudo-labeled following Eq. 5.5. Then, the

gradient of the classification layer w is evaluated as follows:

VLo o) == 3232V (5 o 1) (57)

=1

Note that our method requires neither gradients of the whole parameter set of the
pre-trained model nor iterative training. This makes it highly computationally

efficient.

GdScore. Now, we can define GDSCORE using a vector norm of gradients of

the last layer. The score is expressed as follows:

S(Dtest) = va‘cptcst(fe)”p7 (5'8)

where || ||, denotes L,-norm.
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5.3.2 Theoretical analysis

In this section, we provide theoretical insights into our method. We first clarify
the connection between the true target cross-entropy error and the norm of the
gradients. Then, we show that the gradient norm is upper-bounded by a weighted

sum of the norm of the inputs.

Notations.  For the sake of simplicity, we assume the feature extractor fg is
fixed and, by abuse of notation, we use x instead of fg(x). Reusing the notations

introduced in Section 5.2, the true target cross-entropy error writes
Lr(w) = —Epppey Yy logsl (),
k

where w = (w;)f_, € RP*X are the parameters of the linear classification layer f,,.

For the ease of notation, the gradient of L7 w.r.t w is denoted by V.Lr.

The following theorem, whose proof we defer to Appendix B.7.1, makes the connec-

tion between the true risk and the L,-norm of the gradient explicit.

Theorem 5.3.1 (Connection between the true risk and the L,-norm of the gradient).
Let ¢ € RP*K and ¢’ € RP*E be two linear classifiers. For any p, ¢ > 1 such that

% + % = 1, we have that

1L7() = Lr(c)] < max ([VLr(w)],)- <" cll,-

we{c/,c}

The left-hand side here is the difference in terms of the true risks obtained for the
same distribution with two different classifiers. The right-hand side shows how this
difference is controlled by the maximum gradient norm over the two classifiers and

a term capturing how far the two are apart.

In the context of the proposed approach, we want to know the true risk of the
source classifier w, on the test data and its change after one step of gradient descent.
The following corollary applies Theorem 5.3.1 to characterize this exact case. The

proof is deferred to Appendix B.7.2.

Corollary 5.3.2 (Connection after one gradient update). Let ¢ be the classifier

obtained from w; after one gradient descent step, i.e., ¢ = ws — - VL (ws) with
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n > 0. Then, when w € {w;, c}, we have that

L (ws) = Lo(e)| <nmax([|VLr(w)[],) [VLr(ws)]l, -

I

Note that in this case Lr(w;) can be seen as a term providing the true test risk
after pseudo-labeling it with the source classifier. This shows the importance of
pseudo-labeling as it acts as a departure point for obtaining a meaningful estimate
of the right-hand side. When the latter is meaningful, the gradient norm on the
right-hand side controls it together with a magnitude that tells us how far we went

after one step of backpropagation.

In the next theorem, we provide an upper bound on the L,-norm of the gradient as a

weighted sum of the L,-norm of the inputs. The proof is deferred to Appendix B.7.3.

Theorem 5.3.3 (Upper-bounding the norm of the gradient). For any p > 1 and

Vw € RP*K the L,norm of the gradient can be upper-bounded as follows:
IVLr ()], < Eppxgo(w, x,y) - I,
where a(w, x,y)=1—su" (x), with k, such that y*») =1.

Hence, the norm of the gradient is upper-bounded by a weighted combination of the
norm of the inputs, where the weight a(w,x,y) € [0, 1] conveys how well the model
predicts on x. In the case of perfect classification, the upper bound is tight and
equals 0. In practice, as we do not have access to the true risk, the gradients can be
approximated by the proposed GDSCORE that requires to pseudo-label test data
by Eq. 5.5. As we said earlier, this implies that the model has to be well calibrated
(see Appendix 5.6), which is conventional to assume for self-training methods [144]
including the approach of Yu et al. [7]. Then, the network projects test data into
the low confidence regions, and the gradient for these examples will be large as we

need to update w, significantly to fit them.

5.4 Experiments

5.4.1 Experimental setup
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FI1GURE 5.1: Test accuracy prediction versus True test accuracy on Entity-13 with
ResNet18. We compare the performance of GDSCORE with that of Dispersion
Score and ProjNorm via scatter plots. Each point represents one dataset under
certain corruption and certain severity, where different shapes represent different
types of corruption, and darker color represents the higher severity level.
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Entity-30. In particular, to avoid time- of two self-training approaches with

consuming training, we directly utilize ResNet50.

publicly available models pre-trained on Imagenet. For Office-31 and Office-Home,

we train a neural network on every domain.

Test datasets. In our comprehensive evaluation, we consider 11 datasets with 3
types of distribution shifts: synthetic, natural, and novel subpopulation shift. To
verify the effectiveness of our method under the synthetic shift, we use CIFAR-10C,
CIFAR-100C, and ImageNet-C [8] that span 19 types of corruption across 5 severity
levels, as well as TinylmageNet-C [8] with 15 types of corruption and 5 severity
levels. For the natural shift, we use the domains excluded from training from
Office-31, Office-Home, and Camelyon17-WILDS as the OOD datasets. For the
novel subpopulation shift, we consider the BREEDS benchmarks, namely, Living-17,
Nonliving-26, Entity-13, and Entity-30, which are constructed from ImageNet-C.
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TABLE 5.1: Performance comparison on 11 benchmark datasets with ResNet18,
ResNet50, and WRN-50-2, where R? refers to coefficients of determination, and p
refers to the absolute value of Spearman correlation coefficients (higher is better).
The best results are highlighted in bold.

Rotation ConfScore Entropy  AgreeScore ATC Fréchet Dispersion  ProjNorm Ours

R? p R? P R? P R? p R? P R? P R? p R? P R? p
ResNetl8 0.822 0.951 0.869 0.985 0.899 0.987 0.663 0.929 0.884 0.985 0.950 0.971 0.968 0.990 0.936 0.982 0.971 0.994
ResNet50 0.835 0.961 0.935 0.993 0.945 0.994 0.835 0.985 0.946 0.994 0.858 0.964 0.987 0.990 0.944 0.989 0.969 0.993
WRN-50-2 0.862 0.976 0.943 0.994 0.942 0.994 0.856 0.986 0.947 0.994 0.814 0.973 0.962 0.988 0.961 0.989 0.971 0.994
Average  0.840 0.963 0.916 0.991 0.930 0.992 0.785 0.967 0.926 0.991 0.874 0.970 0.972 0.990 0.947 0.987 0.970 0.994

Dataset Network

CIFAR 10

ResNet18 0.860 0.936 0.916 0.985 0.891 0.979 0.902 0.973 0.938 0.986 0.888 0.968 0.952 0.988 0.979 0.980 0.987 0.996
ResNet50 0.908 0.962 0.919 0.984 0.884 0.977 0.922 0.982 0.921 0.984 0.837 0.972 0.951 0.985 0.988 0.991 0.991 0.997
WRN-50-2 0.924 0.970 0.971 0.984 0.968 0.981 0.955 0.977 0.978 0.993 0.865 0.987 0.980 0.991 0.990 0.991 0.995 0.998
Average 0.898 0.956 0.936 0.987 0.915 0.983 0.927 0.982 0.946 0.988 0.864 0.976 0.962 0.988 0.985 0.987 0.991 0.997

CIFAR 100

ResNet18 0.786 0.946 0.670 0.869 0.592 0.842 0.561 0.853 0.751 0.945 0.826 0.970 0.966 0.986 0.970 0.981 0.971 0.994
ResNet50  0.786 0.947 0.670 0.869 0.651 0.892 0.560 0.853 0.751 0.945 0.826 0.971 0.977 0.986 0.979 0.987 0.980 0.995
WRNt-50-2 0.878 0.967 0.757 0.951 0.704 0.935 0.654 0.904 0.635 0.897 0.884 0.984 0.968 0.986 0.965 0.983 0.975 0.996
Average  0.805 0.959 0.727 0.920 0.650 0.890 0.599 0.878 0.693 0.921 0.847 0.976 0.970 0.987 0.972 0.984 0.976 0.995

TinyImageNet

ResNet18 - - 0979 0.991 0.963 0.991 - - 0.974 0983 0.802 0.974 0.940 0.971 0.975 0.993 0.986 0.996
ResNet50 - - 0980 0.994 0.967 0.992 - - 0.970 0.983 0.855 0.974 0.938 0.968 0.986 0.993 0.987 0.996
WRNt-50-2 - - 0983 0.991 0.963 0.991 - - 0.983 0993 0.909 0.988 0.939 0.976 0.978 0.993 0.984 0.998
Average - - 0.981 0.993 0.969 0.992 - - 0.976 0.987 0.855 0.979 0.939 0.972 0.980 0.993 0.986 0.997

ImageNet

ResNet18 0.753 0.942 0.470 0.828 0.322 0.714 0.003 0.085 0.843 0.942 0.143 0.257 0.618 0.714 0.099 0.428 0.675 0.829
ResNet50 0.391 0.828 0.485 0.828 0.354 0.828 0.011 0.463 0.532 0.485 0.034 0.257 0.578 0.714 0.240 0.428 0.604 0.829
WRN-50-2 0.577 0.6 0.524 0.714 0.424 0.714 0.002 0.257 0.405 0.942 0.034 0.142 0.671 0.714 0.147 0.143 0.544 0.829
Average  0.567 0.790 0.493 0.790 0.367 0.276 0.006 0.211 0.593 0.790 0.071 0.047 0.622 0.714 0.162 0.333 0.608 0.829

Office-31

ResNet18 0.822 0.930 0.795 0.909 0.761 0.881 0.054 0.146 0.571 0.615 0.605 0.755 0.453 0.664 0.064 0.202 0.876 0.909
ResNet50 0.851 0.944 0.769 0.895 0.742 0.853 0.026 0.216 0.487 0.734 0.607 0.685 0.383 0.727 0.169 0.475 0.829 0.944
WRN-50-2 0.823 0.958 0.741 0.874 0.696 0.846 0.132 0.405 0.383 0.643 0.589 0.706 0.456 0.713 0.172 0.531 0.809 0.916
Average 0.832 0.944 0.768 0.892 0.733 0.860 0.071 0.256 0.480 0.664 0.601 0.715 0.431 0.702 0.135 0.403 0.837 0.923

Office-Home

ResNet18 0944 1.000 0.980 1.000 0.980 1.000 0.977 1.000 0.981 1.000 0.988 1.000 0.992 1.000 0.612 0.500 0.996 1.000
ResNet50 0931 1.000 0.994 1.000 0.993 1.000 0.998 1.000 0.993 1.000 0.971 1.000 0.012 0.500 0.811 1.000 0.999 1.000
WRN-50-2 0.918 1.000 0.944 1.000 0.945 1.000 0.965 1.000 0.942 1.000 0.994 1.000 0.001 0.500 0.789 0.500 0.997 1.000
Average  0.931 1.000 0.973 1.000 0.980 1.000 0.982 1.000 0.972 1.000 0.984 1.000 0.334 0.667 0.737 0.667 0.998 1.000

Camelyon17-WILDS

ResNet18 0.927 0.961 0.795 0.940 0.794 0.935 0.543 0.919 0.823 0.945 0.950 0.981 0.937 0.968 0.952 0.981 0.969 0.991
ResNet50 0.932 0.976 0.728 0.941 0.698 0.928 0.901 0.964 0.783 0.950 0.903 0.959 0.764 0.892 0.944 0.974 0.960 0.995

Entity-13

Hu WRN-50-2° 0.939 0.983 0.930 0.977 0.919 0.973 0.871 0.935 0.936 0.980 0.906 0.958 0.815 0.905 0.950 0.977 0.968 0.995
Average  0.933 0.973 0.817 0.953 0.804 0.945 772 0.939 0.847 0.958 0.920 0.966 0.948 0.977 0.839 0.922 0.966 0.994
ResNet18 0964 0.979 0.570 0.836 0.553 0.832 0.542 0.935 0.611 0.845 0.849 0.978 0.929 0.968 0.952 0.987 0.970 0.995

Entity-30 ResNet50 0.961 0.980 0.878 0.969 0.838 0.956 0.914 0.975 0.924 0.973 0.835 0.956 0.783 0.914 0.937 0.986 0.957 0.996

WRN-50-2 0.940 0.978 0.897 0.974 0.878 0.970 0.826 0.955 0.936 0.984 0.927 0.973 0.927 0.973 0.959 0.986 0.949 0.994
Average  0.955 0.978 0.781 0.926 0.756 0.919 0.728 0.956 0.823 0.934 0.871 0.969 0.880 0.952 0.949 0.987 0.959 0.995

ResNet18 0.876 0.973 0.913 0.973 0.898 0.970 0.586 0.736 0.940 0.973 0.768 0.950 0.900 0.958 0.923 0.970 0.949 0.983
ResNet50  0.906 0.956 0.880 0.967 0.853 0.961 0.633 0.802 0.938 0.976 0.771 0.926 0.851 0.929 0.903 0.924 0.931 0.975
WRN-50-2° 0.909 0.957 0.928 0.980 0.921 0.977 0.652 0.793 0.966 0.984 0.931 0.967 0.931 0.966 0.915 0.970 0.910 0.976
Average  0.933 0.974 0.907 0.973 0.814 0.969 0.623 0.777 0.948 0.978 0.817 0.949 0.894 0.951 0.913 0.969 0.930 0.978

Living-17

ResNet18 0.906 0.955 0.781 0.925 0.739 0.909 0.543 0.810 0.854 0.939 0.914 0.980 0.958 0.981 0.939 0.978 0.953 0.983
ResNet50 0916 0.970 0.832 0.942 0.776 0.918 0.638 0.837 0.893 0.960 0.848 0.950 0.805 0.907 0.873 0.972 0.945 0.989
WRN-50-2 0.917 0.977 0.932 0.971 0.912 0.959 0.676 0.861 0.945 0.969 0.885 0.942 0.893 0.939 0.924 0.973 0.937 0.985
Average  0.913 0.967 0.849 0.946 0.809 0.929 0.618 0.836 0.897 0.956 0.882 0.957 0.913 0.974 0.886 0.943 0.945 0.985

Nonliving-26

Training details. To show the versatility of our approach across different
architectures, we perform all our experiments on ResNet18, ResNet50 [105] and
WRN-50-2 [127] models. We train them for 20 epochs for CIFAR-10 [125] and 50
epochs for the other datasets. In all cases, we use SGD with a learning rate of 1073,
cosine learning rate decay [128], a momentum of 0.9, and a batch size of 128. For

all experiments, we use p = 0.3 to compute GDSCORE.

Evaluation metrics. = We measure the performance of all competing methods
using the coefficients of determination (R?) and Spearman correlation coefficients

(p) calculated between the baseline scores and the true test error. To compare the
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computational efficiency with two self-training methods, we calculate the average

evaluation time needed for every test dataset.

Baselines. We compare our method GDSCORE with 8 baselines commonly
considered in the unsupervised accuracy estimation literature: Rotation Prediction
(Rotation) [23], Averaged Confidence (ConfScore) [24], Entropy [25], Agreement
Score (AgreeScore) [26], Averaged Threshold Confidence (ATC) [27], AutoFval
(Fréchet) [28], Dispersion Score (Dispersion) [29], and ProjNorm [7]. The first
six methods are training-free and the last method is an instance of self-training

approaches. More details about the baselines can be found in Appendix B.3.

5.4.2 Main takeaways

GdScore correlates with test accuracy stronger than baselines across
diverse distribution shifts. In Table 6.1, we present the OOD error estimation
performance on 11 benchmark datasets across 3 model architectures as measured
by R? and p. We observe that GDSCORE outperforms existing methods under
diverse distribution shifts. Our method achieves an average R? higher than 0.99
on CIFAR-100, while the average R? of the other baselines is always below. In
addition, our method performs stably across different distribution shifts compared
with the other existing algorithms. For example, Rotation performs well under
the natural shift but experiences a dramatic performance drop under the synthetic
shift, ranking from the second best to the eighth. However, our method achieves
consistently high performance, ranking the best on average across the three types

of distribution shifts.

Furthermore, we provide the visualization of estimation performance in Fig. 6.3,
where we present the scatter plots for Dispersion Score, ProjNorm and GDSCORE
on Entity-13 with ResNet18. We can see that GDSCORE and test accuracy have
a strong linear relationship, while the other state-of-the-art methods struggle to
have a linear correlation in cases when the test error is high. This phenomenon
demonstrates the superiority of GDSCORE in unsupervised accuracy estimation.
In the next paragraph, we also demonstrate the computational efficiency of our

approach.
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FIGURE 5.3: Performance comparison (R?) on 7 datasets with ResNet18 between
(a) different label generation strategies and (b) different types of losses across 3
types of distribution shifts. Results confirm that our proposed method performs
better on average across various datasets and types of shifts.

1.0

GdScore is a more efficient self- % %?a
training approach. In the list of > ? .

©

baselines, both our method and Pro- o0

R2

0.4

jNorm [7] belong to self-training meth-

ods [144]. The latter, however, requires 02

costly iterative training on the neural ST EE TS S
. . . S & @ P
network during evaluation to obtain the © o

complete set of fine-tuned parameters
FIGURE 5.4: Robustness compar-

ison for all estimation baselines
in network parameters. Compared with across diverse distribution shifts
with ResNet18.

to calculate the distribution discrepancy

ProjNorm, our method only trains the
model for one epoch and collects the gradients of the linear classification layer to
calculate the gradient norm, which is much more computationally efficient. Fig.
5.2 presents the comparison of computational efficiency between the two methods
on 7 datasets with ResNet50. From this figure, we can see that our method is
up to 80% faster than ProjNorm on average. This difference is striking on the
Office-31 dataset, where our method is not only two orders of magnitude faster

than ProjNorm but also improves the R? score by a factor of 2.

Robustness of our approach.  GDSCORE achieves great performance across all
datasets, architectures, and types of shifts (Table 6.1). To highlight the robustness
of our approach, we compare the distributions of R? in Figure 6.4, including as

additional baseline the very recent Nuclear Norm [5] (more results in Appendix B.5).
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FIGURE 5.5: Sensitivity analysis on the effect of (a) norm types, (b) layer selection
for gradients, and (c) epoch selection. The first and the third experiments are
conducted on CIFAR-10C, CIFAR-100C, and TinyImageNet-C, while the second
experiment includes TinylmageNet-C, Office-31, Office-Home, and WILDS-FMoV
[4]. All experiments are conducted with ResNet18.

We show that GDSCORE is the best and most stable approach on 10 datasets (except
ImageNet).

5.5 Ablation Study

Random pseudo-labels boost the performance under natural shift. In
Fig. 5.3a, we conduct an ablation study to verify the effectiveness of our label
generation strategy by comparing it with ground-truth labels, uniform labels [1],
full random labels, and full pseudo-labeling. From the figure, we observe that while
comparable with the ground truth under the synthetic drift and the subpopulation
shift, the other strategies lead to a drastic drop in performance under the natural
shift. This phenomenon is possibly caused by imprecise gradient calculation based
on incorrect pseudo labels. Our labeling strategy performs better on average
suggesting that random labels for low-confidence samples provide certain robustness

of the score under natural shift.

Cross-entropy loss is robust to different shifts. To demonstrate the impact
of different losses on the test accuracy estimation performance, we compare the
standard cross-entropy loss used in our method with the entropy loss for samples

with low confidence (see definition in Appendix B.4).
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Cross-entropy loss is robust to different shifts. To demonstrate the impact
of different losses on the test accuracy estimation performance, we compare the
standard cross-entropy loss used in our method with the entropy loss for samples
with low confidence (see definition in Appendix B.4). Moreover, we verify the
effectiveness of the label smoothing, a simple yet effective tool for model calibration

and performance improvement [147], by setting the smoothing rate as 0.4.

Fig. 5.3b illustrates this comparison revealing that standard cross-entropy loss is
the most robust choice across different types of distribution shifts. We also note
that the entropy loss enhances the estimation performance under the synthetic
and the novel subpopulation shifts, but struggles under the natural shift. On the
contrary, the label smoothing regularization can increase the performance under the

natural shift but decrease it under the synthetic and the novel subpopulation shifts.

Choosing smaller p for better estimation performance. To illustrate the
effect of the choice of L,-norm on the performance, we conduct a sensitivity analysis
on three datasets with ResNet18 summarized in Figure 5.5a. We can see that there
is an obvious decreasing trend as p becomes larger. Especially, when p is smaller
than 1, the estimation performance can fluctuate within a satisfying range. This is
probably because a smaller p (i.e., 0 < p < 1) makes the L,-norm more suitable
for the high-dimensional space, while the L,-norm with p > 1 is likely to ignore
gradients that are close to 0 [1, 148], so for all experiments, we used p = 0.3. The
remark below, whose proof we defer to Appendix B.7.4, provides some theoretical

insights into the L,-norm of the gradient for 0 < p < 1.

Remark 5.5.1 (Case 0 < p < 1). Let ¢ be the classifier obtained from w; after one
gradient descent step, i.e., ¢ = ws — - VLr(w,) with n > 0. For any p € (0,1), we
have

VL (ws)llp < llellp = llwsl|p|-

Gradients from the last layer can provide sufficient information. In this
part, we aim to understand whether backpropagation through other layers in the
neural network can provide a better test accuracy estimate. For this, we separate
the feature extractor fg into 3 blocks of layers with roughly equal size and calculate
the GRDNORM scores for each of them. Additionally, we also try to gather the

gradients over the whole network. Fig. 5.5b plots the obtained results on 4 datasets,
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suggesting that the last layer provides sufficient information to predict the true test

accuracy in an unsupervised way.

5.5.1 No gains after 1 epoch of backpropagation.

Here, we train the neural network for r epochs, where r € {1,2,5,10, 15,20}, and
store the gradient vectors of the classification layer for each value of r. Fig. 5.5¢
suggests that the gradient norms after 1 step are sufficient to predict the model
performance under distribution shifts. Further training gradually degrades the
performance with the increasing r. The reason behind the phenomenon is that
the gradients in the first epoch contain the most abundant information about the
training dataset, while the neural network fine-tuned on the test dataset for several

epochs is going to forget previous training categories [149].

Choice of proper threshold 7 In our experiments (see Section 5.4), we set
the value of 7 as 0.5 across all datasets and network architectures. This choice
of 7 is due to the intuition that if a label contains a softmax probability below
0.5, it means that this predicted label has over 50% chances of being wrong. It
means that this label has a higher probability of being incorrect than to be correct.
Thus, we tend to regard it as an incorrect prediction. To demonstrate the impact of
threshold 7 on the final performance, we conduct an ablation study on CIFAR-10C
and Office-31 with ResNet18 using varying values of 7. We display in Table 5.2 the
corresponding values of R2. We can observe that the final performance improves
and achieves its best value for 7 is 0.5, before decreasing slightly.
TABLE 5.2: Performance on CIFAR-10 and Office-31 with ResNet18 for varying

value of 7. The metric used in this table is the coefficient of determination RZ.
The best result is highlighted in bold.

Threshold ‘ 0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
CIFAR-10C ‘ 0.963 0.963 0.964 0.965 0971 0.972 0967 0.962 0.963 0.959
Office-31 ‘ 0.495 0.498 0.532 0.674 0.685 0.667 0.545 0.451 0.114 0.131




Chapter 5. Leveraging Gradients for Unsupervised Accuracy Estimation 69

5.6 Discussion: Influence of the Calibration Error

We have mentioned earlier that, in theory, the proposed pseudo-labeling strategy
depends on how well the prediction probabilities are calibrated. In degraded cases,
this can have a negative impact on our approach, e.g., one can imagine a model
that outputs only one-hot probabilities with not a high accuracy. However, this it
is generally not the case. Indeed, in practice, we do not need to have a perfectly
calibrated model as we employ a mixed strategy that assigns pseudo-labels to
high-confidence examples and random labels to low-confidence ones. The recent
success of applying self-training models to different problems [150-152] provides

evidence of the suitability of the label generation strategy we adopted.

When we speak of deep neural networks, which are widely accepted to be poorly
calibrated, Minderer et al. [153] showed that modern SOTA image models tend
to be well-calibrated across distribution shifts. To demonstrate it empirically, in
Table 5.3, we provide the expected calibration error (ECE, [154]) of ResNet18, one
of the considered base models, depending on the difficulty of test data. For this,
we test first on CIFAR-10 (ID), and then on CIFAR-10C corrupted by brightness
across diverse severity from 1 to 5. We can see that ECE is very low for ID data
and remains relatively low across all levels of corruption severity, which shows that
ResNet is quite well-calibrated on CIFAR-10.

TABLE 5.3: Expected Error Calibration (ECE) of ResNet18 on CIFAR-10 (ID)
and CIFAR-10C corrupted by brightness across diverse severity from 1 to 5.

Corruption Severity‘ ID 1 2 3 4 )
ECE \0.0067 0.0223 0.0230 0.0243 0.0255 0.0339

On the other hand, in the case of a more complex distribution shift like Office-31
data set, we can see that the calibration error has been increased noticeably (Table
5.4). It is interesting to analyze this result together with Figure 5.3a of the main
chapter, where we compared the results between the usual pseudo-labeling strategy
and the proposed one. Although our method has room for improvement compared
to the oracle method, it is also significantly better than ”pseudo-labels”, indicating

that the proposed label generation strategy is less sensitive to the calibration error.
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TABLE 5.4: Expected Error Calibration (ECE) of ResNet18 on Office-31 data
set.

Domain | DSLR (ID) Amazon Webcam
ECE | 0.2183 0.2167  0.4408

5.7 Chapter Summary

In this chapter, we showcased the strong linear relationship between the magnitude
of gradients and the model performance under distribution shifts. We proposed
GDSCORE, a simple yet efficient method to estimate the ground-truth test accuracy
error by measuring the gradient magnitude of the last classification layer. Our
method consistently achieves superior performance across various distribution shifts
than previous works. Furthermore, it does not require the detailed architecture of
the feature extractors and training datasets. Those properties guarantee that our
method can be easily deployed in the real world, and meet practical demands, such
as large models and confidential information. We hope that our research sheds new

light on the usefulness of gradient norms for unsupervised accuracy estimation.



Chapter 6

MaNo: Exploiting Matrix Norm
for Unsupervised Accuracy

Estimation Under Distribution
Shifts

6.1 Introduction

The deployment of machine learning models in real-world scenarios is frequently
challenged by distribution shifts between the training and test data. These shifts
can substantially deteriorate the model’s performance during testing [4, 68, 132]
and introduce significant risks related to Al safety [28, 155]. To alleviate this issue,
it is common to monitor model performance by periodically collecting the ground
truth labels for a subset of the current test dataset [76]. However, this approach
is often resource-intensive and time-consuming, which motivates the importance
of estimating the model’s performance on out-of-distribution (OOD) data in an

unsupervised manner, also known as Unsupervised Accuracy Estimation [156].

Due to privacy constraints and computational efficiency, one of the most popular
ways to estimate accuracy without labels is to rely on the model’s outputs, called
logits, as a source of confidence in the model’s predictions [5, 24, 25, 27]. For
instance, ConfScore [24] leverages the average maximum softmax probability as the

test accuracy estimator, while Deng et al. [5] has recently proposed to estimate the

71
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accuracy via the nuclear norm of the softmax probability matrix. These approaches,
however, tend to underperform on the natural shift applications while the intuition

behind the use of logits remains unclear. This motivates us to ask:

Question 1 What explains the correlation between logits and generalization

performance?

In section 6.3, we show that logits are connected to the model’s margins, i.e., the
distances between the learned embeddings and the decision boundaries. Inspired
by the low-density separation (LDS) assumption [157, 158] that optimal decision
boundaries should lie in low-density regions, we propose MANO, an estimation
score that aggregates the margins at a dataset level by taking the L,-norm of
the normalized model’s prediction matrix to evaluate the density around decision
boundaries. Nevertheless, logit-based approaches are known to suffer from overconfi-
dence [111, 159], resulting in high prediction bias, especially under poorly-calibrated

scenarios. This leads us to another critical question:
Question 2 How to alleviate the overconfidence issues of logits-based methods?

In section 6.4, we reveal that this question is connected to the normalization of logits
and show that the widely-used softmax normalization accumulates errors in the
presence of prediction bias, which can lead to overconfidence and significantly de-
grade the performance of existing accuracy estimation methods in poorly-calibrated
scenarios. To mitigate this issue, we propose a novel normalization strategy called
SoftTrun that takes into account the empirical distribution of logits and aims to
find a trade-off between information completeness of ground-truth logits and error

accumulation.

Summary of our contributions. (1) We show that logits are informative of gen-
eralization performance through the lens of the low-density separation assumption
by reflecting the distances to decision boundaries. (2) We identify the failure of
the commonly-used softmax normalization that accumulates errors under poorly
calibrated because of its overconfidence, leading to biased estimation. (3) We pro-
pose MANO, a training-free estimation method that quantifies the global distances
to decision boundaries by taking the L, norm of the logits matrix. MANO relies
on a novel normalization technique that makes a trade-off between information
completeness and error accumulation and is robust to different calibration scenarios.

In addition, we demonstrate its connection to the model’s uncertainty. (4) We
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demonstrate the superiority of MANO compared to 11 competitors with a large-
scale empirical evaluation including 12 benchmarks across diverse distribution shifts.
Results show that MANO consistently improves over the state-of-the-art baselines,

including on the challenging natural shift.

6.2 Problem Statement

Setting. Consider a classification task with input space X C R and label
space Y = {1,...,K}. Let ps and pr be the source and target distributions on
X x Y, respectively, with ps # pr. During pre-training, we train a neural network
f: X — RE on a training set Diain With samples drawn i.i.d. from pg. The model
can be parameterized as f = fw o fg, where fu: X — R? is a feature extractor
and fw: RY — R¥ is a linear classifier with parameters W = (wy)r_, € R,
Further, we denote an input by x, its corresponding label by vy, its representation by
z = f4(x) and logits by q = f(x) = (w; z);. € R¥. The test accuracy of f on D is
defined as Acc(f, D) = ﬁ > xy)ep Ly=y with predicted labels §. The probability
simplex is denoted by Ax = {p € [0, 1]*|1;p = 1}.

Unsupervised accuracy estimation. Given a model f pre-trained on Dyaip,
the goal of unsupervised accuracy estimation is to assess the generalization perfor-
mance of f on target data drawn from pr without having access to ground-truth
target labels. This is a challenging task as we are subject to distribution shifts,
i.e. ps # pr, which often occur in real-world scenarios, and ground-truth labels are
inaccessible which prevents monitoring the model generalization performance at test
time. In practice, given an unlabeled test set Dies = {Xi}fil with NV samples drawn
ii.d. from pr, we aim to provide an estimation score S(f, Diest) that exhibits a
linear correlation with the true OOD accuracy Acc(f, Diest). Following the standard
closed-set setting, both pr and pg involve the same K classes. We refer the reader

to Appendix C.2 for an extended discussion of related work.
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6.3 What Explains the Correlation between Log-

its and Test Accuracy?

Although existing literature has shown the feasibility of unsupervised accuracy
prediction under distribution shift by utilizing the model’s logits [5, 25, 27], the
reason behind this empirical success remains unclear. In this section, we seek to
understand when and why logits can be informative for analyzing generalization
performance. Based on the derived understanding, we propose our approach, MANO,

for estimating generalization performance.

6.3.1 Motivation

Logits reflect the distances

to decision boundaries.

We analyze logits from a lin-

X2

ear classification perspective in

the embedding space, where

6 -50 -25 0.0 2.5 5.0 7.5 10.0
X1

the decision boundary of class

k is the hyperplane {2’ € (A) High-density (B) Low-density
RY |wll—z, _ 0} . In Ap— region region
pendix C.4.4, we remind that FIGURE 6.1: Illustration of the LDS

assumption. When the boundary passes
through dense regions (a), margins have little
to hyperplane wy, is given by predictive power and can not be used with-
As out labels, while margins are informative in
sparse regions (b).

the distance from a point z

d(winz) = |wl2l/ wl
the pre-trained model is fixed

and wy, can be normalized, we derive that the logits in absolute values are propor-
tional to the distance from the learned embeddings to the decision boundaries, i.e.,
|| = |w] z| « d(ws,z),Vk. This indicates that the magnitude of logits reflects

how close the corresponding embedding is from each decision boundary.

Low-density separation assumption. = When dealing with unlabeled data, it is
required to make assumptions on the relationship between the distance to decision
boundaries and generalization performance. The low-density separation assumption
(LDS, Chapelle and Zien, 2005) states that optimal decision boundaries should lie
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in low-density regions (Figure 6.1b) so that unlabeled margin |w, z| reflects reliable
confidence in predicting x to the class k. The assumption is often empirically
supported as the misclassified samples tend to be significantly closer to the decision
boundary than the correctly classified ones [160]. This might indicate that the
absolute values of the logits are positively correlated to its generalization

performance.

Assumptions on the prediction bias. It is important to note that the LDS
assumption has been initially proposed for semi-supervised learning, where labeled
and unlabeled data are assumed to come from the same distribution, which is not
the case in our setting. This leads to logits writing f(x) = q* + € in the general
case', i.e., subject to a potentially non-negligible prediction bias € = (g;); with
respect to the ground-truth logits q* € R¥. The following proposition shows the
impact of the prediction bias on the divergence between the true class posterior
probabilities, assumed modeled as p = softmaxq* € Ak, and the estimated ones

s = softmax f(x) € Ag.

Proposition 6.3.1. Let e, = (max;{e;} — ). Then, the KL divergence between
p and s verifies

0 < KL(pl[s) < elp.

The proposition indicates that a large approximation error of the posterior may be
caused by prediction bias that has a large norm and / or bad alignment with the
true probabilities. Thus, the logit-based methods assume that the magnitude of the
bias is reasonably bounded while the direction of bias does not drastically harm
the ranking of classes by probabilities. We elaborate on this discussion and present

the proof of Proposition 6.3.1 in Appendix C.4.1.

6.3.2 MalNo: predicting generalization performance with

matrix norm of logits

We have shown a connection between the feature-to-boundary distances and gener-

alization performance as well as the impact of the prediction bias. Based on the

'We write this decomposition without loss of generality as no restrictions are imposed on €.
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derived intuition, we introduce MANO that leverages the model margins at the
dataset level performing two steps: normalization and aggregation. The pseudo-code

of MANO is provided in Appendix C.1.

Step 1: Normalization. Given that logits can exhibit significant variations in
their scale depending on the input x, it is crucial to normalize the logits within a
standardized range to prevent outliers from exerting disproportionate influence on
the estimation. A natural range stems from the fact that most deep classifiers have
outputs in Ag, which amounts to applying a normalization function o: R¥ — Ag
on top of the pre-trained neural network [161], where A refers to probability
simplex. This ensures having logits entries in [0, 1]. For each test sample x;, we first
extract its learned feature representation z; = f(x;). Then, logits corresponding
to this representation are computed as q; = fw(z;) € RY. The normalization
procedure results in a prediction matrix Q € RV*¥ with each row Q, containing

the normalized logits of an input sample:

Qi =o(q) € Ak, (6.1)

where o denotes the normalization function for the logits values. It is worth noting
that not all normalization methods are appropriate candidates. The selection of a
suitable normalization function o based on different calibration scenarios will be

discussed in detail in Section 6.4.

Step 2: Aggregation. Once the logits are scaled, we aggregate the dataset-level
information on feature-to-boundary distances by taking the entry-wise L, norm of

the prediction matrix Q, which can be expressed as:

S(f, Diest) = ﬁHQHp = (LK Z Z|‘7(Qi>k|p> ’ (6.2)
i=1 k=1

As we have ||Q||, < VNK max(Q;;) = VNK (Qy; € [0,1]), the scaling by vV NK
leads to S(f, Dsest) € [0, 1], providing a standardized metric regardless of variations
in the size of the test dataset N and the number of classes K. As p increases, MANO
puts greater emphasis on high-margin terms, focusing on confident classification

hyperplanes. In the extreme case where p — oo, we have |Q||, = max(Q;;). In
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practice, we choose p = 4 in all experiments and provide an ablation study on p in
Appendix 6.6.1. As the L, norm is straightforward to compute, our approach is
scalable and efficient compared to the current state-of-the-art method Nuclear [5]

that requires performing a singular value decomposition.

6.3.3 Theoretical analysis of MalNo

In this section, we provide the theoretical support for the positive correlation
between MANO and test accuracy. More specifically, we reveal that our proposed
score is connected with the uncertainty of the neural network’s predictions in
Theorem 6.3.3. Before presenting this result, we recall below the definition of Tsallis

a-entropies introduced in Tsallis [162].

Definition 6.3.2 (Tsallis a-entropies [162]). Let a > 1 and k > 0. The Tsallis

a-entropy is defined as:
H, (p) = k(a — 1) (1 — [IpII2)-

In this work, we choose k = L following Blondel et al. [163]. The Tsallis entropies
generalize the Shannon entropy (limit case & — 1) and have been used in various
applications [163-165]. More details can be found in Appendix C.3. The following
theorem, whose proof is deferred to Appendix C.4.5, states that the estimation score
obtained with MANO is a function of the average Tsallis entropy of the normalized

neural network’s logits.

Theorem 6.3.3 (Connection to uncertainty). Let p > 1, a = ’% and b= .
Given a test set Dyes; = {X; }¥,, corresponding logits q; = f(x;), a normalization
function o: RX — Ag and p > 1, the estimation score S(f, Diest) provided by
MANoO (Algorithm 4) verifies

S(f, Dyt = —a (% > Hg(a(qi))> +b. (6.3)

i=1

As a > 0, Theorem 6.3.3 implies that the estimation score provided by MANO is

negatively correlated with the average Tsallis-entropy on the test set. In particular,
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FIGURE 6.2: Empirical evidence with Resnet18. (a) The model is well-
calibrated on Office-Home and miscalibrated on PACS. (b) SoftTrun is superior
to the state-of-the-art Nuclear [5] in all scenarios while the softmax heavily
fails on PACS. (c¢) Increasing the approximation order n in Eq. equation 6.4 is
detrimental on PACS and beneficial on Office-Home. Taking n € {2,3} is an
optimal trade-off in all calibration scenarios.

the less certain the model is on test data, the lower the test accuracy is and the
higher the entropy term is in Eq. equation 6.3, resulting in a lower score S(f, Diest)-
As the converse sense holds, MANO provides a score positively correlated to the
test accuracy. This follows the findings of Guillory et al. [25], Wang et al. [166] and
empirically confirmed in Section 6.5 for various architectures, datasets, and types
of shift.

6.4 How to Alleviate Overconfidence Issues of

Logit-Based Methods?

The most common normalization technique of existing logit-based approaches is
the softmax normalization. In this section, we show that the widely used softmax
is sensitive to prediction bias, which hinders the quality of the estimation in poorly
calibrated scenarios. To alleviate this issue, we propose a novel normalization
strategy, SoftTrun, which balances the information completeness and overconfidence

accumulation based on calibration.
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6.4.1 The failure of softmax normalization under poorly-

calibrated scenarios

Empirical evidence. The softmax normalization can suffer from overconfidence
issues [159, 167] and saturation of its outputs [168], with one entry close to one while
the others are close to zero. Consequently, logit-based accuracy estimation methods
using softmax are sensitive to prediction bias, leading to low-quality estimations
in poorly calibrated scenarios. We illustrate this phenomenon in Figure 6.2a on
two datasets, where a pre-trained ResNet18 exhibits more pronounced calibration
issues on PACS [169] compared to Office Home [109]. Figure 6.2b shows that using
softmax in both MANO and the state-of-the-art method Nuclear [5] negatively
impacts their accuracy estimation performance on the poorly calibrated PACS

dataset.

Analysis.  To alleviate those issues, we first notice that the softmax can be
decomposed as softmaxq = exp(q)/ S, exp(ar) = (¢ 0 exp)(q), where ¢: RE —
Ak writes ¢p(u) = u/ Zszl u, = u/|ju|l;. While ¢ has appealing property for
normalization (see Proposition C.4.4), the exponential accumulates prediction
errors, leading to the softmax overconfidence and a biased accuracy estimation. In
particular, assume that the k-th entry of the output of the neural network on a
test sample x; writes q;, + &k, where q;;, are the ground-truth logits and e is the

prediction error. Then, the n-order Taylor polynomial of the exponential writes

(a +ex)’ - (ajp +en)”

. ~ (6.4)

exp(q;y +ex) ~ 1+ (qj, + &) +

Figure 6.2c¢ illustrates the impact of truncating Eq. equation 6.4 up to the n-th
order. We conclude that a trade-off is needed between information completeness on
true logits and error accumulation depending on the type of calibration scenario.
Specifically, when the model is poorly calibrated on a given dataset (i.e., g large in
absolute value), the normalization should focus on avoiding error accumulation and
when the model is well calibrated (i.e., £, small in absolute value), the normalization

should focus on information completeness.
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6.4.2 SoftTrun: the proposed normalization strategy

The above analysis shows that different calibration scenarios require an emphasis on
different information during normalization. Therefore, we propose a normalization
strategy called SoftTrun that normalizes the model outputs based on the calibration
scenario. Given logits q; € R¥ and reusing the function ¢ previously introduced, it

takes the general form:

v(q;)

o(a;) = (pov)(ai) = S (@i

€ Ag. (6.5)
where v: R — RE is designed to avoid error accumulation under poorly-calibrated
scenarios by truncating the exponential (n = 2 in Eq. equation 6.4) and using
complete logits information under well-calibrated scenarios. As in practice, the
calibration of the model on test data is unknown, SoftTrun employs a simple yet
effective strategy reminiscent of pseudo-labeling [170, 171]. More specifically, given
a test dataset Dygy = {x;}, and corresponding logits q; = f(x;), a criterion

®(Dyest) is computed at the dataset level and the normalized logits are defined as

PR X &, i O(Diw) <1 66
exp(q;), if ®(Dyest) > 1

We define ®(Dyest) = — 51 ZJ Dy log(%), which is equal, up to a
constant, to the average KL divergence between the uniform distribution and the
predicted softmax probabilities. It follows from Tian et al. [172] that showed that
this KL divergence was small when the uncertainty of the model was high and
large for confident models. Hence, when uncertainty is high, i.e., ®(Diest) < 1,
we truncate the exponential to reduce error accumulation, and when the model is
certain, i.e., ®(Dyes;) > 1, complete information is used with the exact exponential
(and we recover the softmax). In all our experiments, we fix n = 5. In Appendix C.4,
we provide theoretical insights on our choices of 7 and ®(Dyes;) along with additional

discussion.
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6.5 Experiments

6.5.1 Experiment setup

Pre-training datasets.  For pre-training the neural network, we use a diverse set
of datasets including CIFAR-10, CIFAR-100 [125], TinylmageNet [126], ImageNet
[145], PACS [169], Office-Home [109], DomainNet [173] and RR1-WILDS [174],
and BREEDS [146] which leverages class hierarchy of ImageNet [145] to create 4
datasets including Living-17, Nonliving-26, Entity-13 and Entity-30.

Test datasets. In our comprehensive evaluation, we consider 12 datasets with
3 types of distribution shifts: the synthetic, the natural, and the subpopulation
shifts. To verify the effectiveness of our method under the synthetic shift, we use
CIFAR-10C, CIFAR-100C, and ImageNet-C [8] that span 19 types of corruption
across b severity levels, as well as TinylmageNet-C [8] with 15 types of corruption
and 5 severity levels. For the natural shift, we use the domains excluded from
training from PACS, Office-Home, and DomainNet, RR1-WILDS as the OOD
datasets. For the novel subpopulation shift, we consider the BREEDS benchmark
with Living-17, Nonliving-26, Entity-13, and Entity-30 which are constructed from
ImageNet-C.

Training details. To show the versatility of our method across different
architectures, we perform experiments on ResNet18, ResNet50 [105], and WRN-50-
2 [127] models. We train them for 20 epochs for CIFAR-10 [125] and 50 epochs for
the other datasets. In all cases, we use SGD with a learning rate of 1073, cosine

learning rate decay [128], a momentum of 0.9, and a batch size of 128.

Evaluation metrics We use the coefficient of determination (R?, Nagelkerke
et al., 1991) and the Spearman’s rank correlation coefficient (p, Kendall, 1948) to
evaluate performance. The p coefficient measures monotonicity, ranging from —1
to 1, where values close to 1 or —1 indicate strong correlation, and 0 indicates no
correlation. The R? coefficient measures the linearity and goodness of fit between

estimates and accuracy, ranging from 0 to 1, with 1 indicating a perfect fit.
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TABLE 6.1: Method comparison on four benchmarks with ResNet18, ResNet50
and WRN-50-2 under the synthetic shift, where R? refers to coefficients of
determination, and p refers to the absolute value of Spearman correlation co-
efficients (higher is better). The best results are highlighted in bold. MANO
consistently achieves the highest R? and p values across different datasets and
network architectures, indicating its superior performance.

Synthetic Shift
Rotation  ConfScore  Fntropy  AgreeScore  ATC Fréchet  Dispersion  ProjNorm  MDE coT Nuclear MaNo
., R p B p B o B , B p B p B », E p B » RE o, RE o

Dataset Network

ResNet18 0.822 0.951 0.869 0.985 0.899 0.987 0.663 0.929 0.884 0.985 0.950 0.971 0.968 0.990 0.936 0.982 0.957 0.987 0.989 0.995 0.995 0.997 0.995 0.997
CIFAR 10 ResNet50 0.835 0.961 0.935 0.993 0.945 0.994 0.835 0.985 0.946 0.994 0.858 0.964 0.987 0.990 0.944 0.989 0.978 0.963 0.984 0.996 0.994 0.996 0.996 0.997
. WRN-50-2 0.862 0.976 0.943 0.994 0.942 0.994 0.856 0.986 0.947 0.994 0.814 0.973 0.962 0.988 0.961 0.989 0.930 0.809 0.988 0.994 0.994 0.995 0.996 0.992

Average 0.840 0.963 0.916 0.991 0.930 0.992 0.785 0.967 0.926 0.991 0.874 0.970 0.972 0.990 0.947 0.987 0.955 0.920 0.987 0.995 0.995 0.996 0.996 0.995

ResNet18 0.860 0.936 0.916 0.985 0.891 0.979 0.902 0.973 0.938 0.986 0.888 0.968 0.952 0.988 0.979 0.980 0.975 0.994 0.991 0.995 0.989 0.995 0.996 0.996
ResNet50 0.908 0.962 0.919 0.984 0.884 0.977 0.922 0.982 0.921 0.984 0.837 0.972 0.951 0.985 0.988 0.991 0.988 0.995 0.985 0.996 0.979 0.994 0.995 0.997
WRN-50-2 0.924 0.970 0.971 0.984 0.968 0.981 0.955 0.977 0.978 0.993 0.865 0.987 0.980 0.991 0.990 0.991 0.995 0.994 0.987 0.997 0.962 0.988 0.996 0.998

Average 0.898 0.956 0.936 0.987 0.915 0.983 0.927 0.982 0.946 0.988 0.864 0.976 0.962 0.988 0.985 0.987 0.986 0.994 0.988 0.996 0.977 0.993 0.996 0.997

CIFAR 100

ResNet18 0.786 0.946 0.670 0.869 0.592 0.842 0.561 0.853 0.751 0.945 0.826 0.970 0.966 0.986 0.970 0.981 0.941 0.993 0.985 0.994 0.983 0.994 0.981 0.996

TinyT Net ResNet50 0.786 0.947 0.670 0.869 0.651 0.892 0.560 0.853 0.751 0.945 0.826 0.971 0.977 0.986 0.979 0.987 0.941 0.993 0.980 0.994 0.965 0.994 0.980 0.996
inyTmageNet

h & ‘WRN-50-2 0.878 0.967 0.757 0.951 0.704 0.935 0.654 0.904 0.635 0.897 0.884 0.984 0.968 0.986 0.965 0.983 0.961 0.996 0.985 0.997 0.962 0.988 0.979 0.997

Average 0.805 0.959 0.727 0.920 0.650 0.890 0.599 0.878 0.693 0.921 0.847 0.976 0.970 0.987 0.972 0.984 0.950 0.995 0.984 0.995 0.968 0.993 0.980 0.996

ResNet18 - - 0979 0.991 0.963 0.991 - - 0.974 0.983 0.802 0.974 0.940 0.971 0.975 0.993 0.924 0.994 0.996 0.998 0.992 0.997 0.992 0.997

I Net ResNet50 - - 0.980 0.994 0.967 0.992 - - 0.970 0.983 0.855 0.974 0.938 0.968 0.986 0.993 0.886 0.994 0.993 0.996 0.985 0.997 0.991 0.998
mageNef

s WRN-50-2 - - 0.983 0.991 0.963 0.991 - - 0.983 0.993 0.909 0.988 0.939 0.976 0.978 0.993 0.880 0.997 0.989 0.994 0.987 0.998 0.996 0.998

Average - - 0.981 0.993 0.969 0.992 - - 0.976 0.987 0.855 0.979 0.939 0.972 0.980 0.993 0.897 0.995 0.993 0.996 0.988 0.998 0.993 0.998

Baselines.  We consider 11 baselines commonly evaluated in the unsupervised
accuracy estimation studies, including Rotation Prediction (Rotation) [23], Averaged
Confidence (ConfScore) [24], Entropy [25], Agreement Score (AgreeScore) [26],
Averaged Threshold Confidence (ATC) [27], AutoEval (Fréchet) [28], ProjNorm
[7], Dispersion Score (Dispersion) [29], MDE [30], COT [31], and Nuclear Norm
(Nuclear) [5].

6.5.2 Main observations

MalNo shows competitive performance gains under both synthetic and
subpopulation shifts. Tables 6.1 and 6.2 present the numerical results of
unsupervised accuracy estimation across 8 datasets using 3 different network ar-
chitectures, evaluated under synthetic and subpopulation shifts. These shifts are
quantified by R? and p. Empirical results demonstrate that these distribution shifts
do not significantly impact calibration (i.e., Seq; < 17). We observe that MANO
consistently outperforms other baselines, achieving state-of-the-art performance.
For instance, MANO achieves R? > 0.960 and p > 0.990 under subpopulation shift,
whereas the performance of other baselines does not reach such consistently high

levels.
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TABLE 6.2: Method comparison on four benchmarks using ResNet18, ResNet50,
and WRN-50-2 under subpopulation shift with R? and p metrics (the higher
the better). The best results are in bold.

Subpopulation Shift

Rotation ~ ConfScore  Entropy  AgreeScore ATC Fréchet Dispersion  ProjNorm MDE CcoT Nuclear MaNo

Dataset Network
Rr? P R? P Rr? P R? P R? p Rr? p R? P Rr? p R? P R? P R? P R? P

ResNet18 0.927 0.961 0.795 0.940 0.794 0.935 0.543 0.919 0.823 0.945 0.950 0.981 0.937 0.968 0.952 0.981 0.927 0.995 0.960 0.985 0.978 0.991 0.992 0.996

Entity-13 ResNet50 0.932 0.976 0.728 0.941 0.698 0.928 0.901 0.964 0.783 0.950 0.903 0.959 0.764 0.892 0.944 0.974 0.912 0.993 0.935 0.971 0.989 0.996 0.993 0.998
} WRN-50-2 0.939 0.983 0.930 0.977 0.919 0.973 0.871 0.935 0.936 0.980 0.906 0.958 0.815 0.905 0.950 0.977 0.925 0.995 0.944 0.979 0.989 0.995 0.992 0.996
Average 0.933 0.973 0.817 0.953 0.804 0.945 0.772 0.939 0.847 0.958 0.920 0.966 0.948 0.977 0.839 0.922 0.921 0.995 0.947 0.979 0.985 0.994 0.993 0.996

ResNet18 0.964 0.979 0.570 0.836 0.553 0.832 0.542 0.935 0.611 0.845 0.849 0.978 0.929 0.968 0.952 0.987 0.931 0.994 0.971 0.993 0.980 0.993 0.991 0.996
ResNet50 0.961 0.980 0.878 0.969 0.838 0.956 0.914 0.975 0.924 0.973 0.835 0.956 0.783 0.914 0.937 0.986 0.918 0.995 0.958 0.982 0.978 0.994 0.988 0.997
WRN-50-2 0.940 0.978 0.897 0.974 0.878 0.970 0.826 0.955 0.936 0.984 0.927 0.973 0.927 0.973 0.959 0.986 0.925 0.995 0.944 0.979 0.985 0.996 0.988 0.997
Average  0.955 0.978 0.781 0.926 0.756 0.919 0.728 0.956 0.823 0.934 0.871 0.969 0.880 0.952 0.949 0.987 0.925 0.995 0.970 0.988 0.981 0.994 0.989 0.996

Entity-30

ResNet18 0.876 0.973 0.913 0.973 0.898 0.970 0.586 0.736 0.940 0.973 0.768 0.950 0.900 0.958 0.923 0.970 0.927 0.985 0.972 0.984 0.975 0.987 0.980 0.991

Living-17 ResNet50 0.906 0.956 0.880 0.967 0.853 0.961 0.633 0.802 0.938 0.976 0.771 0.926 0.851 0.929 0.903 0.924 0.914 0.985 0.953 0.973 0.967 0.976 0.975 0.997
WRN-50-2 0.909 0.957 0.928 0.980 0.921 0.977 0.652 0.793 0.966 0.984 0.931 0.967 0.931 0.966 0.915 0.970 0.914 0.983 0.965 0.990 0.951 0.978 0.961 0.996

Average 0.933 0.974 0.907 0.973 0.814 0.969 0.623 0.777 0.948 0.978 0.817 0.949 0.894 0.951 0.913 0.969 0.918 0.984 0.963 0.982 0.964 0.980 0.972 0.995

ResNet18 0.906 0.955 0.781 0.925 0.739 0.909 0.543 0.810 0.854 0.939 0.914 0.980 0.958 0.981 0.939 0.978 0.929 0.989 0.982 0.992 0.970 0.989 0.978 0.991
ResNet50 0.916 0.970 0.832 0.942 0.776 0.918 0.638 0.837 0.893 0.960 0.848 0.950 0.805 0.907 0.873 0.972 0.907 0.993 0.962 0.984 0.956 0.985 0.975 0.995
WRN-50-2 0.917 0.977 0.932 0.971 0.912 0.959 0.676 0.861 0.945 0.969 0.885 0.942 0.893 0.939 0.924 0.973 0.909 0.991 0.962 0.979 0.960 0.988 0.978 0.992
Average 0.913 0.967 0.849 0.946 0.809 0.929 0.618 0.836 0.897 0.956 0.882 0.957 0.913 0.974 0.886 0.943 0.915 0.991 0.969 0.985 0.962 0.987 0.977 0.992
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FIGURE 6.3: OOD error prediction versus True OOD error on Entity-13 with
ResNet18. This scatter plot compares the performance of MANO with Dispersion
Score and ProjNorm. Each point represents one dataset under a specific type
and severity of corruption. Different shapes indicate different types of corruption,
while darker colors indicate higher severity levels.

MaNo with an appropriate normalization technique significantly boosts
estimation performance under the natural shift. Table 6.3 illustrates the
results of accuracy estimation under the natural shift on a total of four datasets.
Since calibration performance affected by the natural shift is more complex than
the other distribution shifts, we balance ground-truth logits and error accumulation
via the value of ®(Diest). From Table 6.3, we observe a significant improvement
compared with the other benchmarks. For instance, our method achieves the
best performance on all four datasets on average. To visualize the estimation
performance, we provide the scatter plots for Dispersion Score, ProjNorm and
MANO in Figure 6.3 on Entity-18 with ResNet18. We find that MANO presents a
robust linear relationship between the designed scores and gound-truth OOD errors,
while the other state-of-the-art baselines tend to exhibit a biased estimation of high

test errors.



84

6.5. Experiments

TABLE 6.3: Method comparison on four benchmarks with ResNet18, ResNet50
and WRN-50-2 under natural shift with R? and p metrics (the higher the
better). The best results are highlighted in bold.

Natural Shift

Rotation  ConfScore  Entropy  AgreeScore ATC Fréchet  Dispersion ProjNorm  MDE cor Nuclear MaNoO
Dataset Network — ; 5 > 2
R, R p R p, B 5 R p R p, R p R p R p R p R p R
ResNetl8 0.822 0.895 0.594 0.755 0.624 0.755 0.613 0.832 0.514 0.650 0.624 0.804 0.832 0.825 0.161 0.419 0.003 0.153 0.790 0.783 0.609 0.874 0.827 0.909
PACS ResNet50 0.860 0.923 0.070 0.069 0.061 0.055 0.463 0.622 0.192 0.265 0.463 0.622 0.073 0.167 0.244 0.587 0.059 0.104 0.891 0.790 0.611 0.888 0.923 0.958
B WRN-50-2 0.865 0.902 0.646 0.678 0.629 0.671 0.377 0.858 0.752 0.832 0.558 0.832 0.111 0.167 0.474 0.650 0.072 0.244 0.890 0.888 0.607 0.867 0.924 0.972
Average  0.849 0.906 0.437 0.501 0.438 0.494 0.488 0.770 0.486 0.582 0.548 0.337 0.338 0.275 0.293 0.552 0.045 0.065 0.857 0.820 0.609 0.876 0.891 0.946
ResNetl8 0.822 0.930 0.795 0.909 0.761 0.881 0.054 0.146 0.571 0.615 0.605 0.755 0.453 0.664 0.064 0.202 0.331 0.650 0.863 0.874 0.692 0.783 0.926 0.930
Office-Home ResNet50 0.851 0.944 0.769 0.895 0.742 0.853 0.026 0.216 0.487 0.734 0.607 0.685 0.383 0.727 0.169 0.475 0.342 0.622 0.762 0.846 0.731 0.895 0.838 0.916
WRN-50-2 0.823 0.958 0.741 0.874 0.696 0.846 0.132 0.405 0.383 0.643 0.589 0.706 0.456 0.713 0.172 0.531 0.342 0.650 0.863 0.874 0.766 0.874 0.800 0.895
Average 0.832 0.944 0.768 0.892 0.733 0.860 0.071 0.256 0.480 0.664 0.601 0.715 0.431 0.702 0.135 0.403 0.339 0.650 0.781 0.855 0.730 0.850 0.854 0.913
ResNet18 0.568 0.692 0.670 0.736 0.423 0.609 0.326 0.668 0.429 0.597 0.704 0.903 0.202 0.516 0.219 0.443 0.358 0.445 0.897 0.910 0.758 0.789 0.902 0.937
DomainNet ResNet50  0.588 0.703 0.570 0.706 0.344 0.573 0.455 0.697 0.245 0.404 0.746 0.872 0.002 0.041 0.220 0.430 0.379 0.527 0.903 0.927 0.809 0.879 0.910 0.950
‘WRN-50-2 0.609 0.712 0.774 0.874 0.711 0.845 0.437 0.698 0.846 0.918 0.585 0.831 0.003 0.034 0.363 0.466 0.520 0.713 0.885 0.935 0.850 0.911 0.893 0.978
Average 0.588 0.702 0.671 0.722 0.493 0.676 0.406 0.688 0.507 0.639 0.678 0.869 0.069 0.197 0.234 0.446 0.419 0.562 0.894 0.919 0.805 0.895 0.899 0.949
ResNet18 0.821 1.000 0.951 1.000 0.836 1.000 0.929 1.000 0.342 0.500 0.936 1.000 0.843 1.000 0.859 1.000 0.927 1.000 0.969 1.000 0.885 1.000 0.983 1.000
RRI-WILDS ResNet50  0.740 1.000 0.918 1.000 0.819 1.000 0.938 1.000 0.986 1.000 0.935 1.000 0.737 1.000 0.867 1.000 0.938 1.000 0.960 1.000 0.906 1.000 0.978 1.000
7 WRN-50-2 0.031 0.500 0.941 1.000 0.846 1.000 0.946 1.000 0.988 1.000 0.922 1.000 0.824 1.000 0.878 1.000 0.954 1.000 0.934 1.000 0.840 1.000 0.969 1.000
Average 0.530 0.833 0.937 1.000 0.833 1.000 0.938 1.000 0.779 0.833 0.931 1.000 0.801 0.833 0.868 1.000 0.940 1.000 0.953 1.000 0.877 1.000 0.977 1.000
1.0 |
3 .
Robustness enhancement achieved j :
0.8 M
by MaNo. Figure 6.4 presents a
. . . 0.6 .
box plot showing the estimation robust- %
‘
. . . . . 0‘4
ness across different distribution shifts
on all datasets except ImageNet, using 0.2 ‘
+
ResNet18. Results for ImageNet are 0.0 .
NI e & 2 <O & S L O
. ;O £ Q&R V2B O 0
N O N o NN
excluded due to the lack of Rotation L ELE T E & LHEE
€ (& £% G KN
and AgreeScore data for this dataset, Methods

as these two methods require retraining
the networks. We observe that the esti-
mation performance of MANO is more
stable than other baselines across three
types of distribution shifts. Addition-

son between MANO
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tion shifts using ResNet18. MANO

overall estimations.

achieves the best and most robust

ally, MANO achieves the highest median estimation performance.

6.5.3 Discussion

Generalization capabilities of MalNo.

To verify the generalization capabili-

ties of MANO, we utilize designed scores calculated from ImageNet-C and their

corresponding accuracy to fit a linear regression model. This model is then used

to predict the test accuracy on ImageNet-V2-C, which is generated using the 10

new corruptions provided by [6] on ImageNet-V2 [177]. These new corruptions are

perceptually dissimilar from those in ImageNet-C, including warps, blurs, color
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FI1cURE 6.5: Comparison of generalization capability across four methods. Each
subplot displays a linear regression model fitted on ImageNet-C, which is used
to predict the accuracy on ImageNet-V2-C. The mean absolute error (MAE) is
reported. All experiments are conducted using ResNet18.
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FI1cURE 6.6: Comparison of generalization capability across four methods. Each

subplot shows a linear regression model fitted on ImageNet-C to predict accuracy

on ImageNet-C. Mean absolute error (MAE) is calculated on ImageNet-C' [6].

All experiments use ResNet18.
distortions, noise additions, and obscuring effects. Figure 6.5 shows that ConfScore
and Dispersion give two distinct trends, while Nuclear exhibits some deviations for
ImageNet-V2-C. In comparison, our MANO exhibits a consistent prediction pattern
for both ImageNet-C and ImageNet-V2-C, aligning well with the linear regression
model trained on ImageNet-C. Additionally, experimental results on ImageNet-C
and ImageNet-C, generated from the validation set of ImageNet, are provided in

Figure 6.6, further demonstrating the superiority of MANO.

Can SoftTrun enhance other logit-based methods? To study this, we
conducted an ablation study by equipping SoftTrun with Nuclear [5], ConfScore
[24], and our MANoO. In Table 6.4, we observe that SoftTrun significantly enhances
the estimation performance R? of Nuclear. For example, Nuclear is improved from

0.692 to 0.826 on poorly-calibrated Office-Home.

Limitations. Despite its soundness and strong empirical performance, our

method has potential areas for improvement. One of these is the dependence on 7
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6.6. Sensitivity Analysis and Ablation Study
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FIGURE 6.7: Sensitivity analysis with Resnet18. (a) Effect of the L, norm types.
(b) Impact of the Taylor approximation order, i.e., the number of terms in Eq 6.4.
For instance, an order of 3 means that 3 terms are taken, which corresponds to
the default setting in Eq. equation 6.6 and is used in all our experiments. (c)

Type of normalization function.

in Eq. equation 6.6. In future work, we will explore a smoother way to automati-

cally select the optimal normalization function without requiring hyperparameters.

Additionally, if multiple validation sets are provided, as in [23, 28], we could select

1 based on those sets.

6.6 Sensitivity Analysis and Ablation Study

6.6.1 Choice of L, norm.

To reflect the impact of different
L, norms on estimation performance,
we conduct a sensitivity study on 5
datasets with ResNet18, whose results
are shown in Figure 6.7a. The perfor-
mance for p = 1 is ignored as in this

case, [|Qlh

stochastic. We can see that when we

1 because Q is right-

choose p € [2,5], the results fluctuate

within a satisfying range. This can be

TABLE 6.4: Effect of SoftTrun on
other logit-based methods. SoftTrun
significantly boosts the performance
of Nuclear. The metric used is R?.

Dataset ConfScore MaNo Nuclear
atase

w/o w/ w/o w/ w/o w/
PACS 0.594 0.574 0.541 0.827 0.609 0.851

Office-Home 0.795 0.829 0.929 0.926 0.692 0.826

explained by the fact that within this range, we emphasize adequately the large

positive feature-to-boundary distances without ignoring the other comparatively

small distances.
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6.6.2 Choice of Taylor approximation order.

In Figure 6.7b, we verify the impact of Taylor formula approximation on final
accuracy estimation performance. It should be noted that for orders higher than in
the default setting in Eq. equation 6.6, the positivity is lost. To alleviate this issue,
we consistently remove for all orders the minimum value of the obtained vector to
each of its entries to ensure having an output in ]Rf . This extends de Brébisson
and Vincent [178] to orders higher than 2. From this figure, we can see that when
we reserve the first three terms in the Taylor formula, the average estimation
performance is optimal. For well-calibrated datasets such as Office-Home and
WILDS, there exists an increased trend of estimation performance when we reserve
more Taylor formula terms. As for suboptimal-calibrated datasets such as PACS
and Office-31, their performance rises when fewer terms are reserved. It empirically
certifies that the normalization technique is a trade-off tool between the ground-
truth logits’ information and error accumulation. In addition, the optimal choice
is to keep 3 terms in Eq. equation 6.4 which motivates our default setting in

Eq equation 6.6.

6.6.3 Superiority of SoftTrun.

To verify the effectiveness of our proposed normalization technique, SoftTrun, we
conduct an ablation study by replacing our normalization with the softmax function
under the natural shift. In Figure 6.7c, we observe that our proposed normalization
significantly enhances the estimation performance of datasets from the natural shift.
Especially, R? for poorly-calibrated datasets such as Office-31 is improved from 0.51
to 0.86.

To further demonstrate the generalization capability of MANO, we provide a
similar experiment with that in Section 6.5.3 on ImageNet-C and ImageNet-C' [6] in
Figure 6.6. In particular, we fit a linear regression function on ImageNet-C and use
the linear function to predict the accuracy of ImageNet-C. This figure shows that
MANO has better estimation performance than the other baselines when meeting

different corruption types.
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6.7 Chapter Summary

In this chapter, we introduce MANO, a simple yet effective training-free method to
estimate test accuracy in an unsupervised manner using the Matrix Norm of neural
network predictions on test data. Our approach is inspired by the LDS assumption
that optimal decision boundaries should lie in low-density regions. To mitigate the
negative impact of different distribution shifts on estimation performance, we first
demonstrate the failure of softmax normalization under poor calibration, due to
the accumulation of overconfident errors. We then propose a normalization strategy
based on Taylor polynomial approximation, balancing logits information and error
accumulation. Extensive experiments show that MANO consistently outperforms
previous methods across various distribution shifts. This work highlights that logits
imply the feature-to-boundary distance and considers the impact of calibration on
estimation performance. We hope our insights inspire future research to further

explore the relationship between model outputs and generalization.



Chapter 7

Conclusion and Future Directions

7.1 Conclusions

Generalization in deep learning is an increasingly important topic for AI deployment
safety in the real world, which has obtained a surge of attention recently. In this
thesis, we explored two advanced topics in the generalization of deep learning, i.e.,
generalization performance enhancement and generalization performance estimation.

In the following, we conclude the designed algorithms presented in previous chapters.

In Chapter 3, we focus on generalization performance enhancement, and propose a
universal and effective approach called GearNet to enhance many existing robust
training methods under the existence of noisy labels and distribution shifts. It is
the first to explore the benefit of pseudo-supervision knowledge from the target
domain in improving the robustness capability against both noisy labels from the
source domain and distribution shifts between the source and the target domain.
In this chapter, we demonstrate that usually overlooked target-domain information
benefits in enhancing generalization performance even under the attack of noisy
labels.

From Chapter 4 to Chapter 6, we explore the task of generalization performance
estimation, where we need to predict the ground-truth accuracy of test sets in an
unsupervised manner. The three chapters demonstrate the strong linear relationship
between feature separability, gradients as well as low-density separation and true

accuracy during testing.

89
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In Chapter 4, we propose a simple but effective indicator called Dispersion score for
predicting the generalization performance on OOD in an unsupervised manner. We
show that Dispersion score is strongly correlated to the OOD error and achieves
consistently better performance than previous methods under various distribution
shifts. Even when the OOD datasets are class imbalanced or have limited number of
instances, our method maintains a high prediction performance, which demonstrates
the strong flexibility of Dispersion score. Experimental results demonstrate the

effectiveness of Dispersion score in unsupervised accuracy estimation.

In Chapter 5, we explore the strong linear relationship between the magnitude
of gradients and the model performance under distribution shifts. Based on the
observation, we proposed a simple yet efficient method called GDSCORE to estimate
the ground-truth test accuracy by measuring the gradient magnitude of the last
classification layer. Our method performs more consistently across diverse types of

distribution shifts compared with the state-of-the-art methods.

In Chapter 6, we provide an efficient training-free method called MANO to estimate
test accuracy under distribution shifts. It addresses two questions: what explains the
correlation between logits and test accuracy, and how to alleviate the overconfidence
issue of logit-based methods. This method is inspired by the LDS assumption
that optimal decision boundaries should lie in low-density regions. We propose a
normalization strategy based on Taylor polynomial approximation to balance logits
information and error accumulation. Then we quantify the density around decision
boundaries via the matrix norm of logits. Extensive experiments show that MaNo

consistently outperforms previous methods across various distribution shifts.

The three chapters demonstrate the strong correlation between hidden features,
gradients, logits and ground-truth accuracy. On the one hand, those approaches
provide an unsupervised way to estimate models’ generalization performance, which
can be used for finding or annotating underperformed datasets. On the other hand,
those works inspire the further exploration about understanding the arcanum of

generalization.
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7.2 Future Directions

In this section, we provide several potentially interesting directions of generalization

in machine learning for future exploration.

7.2.1 Fully test time adaptation

In practice, data from the source domain are usually infeasible due to confidential
requirement. Therefore, it is important for a model to adapt itself to new and
different datasets during the test process, which is known as fully test time adaptation.
Thus, in the future work, we will also focus on this field to enhance the generalization

capability of models via test-time fine-tuning.

7.2.2 (Generalization problems in foundation models

Foundation models such as GPT-3 [179], BERT [180], and CLIP [181] have obtained
increasing attention in the deep learning community. Since they are trained on
broad data rather than task-specific data, their generalization capability has been
significantly improved. However, measuring the task-specific accuracy of foundation
models across different domain tasks is also very interesting and increasingly popular
[182]. Thus, in the future, we will explore more generalization problem settings

under foundation models.

7.2.3 Theoretical understanding of generalization capability

In Chapter 4, 5, and 6, we have demonstrated several necessary conditions of
distribution shifts. When there exist a distribution shift between the training
and the test data, their hidden feature separability, magnitude of gradients as
well as L, norm of the logit matrix vary linearly with the severity of distribution
shifts. However, there is no research work to explore the sufficient conditions as
well as sufficient and necessary conditions of distribution shifts, which implies the
limitation of understanding the generalization capability of deep learning. Thus,
in the future, we need to construct a solid theoretical framework with empirical

evidence to explain the generalization performance of different models.
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Appendix for Chapter 4

A.1 The Calculation of Dispersion Score

Our proposed approach, Dispersion Score, can be calculated as shown in Algorithm
2.

Algorithm 2: OOD Error Estimation via Dispersion Score

Input: OOD test dataset D = {#;}1,, a trained model f (feature extractor f,
and classifier f,)
Output: The dispersion score
for each OOD instance z; do
Obtain feature representation via z; = f,(&;).
Obtain pseudo labels via g, = argmax f,(2;)
end for
Calculate cluster centroids {f; };?:1 using pseudo labels ¢, with
Ky = m% iz g =}
Calculate the feature center of all instances by 1 = = > | 2;

Calculate Dispersion Score S(D) via Equation (5.8)

A.2 Related Work

Predicting generalization. Since the generalization capability of deep networks
under distribution shifts is a mysterious desideratum, a surge of researches pay

attention to estimate the generalization capability from two directions.
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1) Some works aim to measure generalization gap between training and test accuracy
with only training data [70-75]. For example, the model-architecture-based method
[70] summarizes the persistent topological map of a trained model to formulate its
inner-working function, which represents the generalization gap. Margin distribution
[71] measures the gap by gauging the distance between training examples and
the decision boundary. However, those methods are designed for the identical
distribution between the training and test dataset, being vulnerable to distribution
shift.

2) Some studies try to estimate generalization performance on a specific OOD
test dataset without annotation during evaluation. Many of them utilize softmax
outputs of the shifted test dataset to form a quantitative indicator of OOD error
25, 25-27]. However, those methods are unreliable across diverse distribution shifts
due to the overconfidence problem [111]. Another popular direction considers the
negative correlation between distribution difference and model’s performance in
the space of features [28] or parameters [7]. Nevertheless, common distribution
distances practically fail to induce stable error estimation under distribution shift
[25], and those methods are usually computationally expensive. Unsupervised loss
such as agreement among multiple classifiers [26, 77-79] and data augmentation
[23] is also employed for OOD error prediction, which requires specific model
structures during training. In this work, we focus on exploring the connection
between feature separability and generalization performance under distribution
shift, which is training-free and does not have extra requirements for datasets and

model architectures.

Exploring Feature distribution in deep learning. In the literature, feature
distribution has been widely studied in domain adaptation [59, 60, 64, 183], repre-
sentation learning [112, 184-186], OOD generalization [187-189], and noisy-label
learning [190, 191]. Domain adaptation methods usually learn a domain-invariant
feature representation by narrowing the distribution distance between the two
domains with certain criteria, such as maxinum mean discrepancy (MMD) [59],
Kullback-Leibler (KL) divergence [60], central moment discrepancy (CMD) [61],
and Wasserstein distance [62]. InfoNCE [186] shows a key factor of contrastive
learning that the distance between class centers should be large enough. In learning
with noisy labels, it has been shown that the feature clusterability can be used to

estimate the transition matrix [190]. To the best of our knowledge, we are the first
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to analyze the connection between feature separability and the final accuracy on

00D data.






Appendix B

Appendix for Chapter 5

B.1 Related Work

Unsupervised accuracy estimation. Unsupervised accuracy estimation
is a vital topic in practical applications due to frequent distribution shifts and
the unavailability of ground-truth labels for test samples. To comprehensively
understand this field, we introduce two main existing settings which are related to

this topic.

1. Some works aim to estimate the test accuracy or gauge the accuracy dis-
crepancy between the training and the test set only via the training data
[70-75]. For example, the model-architecture-based algorithm [70] derives
plenty of persistent topology properties from the training data, which can
identify when the model learns to generalize to unseen datasets. However,
those algorithms are deployed under the assumption that the training and
the test data are drawn from the same distribution, which means they are

vulnerable to distribution shifts.

2. Our work belongs to the second setting, which aims to estimate the classifi-
cation accuracy of a specific test dataset during evaluation using unlabeled
test samples and/or labeled training datasets. The main research direction
is to explore the negative relationship between the distribution discrepancy
and model performance from the space of features [28], parameters [7] and

labels [76]. Another popular direction is to design an estimation score via the
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softmax outputs of the test samples [25, 25-27], which heavily relies on model
calibration. Some works also learn from the field of unsupervised learning,
such as agreement across multiple classifiers [26, 77-79] and image rotation
[23]. In addition, the property of the test datasets presented during evaluation
has also been studied recently [29]. To the best of our knowledge, our work
is the first to study the linear relationship between the gradients and model

performance.

Gradients in generalization. The role of gradients in generalization has attracted
increasing attention recently. To gauge the generalization performance of the
hypothesis learned from the training data on unseen samples, known as the out-
of-sample error [192-194], many studies try to provide a tight upper bound for
generalization error from the view of gradient descent theoretically, indicating
that gradients correlate with the discrepancy between the empirical loss and the
population loss [133, 134, 195, 196]. However, those works assume that seen
to unseen data are from the identical distribution, while unsupervised accuracy
estimation discusses a more complex and realistic issue that they come from
different distributions. Under distribution shift, gradients are also explored. For
example, Mansilla et al. [137] clips the conflicting gradients emerging in domain
shift scenarios and promotes gradient agreement across multiple domains via the
gradient agreement strategy. Similarly, Zhao et al. [139] designs a gradient-based
regularization term to make the optimizer find the flat minima. In out-of-distribution
(OOD) detection which goal is to determine whether a given sample is in-distribution
(ID) or out-of-distribution [18, 24, 197-199], [1] finds that ID data usually have
higher gradient magnitude than OOD data from current source distribution to a
uniform distribution. However, despite their empirical success, the relationship

between gradients and generalization is still unclear.

B.2 Pseudo-code of GdScore

Our proposed GDSCORE for unsupervised accuracy estimation can be calculated as

shown in Algorithm 3.
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Algorithm 3: Unsupervised Accuracy Estimation via GDSCORE

Input: Test dataset from unseen domains D = {x;}I",, a pre-trained model
fo = fg o fu (feature extractor fy and classifier f,,), a threshold value 7.
Output: The GDSCORE.
for each test instance xX; do
Obtain the maximum softmax probability via 7; = max;, st ( fe(Xi)) .
if 7; > 7 then
Obtain pseudo labels via g = argmax;, fo(X;),
else
Obtain random labels via g, ~ U[1, K].
end if
end for
Calculate the cross-entropy loss using assigned labels g; via Eq. 5.6.
Calculate gradients of the weights in the classification layer via Eq. 5.7.
Calculate GDSCORE S(D) via Eq. 5.8.

B.3 Baselines

Rotation. [23] By rotating images from both the training and the test sets
with different angles, we can obtain new inputs and their corresponding labels ¥
which indicate by how many degrees they rotate. During pre-training, an additional
classifier about rotation degrees should be learned. Then the Rotation Prediction

(Rotation) metric can be calculated as:

SPe)=30 Y @A),

i=1 ~ re{0°,90°,180°,270°}

where 9] denotes the predicted labels about rotation degrees.

ConfScore.  [24] This metric directly leverages the average maximum softmax

probability as the estimation of the test error, which is expressed as:

ey (D) = = " masx(s(fy(%0).

Entropy. [25] This metric estimates the test error via the average entropy loss:

Se<Dtest) - % Z Z Sff) (fg(i’L)) IOg Sc(f)(fg(iz))

i=1 k=1
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AgreeScore.  [26] This method trains two independent neural networks simulta-
neously during pre-training, and estimates the test error via the rate of disagreement

across the two models:

N _
Sag(Diest) = o Z (s # U2)s

i=1

where ¢ ; and 7, ; denote the predicted labels by the two models respectively.

ATC. [27] It measures how many test samples have a confidence larger than a

threshold that is learned from the source distribution. It can be expressed as:

m K
Satc<Dtest) = % Z 1(2 Sgc)(fg(iz)) IOg Sc(f)(fg(il)) < t)a
i=1 k=1

where t is the threshold value learned from the validation set of the training dataset.

Fréchet. [28] This method utilizes Fréchet distance to measure the distribution

gap between the training and the test datasets, which serves the test error estimation:

=

),

Sfr (Dtost) = HMtTain - Mtest“ + TT(Etrain + Ztest - 2(2train2test)

where fiyqin and pyes; denote the mean feature vector of D and Dy, respectively.

Yirain and Y. refer to the covariance matrices of corresponding datasets.

Dispersion.  [29] This chapter estimates the test error by gauging the feature

separability of the test dataset in the feature space:

K _ ~
Dot M- || — fue]|3

Sdis(Dtest) = log K —1 )

where p denotes the center of the whole features, and pj denotes the mean of

kth-class features.
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TABLE B.1: Method property summary including whether this method belongs
to self-training or training-free approaches, and if this method requires training
data or specific model architectures.

Method ‘Self—training Training-free Training-data-free Architecture-requirement-free

Rotation
ConfScore
Entropy
Agreement
ATC
Fréchet
Dispersion
Nuclear
ProjNorm

CRXOXOX % % % X %
PR NN NN NN
CRNNUXXNNNS
TR XNN%

Ours

Nuclear Norm. [5] This chapter estimates the test error by computing the

nuclear norm of final softmax probabilities, which can be expressed as:
Snu(Dtest) = HPH*a

where Nuclear norm || P||. is defined as the sum of singular values of P.

ProjNorm. [7] This method fine-tunes the pre-trained model on the test dataset
with pseudo-labels, and measures the distribution discrepancy between the training

and the test datasets in the parameter level:
Spro(Dtest) — Héref - é”27

where 0,.; denotes the parameters of the pre-trained model, while 8 denotes the

parameters of the fine-tuned model.

Those algorithms mentioned in this chapter can be summarized as Table B.1.
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B.4 Formulation of the Entropy Loss for Low-

confidence Samples

In the ablation study, we explore the impact of loss selection on the performance of
unsupervised accuracy estimation. In particular, the detail about the entropy loss
for samples with low confidence is expressed as follows: In particular, the entropy

loss can be expressed as follows:

mi1 K
it 1 ~ s.con>T
LUo(R) === D> Briomsr 10850 (fo(F77)

i=1 k=1

1 o k ~con<T k scon<Tt
- Z ZSEU)<fg(Xi =) logsfu)(fg(xi =),
mo <
i=1 k=1
where the first term denotes the cross-entropy loss calculated for samples with
confidence larger than the threshold value 7, the second term denotes the entropy
loss for samples with lower confidence than 7, and con means the sample confidence,
my and my denote the total number of samples with higher confidence and lower

confidence than 7, respectively.

B.5 Comparison to Nuclear Norm

Here, we compare our method to Nuclear Norm [5] across 3 types of distribution
shifts with ResNet18, ResNet50, and WRN-50-. Results are shown in Table B.2.
From this table, we observe our method outperforms Nuclear Norm under synthetic
shift and natural shift.

B.6 Connection to Huang et al. [1]

A current work, GradNorm [1], employs gradients to detect OOD samples whose
labels belong to a different label space from the training data. It gauges the
magnitude of gradients in the classification layer, backpropagated from a KL
divergence between the softmax probability and uniform distribution. Compared

with GradNorm, our method bears three critical differences, in terms of the problem
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TABLE B.2: Performance comparison on 11 benchmark datasets with ResNet18,
ResNet50 and WRN-50-2, where R? refers to coefficients of determination, and p
refers to the absolute value of Spearman correlation coefficients (higher is better).
The best results are highlighted in bold.

CIFAR 100 TinylmageNet Office-Home Camelyonl7  Entity-13 Entity-30

RZ ) RZ P RQ P) R? P) R2 P) R2 p
ResNet18 0.989 0.995 0.983 0.994 0.692 0.783 0.858 1.000 0.978 0.991 0.980 0.993

Nuclear ResNet50 0.979 0.994 0.965 0.994 0.731 0.895 0.849 1.000 0.989 0.996 0.978 0.994
WRN-50-2 0.962 0.988 0.956 0.992 0.766 0.874 0.983 1.000 0.989 0.995 0.985 0.996

Average  0.977 0.993 0.968 0.993 0.730 0.850 0.916 1.000 0.989 0.995 0.989 0.995

ResNet18 0.987 0.996 0.971 0.994 0.876 0.909 0.996 1.000 0.969 0.991 0.970 0.995
ResNet50 0.991 0.994 0.980 0.995 0.829 0.944 0.999 1.000 0.960 0.995 0.957 0.996
WRNt-50-2 0.995 0.998 0.975 0.996 0.809 0.916 0.997 1.000 0.968 0.995 0.949 0.994
Average 0.991 0.997 0.976 0.995 0.837 0.923 0.998 1.000 0.966 0.994 0.959 0.995

Method Network

Ours

setting, methodology, and theoretical insights. We also empirically demonstrate the

superiority of our method in Table B.4.

1) Problem setting: GradNorm focuses on OOD detection, which aims to determine
whether a given sample is in-distribution (ID) or out-of-distribution [18, 24, 197—
199], while our method aims to estimate the test accuracy without ground-truth
test labels. It requires GradNorm should be an instance-level score for classification,
but our method is a dataset-level score for linear regression. Furthermore, in OOD
detection, the label spaces of OOD data and training data are disjoint, while in
unsupervised test accuracy, the training and the OOD label spaces are shared. The
two are also evaluated differently: AUROC score for OOD detection and correlation

coefficients for error estimation. Those differences are summarized in Table B.3.

TABLE B.3: Main differences between OOD detection and OOD error estimation.

Learning Problem ‘ Goal Scope  Metric
OOD detection Predict ID/OOD X; AUROC

OOD error estimation | Proxy to test error Dy R? and p

2) Methodology: GradNorm obtains the magnitude of gradients via a KL-divergence
loss measuring the distribution distance from the training distribution to a uniform
distribution, while our method obtains them using a standard cross entropy loss
with the specifically designed label generation strategy. GradNorm assumes that
OOD data should have a lower magnitude of gradients, but in our cases, test
data are certified to have a higher magnitude of gradients. Table B.4 presents the

performance comparison of the two methods in unsupervised accuracy estimation
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on 7 datasets across 3 types of distribution shifts with ResNet18. It illustrates
that GradNorm is inferior to our approach for unsupervised accuracy estimation

suggesting that the two problems cannot be tackled with the same tools.

3) Theoretical insights: GradNorm is certified to capture the joint information
between features and outputs to detect OOD data from the oncoming dataset.
However, the reason why OOD data have a lower magnitude of gradients is still
unclear. Our method provides clearer theoretical insights to demonstrate the
relationship between gradients and test accuracy even under distribution shift,
which further inspires future work to address generalization issues from the view of

gradients

TABLE B.4: Performance comparison between Huang et al. [1] and our methods
on 7 datasets with ResNet18. The metric used in this table is the coefficient of
determination R%. The best results are highlighted in bold.

Method ‘ CIFAR 10 CIFAR 100 TinyImageNet Office-31 Office-Home Entity-30 Living-17

[1] 0.951 0.978 0.894 0.596 0.848 0.964 0.942
Ours 0.972 0.983 0.971 0.675 0.876 0.970 0.949

B.7 Proofs

B.7.1 Proof of Theorem 5.3.1

We start by proving the following lemma.

Lemma B.7.1. For any convex function f : R” — R and any p,q > 1 such that

;ﬁ—l—éz 1, we have:

Va,b e dom(f), |f(a) - f(b)] < max {[[Vf(c)[,}- [la—b],.

ce{a,b}

Proof. Using the fact that f is convex, we have:

f(a) = f(b) <(Vf(a),a—b)
< [{Vf(a),a—b)|

< Z|Vf(a)¢ (a; — by)|

< [IVi(@lplla = bl
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where we used Holder’s inequality for the last inequality. The same argument gives:

f(b) — f(a) < [V f(b)l[p][b — all,.

Using the absolute value, we can combine the two previous results and obtain the

desired inequality. O

The proof of Theorem 5.3.1 follows from applying Lemma B.7.1 to the convex

function Lr.

B.7.2 Proof of Theorem 5.3.2

Proof. The proof follows from Theorem 5.3.1 by noting that ||ws—c||, = n||VLr(ws)||4-
[

B.7.3 Proof of Theorem 5.3.3

We start by introducing some notations. We denote Ly, the loss evaluated on a
specific data-point (x,y) ~ Pr(x,y). We can then decompose the expected loss as

L1 = Ep,(x,y)Lx,y- It follows by linearity of the expectation that

VLr = By Viry-

Then, we prove the following lemma that gives the formulation of the gradient of

the cross-entropy.

Lemma B.7.2. The gradient of the cross-entropy loss with respect to w = (wy)&_,

writes

VLiy(w) = (—y(k)x(l - s‘(d (x))k:1 )
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Proof. First, let’s compute the partial derivative of the softmax w.r.t. w; for any

ke{l,...,K}. We have:

w, x wlx w, x
3855)(}() xeWVk (Z%e X — eV )

oWy, (Z;; eng>2
=X (sf‘f)(x) - [S‘(f)(x)f) :

Using the chain rule, the partial derivative of the loss w.r.t. wj writes:

OLxy(w)  OLxy(w) Is(w,x)

ow,  0s(w,x) ow,
2
_ﬁ() X (s‘(j) (x) — [sff)(x)} ) Cify® =1
0, otherwise

= —yWx (1 -5 (x))

As the 222) are the coordinates of VL ,(w), we obtain the desired formulation.

owy,
O
We now proceed to the proof of Theorem 5.3.3.
Proof. Using the convexity of || - ||, and the Jensen inequality, we have that
IVLr ()|l = [Epp ) VLxy (@)l
< Eppep) || Lxy (@)l (Jensen inequality)
1/p
—]EPTX?J <ZZ‘_ Xz 1_Sk)( ),p)
i=1 k=1
K D 1/p
= Epp(xy) <Zy(k (1—s®(x ) (Zyxf|>
k=1 1

Mb

1/p
| p|> (k, such that y*») =1)

1/
— EPT(x,y) ((1 _ S(ky > P <

= EPT(x,y)Oé(w7 X? y) HXHp7

=1

where a(w,x,y) = (1 — sff“(x)), with k, such that y*) =1. We used the fact

that y is a one-hot vector so it has only one nonzero entry. O
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B.7.4 Proof of Remark 5.5.1

Proof. Using the reverse Minkowski inequality, as 0 < p < 1, we have that

lwslly = lle +n-VLr(ws)llp = llell, +n- [V Lr(ws)llp

= [[wsllp = llcllp = 1 [[VLr(ws) |-
In the same fashion, we have that

lelly = llws =n-VLr(ws)llp > llwsllp + - [V Lr(ws)llp

= llelly = llwsll, = 7+ [IVLr(ws) .

We obtain the desired upper bound by combining those results. O]
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Appendix for Chapter 6

C.1 Pseudo-Code of MalNo

Algorithm 4 summarizes MANO introduced in Section 6.3.2, which is a lightweight,
training-free method for unsupervised accuracy estimation using the neural network’s

outputs.

Algorithm 4: Our proposed algorithm, MANO, for unsupervised accuracy
estimation.
Input: Model f pre-trained on Dy, test dataset Dyesy = {x; fil.
Parameters: Hyperparameter p > 1.
Initialization: Empty prediction matrix Q €
Criterion: compute threshold ®(Dy.s) and choose o following Eq. equation 6.6.
for i € [1,N] do

Inference: recover logits q; = f(x;) € RX.

Normalization: obtain normalized logits o(q;) € Ag.

Update: fill the prediction matrix Q; < o(q;) following Eq. equation 6.1.

RNXK

Output Estimation score S(f, Diest) = ﬁHQHp following Eq. equation 6.2.

C.2 Related Work

Unsupervised accuracy estimation. This task aims to estimate model gener-
alization performance on unlabeled test sets. To achieve this, several directions have

been proposed. (1) Utilizing model outputs: One popular research direction is to

109
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use the model outputs on distribution-shifted data to construct a linear relationship
with the test accuracy [5, 24, 25, 27]. For example, a recent work [5] introduced
the nuclear norm of the softmax probability matrix as the accuracy estimator.
However, current approaches following this direction significantly suffer from the
overconfidence issues [111], leading to fluctuating estimation performance across
natural distribution shifts. Our work focuses on addressing this issue by balancing
logit-information completeness and overconfidence-information accumulation. (2)
Considering distribution discrepancy: another direction examines the negative rela-
tion between test accuracy and the distribution discrepancy between the training
and test datasets [7, 28, 76]. However, commonly-used distribution distances do
not guarantee stable accuracy estimation under different distribution shifts [25, 29],
and some of these methods are time-consuming on large-scale datasets due to the
requirement of training data [28]. (3) Constructing unsupervised losses: methods
such as data augmentation and multiple-classifier agreement have also been in-
troduced [26, 77-79]. However, they usually require special model architectures,

undermining their practical applicability.

Distance to decision boundaries in deep learning. Decision boundaries of
deep neural networks have been studied in various contexts. For example, some
works explore the geometric properties of deep neural networks either in the input
space [200-203] or in the weight space [204-208]. Some works apply the properties
of decision boundaries to address practical questions, such as adversarial defense
[209-211], OOD detection [212], and domain generalization [213, 214]. Similar to Li
et al. [215], MANO discusses the distance between the learned intermediate feature

to each decision boundary in the last hidden space.

Normalization in deep learning.  Normalization is a crucial technique ex-
tensively utilized across various fields in deep learning, including domain general-
ization [166, 216, 217], metric learning [218-220], face recognition [221-225] and
self-supervised learning [226]. For example, TENT [166] normalizes features of
test data using the mean value and standard deviation estimated from the target
data. Lo-constrained softmax [221] introduces Ly normalization on features. These
normalization techniques are primarily employed to adapt new samples to familiar

domains, calculate similarity, and speed up convergence. However, our proposed
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normalization focuses on reducing the negative implications of poorly calibrated

scenarios.

C.3 Background on Tsallis Entropies

The definition of Tsallis a-entropies [162] is given below.

Definition C.3.1 (Tsallis a-entropies). Let p € Ak be a probability distribution.
Let @ > 1 and k > 0. The Tsallis a~entropy is defined as:

H](p) = k(a—1)"'(1— ||pl|2)-

It is common to take k = 1 or k = é following Blon-

del et al. [163]. The Tsallis a-entropy generalizes the

o
o

Boltzmann-Gibbs theory of statistic mechanics to nonex-

HI(IE, 1~ t])
2

o
N}

tensive systems. It has been used as a measure of dis-

] R
o
N o=

2 R
o
W

order and uncertainty in many applications [227-230],

[l
=)

00 05 10

including in Machine Learning [163-165]. Moreover, they t

generalize two widely-known measures of uncertainty. FIGURE C.1:
Tsallis a-entropies
of [t,1 — t] for
tropy Hg [see 231, Appendix A.1], i.e., lim,_,; HX (p) = telo,1].

Hs(p) = — Zjilpj In(p;), while taking a = 2 leads to
the Gini index G, a popular impurity measure fo de-
cision trees [232], i.e., H} (p) = 3(1 — |[pll3) = G(p).

Tsallis entropies measure the uncertainty: the higher the entropy the greater the

Indeed, the limit case a — 1 leads to the Shannon en-

uncertainty. From a probabilistic perspective, the entropy will take high values
for uncertain probability distributions, i.e., close to the uniform distribution. We
visualize the evolution of the Tsallis entropy for varying parameters « in Figure C.1,

where the case a = 1 corresponds to the Shannon entropy.

C.4 Theoretical Insights and Proofs

In this section, we provide theoretical insights for Section 6.4 and the proofs of our

theoretical results.
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Notations. Scalar values are denoted by regular letters (e.g., parameter \),
vectors are represented in bold lowercase letters (e.g., vector x) and matrices are
represented by bold capital letters (e.g., matrix A). The i-th row of the matrix
A is denoted by A;, its j-th column is denoted by A.; and its elements are
denoted by A;;. The trace of a matrix A is denoted by Tr(A) and its transpose
by AT. The L, norm of a vector x is denoted by |/x||,, and by abuse of notation
we denote it by [|All, for a matrix A with [[A[[] = > [[All5 = >°,;|Ay[P. Let
Ak = {p € [0,1]¥| K, p; = 1} be the K-dimensional probability simplex.

C.4.1 Impact of prediction errors

Let x € Dy be a test sample with ground-truth label y € {1,..., K'}. In multi-
class classification, the softmax operator is used to approximate the posterior
probability p(y|x) [see 233, chap.4, p.198]. Reusing the notations of Section 6.4,
because of the distribution shifts between source and target, logits are subject to
a prediction bias € = (), and write f(x) = q* 4+ € where q* are ground-truth
logits. In this section, we study the impact of such bias on the approximation of

the posterior p(y|x).

Impact on the posterior approximation. Proposition 6.3.1 shows the
impact of the prediction bias on the KL divergence between the true class posterior
probabilities, assumed modeled as p = softmaxq* € Ak, and the estimated ones

s = softmax f(x) € Ag. In particular, it states that
0 < KL(pl[s) < eip, (C.1)

where € = (max;{g;} — &)x € RE. The proof is given below.
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Proof. We denote q = f(x) € RE the neural network’s outputs on a given test

sample x. We first remark that
Px
KL(plls) = 3 p 1(—)
k

= Z Pk ln( ;XP(QZ) . Z:j=1 exp(q; + 53')) (C.2)
; )

jorexp(aq;)  exp(d +ex)

— Zpk‘ In (exp(—sk) : 2= XP(d; F 8j)>.

K *
Zj:l exp(qj)

To obtain the upper-bound, we notice that

exp(q; +¢;) = exp(q;) exp(e;) < exp(q;) - max{exp(s)}.
This leads to

Sk exp(q) + &) . maxi{exp(e)} >ois, exp(a))
K * - K *
-1 exp(q;)) -1 exp(qj)

= mlax{exp(el)}. (C.3)

Using the fact that all the terms are positive and that In and exp are increasing

functions, we obtain from Eq. equation C.2 that

S piln <exp<—sk> ZumexPld 8”) <3 peln(exp(—<p) - max{exp(er)})
k

> exp(q)) k
<> prlIn(exp(max{ei})) — el

<> pr[max{er} — ]

T
= €. p.

(C.4)

Combining Eq. equation C.2 and Eq. equation C.4 gives the upper bound. O

The quantities €, is a linear transformation of the prediction bias € € R¥ and
has nonnegative entries, which means each class is overestimated, representing an
overconfident model. Proposition 6.3.1 shows that the discrepancy between the error
approximation of the posterior probabilities is controlled by the alignment between

the posterior and this extreme prediction bias. In addition, by a simple application
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of Cauchy-Schwartz in Eq. equation C.1 and using the fact that |p|| =>",_, pz <
Y w1 Pr = 1, we have KL(p||s) < |le4|[2. In particular, in the perfect situation
where € = 0, €, is equal to 0 and the softmax probabilities perfectly approximate
the posterior. In summary, Proposition 6.3.1 indicates that not only the norm of
the prediction bias but also its alignment to the posterior is responsible for the
approximation error of the posterior. In our setting, it means that logits-methods
need a low prediction bias on classes on which the model is confident such that
softmax probabilities can be reliably used to estimate accuracy. This follows our

analysis and empirical verification from Section 6.4.

A real-world example.  Although we usually tend to think that a high prediction
bias shifts the predicted posterior towards the uniform distribution, in the general
case, other situations may happen that hinder the quality of the accuracy estimation.
For example, one may think of a letter recognition task with a neural network
pre-trained on the Latin alphabet and tested on the Cyrillic one. In this case, some
prediction probabilities will be adversarial as the neural network will not be aware
of the semantic differences between the Latin “B” and the Cyrillic “B”, therefore

predicting a wrong class with high probability.

C.4.2 Choice of Threshold ®(Dy) in Eq. equation 6.6

To automatically select the appropriate normalization function in MANoO (Algo-
rithm 4), we introduced a decision threshold ®(Dieg) equal, up to a constant, to the
average KL divergence between the uniform distribution and the predicted softmax
probabilities. This stems from Tian et al. [172] that showed that this KL divergence
was a measure of the model’s uncertainty. In this section, we provide theoretical
insights into this formulation by establishing the connection between ®(Dy.s) and
the misclassification error made on the test data. We first introduce the following

lemma that is inspired from Lemma 4 in Seldin and Tishby [234].

Lemma C.4.1 (Change of measure inequality [234]). Let Z be a random variable
on{l,...,K} and pp = (ug)r € Ag and v = (1), € Ak be two probability

distributions. For any measurable function ¢): Z — R, the following inequality
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holds:

Zw ) < KL(n || v +ln<2 Vi exp @/)(k)))-

k=1

Proof. We have

> i) = e e exp((1) 2
N (Y S 1 (e
—;ukln(yk) s (cxptw) )
=KL(z | v) + ) pln <exp(¢<k))i> (Definition of KL(- || -))
1 Mk
< KL(u || v) +In (Z i exp(@b(k))%) (Jensen inequality)
k=1

]

Let u = %]1 k € Ak be the uniform probability. The test dataset writes Do =
{x;}¥, with corresponding logits q; = f(x;) and ground-truth labels Vst = {v;} Y,
(unavailable in practice). We denote the softmax probabilities by s’ = softmaxq; =
exp(q;)/ Zszl exp(q;)r € Ax. We introduce the entropy of a probability vector as
H(p) = —% Zle pPr In(pg). In particular, it is a measure of uncertainty and takes
a high value on uncertain probabilities, i.e., close to the uniform. We establish
in the following proposition the connection between the criterion ®(Dieg), the

miscalibration error, the model’s confidence, and its entropy.

Proposition C.4.2 (®(Diest ), misclassification error, confidence and entropy).

We have

1
€(Dtest7 ytest) ‘I’Z/{(Dtest) + H(Dtest) S (I)(Dtest) + ln(e + ?)7
R e N——

misclassification confidence entropy criterion
where &(Diesty Viest) = 5 Yoy (1 =88 ), U(Diest) = £ 3N KL(u || s), and
test) Jtest N i=1 i) test N i=1 )
H(Drest) = % sz\il H(s').
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Proof. For a given test sample x; € Dy, We first notice that

L(u || s Zukln(z:) :Ez —In(s}) = ln(K)—%Zln(sZ).

k=1

Similarly, we obtain KL(s || u) = Z,ﬁil st In(s}) + In(K). Combining those results

leads to
K K
KL(u || s') + KL(s" || u) EZ )+ > siIn(s})
I:( k[:(l
— KL(s' | u) = —KL(u || s - ; ; st In(s%)

Consider the function ¢ (k) = I(y; # k) that takes the value 1 when y; # k and 0
otherwise. Using Lemma C.4.1 with the measures g = s, v = u and v, and the
previous equation, we obtain

K
Zsk (y; # k) < +KL(s" || u) +ln< uy exp( yﬁék))>

WM»

k=1
K ] K

= Zskﬂ (y; # k) < —KL(u || %) Zln (si) + Zsk In(s;,) + In (Z ug exp(I(y; # k:)))
k=1 K= = —

> 1-s) <-KL(uls") - %Zln(sg) —H(s") +1In (%(K@ + 1))
(Cimisi=1)

1
< 1—-s) +KL(u | s")+H(s <——Zln +ln< K)

Summing over all the test samples and dividing by NV leads to

1 & N 1 < 1 K . 1
§ 2 DKL )+ D s )< e oS mtsh e+ ).
=1 =1 =1 1=1 k=1
:(I’(‘lgteit)

which concludes the proof by using the notations introduced in Proposition C.4.2. [J

Interpretation.  The term &(Diest, Viest), dubbed misclassification error, is the

expected error on the test set between the optimal probability on the true label
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(i.e., 1) and the predicted probability s;. It takes high values when the model makes
a lot of mistakes and low values otherwise. U(Dyest) is the expected KL divergence
on the test set between the predicted probabilities and the uniform distribution and
it measures the model’s confidence [172]. It takes high values when the predicted
probabilities are far from the uniform (confidence) and low values when they are
close to the uniform (uncertain). H(Diest) is the expected entropy on the test set
of the predicted probabilities. It takes high values when predicted probabilities are
close to the uniform and low values otherwise. Finally, ®(Dyes) is the criterion used
in Eq. 6.6 to select the proper normalization function. Proposition C.4.2 implies
®(Dyest) can take high values in three situations (the case of few mistakes but an
uncertain model is ignored as it rarely happens in practice on such a challenging
task):

1. &(Diest, Viest) is high, i.e., the model makes a lot of mistakes while being
confident 80 U (Diegt) is high and H(Dyest) is low;

2. &(Diest, Viest) 1s high, i.e., the model makes a lot of mistakes while being

uncertain so U (Dyest) is low and H(Dyest) is low;

3. &(Drest, Viest) is low, i.e., the model makes few mistakes and is confident so
U (Dyest) is high and H(Diest) is low.

In the normalization strategy SoftTrun used in MANO, we assume that a high
®(Dyest) indicates that the model is confident, and vice-versa. Indeed, we consider
that when ®(Dies) < 1, uncertainty is high and we truncate the exponential to
reduce error accumulation, while when ®(Dies) > 7, the model can be trusted
and complete information is used with the exact exponential (and we recover the
softmax). This corresponds to the last situation and follows the empirical evidence
from from Tian et al. [172] that showed that this KL divergence was small when the
uncertainty of the model was high and large for confident models. While this does
not cover all the situations, we experimentally show the benefits of ®(Diest) and
SoftTrun in Section 6.5 where MANO achieves superior performance against 11

commonly used baselines for various architectures and types of shifts on 12 datasets.
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C.4.3 Choice of n in Eq. equation 6.6

In all our experiments, we take n =5 for the selection criterion in Eq. equation 6.6.
We motivate this choice in what follows. In our setting, we consider test samples
X; € Diest drawn i.i.d. from the test distribution pr. As the model f pre-trained on
Dirain is a deterministic function, the logits q; are i.i.d. random variables and the
decision threshold ®(Dies) = — 5 SV YK In (exp(qi)k/zjil exp(qi)j> is a
random variable with mean p and variance v. Applying the Chebyshev’s inequality

leads to
1

n?

The threshold ®(Dyes) is used to determine how calibrated the model is on a given

P(|(D(Dtest) - :u| > Vﬂ) S (C5)

test dataset Diesi. Figure 6.2b shows that our proposed normalization is optimal in
poorly calibrated datasets and performs slightly below the softmax in calibrated
situations. Hence, we can afford to be conservative and we want to consider the
model calibrated only for extreme values of ®(Dyes). From Eq. equation C.5, taking
n = 5 ensures that the probability that ®(Dies;) deviates from its mean by several
standard deviations with probability smaller than 5% (% < 0.05). It should be
noted that we do not claim the optimality of this choice nor the optimality of our
automatic selection in Eq. equation 6.6. However, it is particularly difficult to define
decision rules in unsupervised and semi-supervised settings [235]. Moreover, using
Eq. equation 6.6, MANO remains suitable even when test labels are not available
which is often the case in real-world applications, and we demonstrate state-of-the-

art performance for various architecture and types of shifts in Section 6.5.

C.4.4 Distance to the hyperplane

Lemma C.4.3 (Dohmatob [236]). Let w € R™ be non zero and b € R. The
distance between any point z € R™ and the hyperplane {x|w'x + b = 0} writes
d(w,z) = [w'x+ b/ ||w]].

Proof. The proof follows the geometric intuition from Dohmatob [236]. We recall it
here for the sake of self-consistency. The distance between z and the hyperplane
H = {x € R"|w'x+ b= 0} is equal to the distance between z and its orthogonal
projection on H. We consider the line L = {z + tw|t € R} that is orthogonal to
‘H and passes through z. The desired orthogonal projection is simply the point
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z + t*w such that L and H intersects, i.e., such that

W (z+tw +b=0w'z+b=—t"|w|’

w'z+b

S == (lewll # 0)

It follows that the distance between z and H writes

T b T b
Aw.2) = Iz — 7 + || = H_u y H _Jw'z b

2
Il

C.4.5 Proof of Theorem 6.3.3

Proof. Reusing the notations introduced in Section 6.3.2 and Algorithm 4, we have
that

N
1 1 .
S(f: D)’ = 2 I1QIF = w2 >l (Definition of [|Ql],)
i=1

N
1
- N ZHU(%)HZ (Definition of Q; in Algorithm 4)
i—1

1 al P
= — ; 1— (1= |lo(a)|?)

where a = % >0 and b= % Rearranging the terms concludes the proof. [
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C.4.6 Properties of ¢

The softmax can be decomposed as softmaxq = exp(q)/ Zle exp(q)r = (¢ o
exp)(q), where ¢: RE — Ag writes ¢(u) = u/ SF  u, = u/||ul;. We extend the
1

domain of ¢ to R by setting ¢(0) = 1. The following proposition states the

properties of ¢.

Proposition C.4.4 (Properties of ¢).

1. Generalized injectivity. Vu,v € RE \ {0}, ¢(u) = ¢(v) <= Fa €

R*, st. u=av

2. Evaluation on constant inputs. Let u = alx with a > 0. Then, we
have ¢(u) = % 1g.
Proof. We start by proving the first part of Proposition C.4.4. Let u,v € R \ 0.
We have

. w vl
o) =00v) = WL =T M
a>0

Then, we prove the second part of the proposition. Let « > 0 and consider

u = alg € Rf. If « = 0, then u = 0 and by definition, ¢(u) = ¢(0) = ~1x.

Assuming a > 0, we have

v “ XILK:—ILK.

«
L TP T K

]

The first part of the proposition is dubbed “generalized injectivity” as the injectivity
can be retrieved by fixing e = 1 in Proposition C.4.4. It ensures that ¢ only has
equal outputs if the inputs are similar. To illustrate that, consider the logits
q,6 € REX. From Proposition C.4.4, having softmaxq = softmaxd is equivalent to
having exp(q) = aexp(d) for some a # 0. By positivity of both sides, it implies
a > 0, and taking the logarithm leads to q = § + In . It means that q is equal to

4 up to a fixed constant. From a learning perspective, those logits will thus have
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the same predicted label and the same normalized logits. Proposition C.4.4 shows
that using ¢ preserves the information from the neural network. In addition, if the
neural network’s output is not informative,i.e., all entries are equal, then the link

function gives equal probability to all classes.
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