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Abstract

Game theoretic models of security, and associated computational methods, have e-

merged as critical components of security posture across a broad array of domains,

including airport security and coast guard. However, the network-structured security

domains capturing a variety of realistic problems such as preventing the illegal good

smuggling, are not paid enough attentions. Many critical challenges and issues exist in

those scenarios which, however, remain to be solved, including the cooperation among

multiple adversaries, preventing adversarial flows on the network, and the planning and

learning in repeated games. Although existing work on target-structured security do-

mains has considered part of those issues, their methodologies fail to deal with the

network structure, as the adversarial activity on the network is much more complex.

This thesis provides the first models and approaches for several important network-

structured security domains: 1) the interdiction of multiple cooperative adversaries con-

necting on the network from forming powerful coalitions, 2) the interdiction of an ad-

versarial network flow, and 3) the online policy for combating the repeated attacks on

the network.

First, to address the issue of cooperation among attackers, we introduce a novel

coalitional security game (CSG) model. A CSG consists of a set of attackers connected

by a (communication or trust) network who can form coalitions as connected subgraphs

of this network so as to attack a collection of targets. A defender in a CSG can delete

a set of edges, incurring a cost for deleting each edge, with the goal of optimally limit-

ing the attackers’ ability to form effective coalitions (in terms of successfully attacking

high value targets). We first show that a CSG is, in general, hard to approximate. N-

evertheless, we develop a novel branch and price algorithm, leveraging a combination
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of column generation, relaxation, greedy approximation, and stabilization methods to

enable scalable high-quality approximations of CSG solutions on realistic problem in-

stances.

Second, focusing on the challenging task of optimally interdicting an illegal net-

work flow, we make several contributions. We propose a new Stackelberg game model

for network flow interdiction. To solve this game, we provide a novel Column and

Constraint Generation approach for computing the optimal defender strategy. We con-

duct extensive complexity analysis of the column generation subproblem. We propose

compact convex nonlinear programs for solving the subproblems. Novel greedy and

heuristic approaches for subproblems with good approximation guarantee are also in-

corporated. With these novel approaches, our approach can obtain a robust enough

solution outperforming the existing methods and heuristic baselines significantly and

scale up to realistic-sized problems according to extensive experimental evaluation.

Finally, we study repeated network interdiction games with no prior knowledge of

the adversary and the environment. We provide the first defender strategy, that enjoys

nice theoretical and practical performance guarantees, by applying the adversarial on-

line learning approach. In particular, we model the repeated network interdiction game

with no prior knowledge as an online linear optimization problem, for which a novel

and efficient online learning algorithm, SBGA, is proposed, which exploits the unique

semi-bandit feedback in network security domains. We prove that SBGA achieves sub-

linear regret against adaptive adversary, compared with both the best fixed strategy on

hindsight and a near optimal adaptive strategy. Extensive experiments also show that

SBGA significantly outperforms existing approaches with fast convergence rate.
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Chapter 1

Introduction

Security is one of the longstanding and critical issues. The challenges of security in-

clude the protection of public infrastructure, airports and ports, patrolling the nature

reserve and wildlife against poachers, interdiction of the illegal good smuggling, and

so on. One major concern of the security agencies (i.e. defenders) in those domains

is the insufficiency of the security resources, such as checkpoints, police officers, ca-

nines, inspection facilities. With limited security resources in hand, it is critical for the

defender to allocate them efficiently and effectively so that the damage caused by the

adversary’s activities is minimized. This security resource allocation problem turns out

to be complex due to the strategic behavior of the adversary. That is, the human ad-

versaries are mostly sophisticated that they can conduct surveillance on the defender’s

resource allocation at a particular time, and the adversaries can learn the defensive pat-

tern before launching an attack. In this case, a deterministic resource allocation policy

would perform extremely worse. Several other concerns such as the human behavior

and repeated interaction make the policy-making more complex.

In the past decade, game theory has become a powerful paradigm in modelling com-

plex competition and cooperation systems with multiple agents involved. In particular,

the Stackelberg security game model has become one of the standard methodologies in

complex security domains and several systems have been successfully deployed to pro-

tect airports, ports, transportation and wildlife [2–8]. In a Stackelberg security game,

there are two players, a defender, also called leader, who protects the key targets with

1
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limited resources, and an attacker, namely the follower, who can launch an attack on

one of the target. The defender commits to a mixed strategy which is a probability dis-

tribution over all possible resource allocations, while the attacker, knowing the mixed

strategy of the defender through extensive observation, launches an optimal attack. A

vast amount of efforts are put into designing efficient algorithms to solve for the opti-

mal mixed strategy for the defender by mitigating the exponentially explosive defender

strategy space [9–11]. The human behavior modelling is also well studied and several

stochastic behavior models incorporating the prospect theory and quantal response equi-

librium are proposed and applied in protecting ports and wildlife [7, 12–18]. A recent

branch of security games focuses on the planning and learning in repeated Stackelberg

security games where the goal is to design an online policy with nice properties against

unknown adversary [19–23].

(a) Cyber network

(b) Terrorist network

(c) Transportation
(d) Social network

FIGURE 1.1: Network-structured security domains.

The security domains that existing Stackelberg security game models target on can
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be roughly classified into two categories. One is the target-structured security do-

main [2–8] where both players’ actions are focusing on protecting or attacking the

individual targets. The other one is the network-structured security domain [24–30]

where the defender and the attacker are competing on a network, such as the transporta-

tion network. The actions of both players are also network-featured. For example, the

defender’s action could be an allocation of checkpoints or barriers on edges, while the

attacker’s decision is selecting one path to escape or a network flow to smuggle ille-

gal goods. Many security issues in real world occur in the network-structured security

domains, and Figure 1.1 lists several typical domains abstracted by the networks, such

as the cyber network, the terrorist network, the transportation network and the social

network.

While the target-structured security games research has progressed significantly re-

cently, the scope of research on the network-structured security domains is limited, as

most of the works in network security games1, if not all, focus on the one-shot two-

player games [24–32]. Given the significant applicability of network security games

on many real-world domains, it is of huge interest to tackle the forementioned chal-

lenges, including multiple players, human behavior modelling, uncertainties, planning

and learning in repeated games.

Along with the presentation of this thesis, we will find that, though some of these

challenges, such as the uncertainties, and the planning and learning, have been con-

sidered in security games research, in particular, the target-structured game models,

the network structure prevents us to apply their paradigms directly in network security

games. For instance, the graph topology affects the interaction of agents; The adver-

sarial behavior on the network is much more complex than that in target-structured

domains. Novel approaches and paradigms, in such case, are necessary for handling

the forementioned challenges. This thesis, for the first time, makes an attempt to ad-

dress these challenges to an extend, in the network security games. The three major

contributions towards enriching the network security games research are as follows.

1For the ease of reading, we will refer the games modelling the network-structured security domains
to the network security games.
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1.1 Combating Multiple Cooperative Adversaries

The first part of this thesis focuses on the problem of combating multiple cooperative

adversaries. In many real-world scenarios, multiple adversaries exist and are coopera-

tive with each other, sharing skills and making coordinated attacks. It is critical for the

law enforcement to interdict such cooperations [33], which leads to our consideration

of combating multiple cooperative adversaries.

Due to the geographical limits and the relationship restrictions, the cooperation of

multiple adversaries is commonly represented by networks. One typical network is the

terrorist network, which is a network connecting the terrorist groups and individuals.

There are increasing evidences of the cooperation between terrorist groups. For exam-

ple, three terrorist groups in Africa have been reported to share funds, training, and

explosive materials with each other [34], and Chechen terrorists were reported to obtain

weapons from terrorist organizations in the Middle East [35]. Various forms of coop-

eration have been spotted, including transferring funds, weapons support, training, and

other sharing of critical skills and resources.

The cooperation of terrorist groups is commonly achieved through physical commu-

nication channels. For example, front companies and charities are used for transferring

funds [36], and transportation hubs including roads, ports, and rivers are critical for the

transfer of weapons, training and coordinate attacks. An important measure to break the

ally of multiple groups is to cut off the communication channels, which is emphasized

in the U.S. strategy for combating terrorists, quoted as “The interconnected nature of

terrorist organizations necessitates that we pursue them across the geographic spectrum

to ensure that all linkages between the strong and the weak organizations are broken,

leaving each of them isolated, exposed, and vulnerable to defeat” [33].

However, the existing research on terrorist networks neglects the effective interdic-

tion of the cooperation networks. Instead, the scope of such research has been limited to

either the social network analysis of terrorist groups [37–40], or using cooperative game

theory to identify the key members in the network [41, 42]. The related work in security

games, on the other hand, tends to model the attackers as independent agents [4, 43–45].

The cooperation of multiple attackers is thus ignored in the security games research.
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In the first part of the thesis, we propose a novel Coalitional Security Game (CSG)

model, an integration of cooperative game and Stackelberg security game, to capture

the cooperation of multiple attackers and competition between the defender and attack-

ers simultaneously. In CSG, there are several attackers, such as terrorist groups and

individuals, connecting with each other on a network. The defender, on the other hand,

due to the limited security resources, can cut off a certain number of connections of the

network in order to reduce the threats of the cooperation among attackers. To measure

the risk posed by cooperative attackers and analyze the coalition formation of them, we

adapt the coalitional skill game model on the network structure. In this model, each

attacker is associated with several skills, such as financial supports, weapons reserva-

tion, training, attacking. Those skills are critical in conducting the tasks, in particular,

attacking important targets. A group of attackers can form a coalition if they can induce

a connected subgraph on the network. The skills owned by members of the same coali-

tion can be shared with each other and the value of a coalition is thus measured by the

threat of conducting attacks on high-valued targets, once the required skills necessary

for such attacks are in the skill deposits of members in this coalition.

To solve the CSG and compute the optimal interdiction strategy for the defender turn

out to be an extremely challenging task. The main challenge comes from the computa-

tional complexity, as the strategy space for the defender and the set of possible coalitions

for the attackers are both exponentially large. Besides, the coalition formation problem

is a well-known challenging problem in cooperative game theory. The scalability chal-

lenge is formally verified by our theoretical analysis of the computational complexity,

which shows that computing an optimal strategy for the defender is MAX SNP-hard,

indicating no polynomial time approximation scheme unless P=NP, and evaluating the

threat of a coalition is also NP-hard.

To overcome the computational challenges, we first formulate the decision-making

problem for the defender as an integer program with all the possible coalitions enumer-

ated. Then we develop a sophisticated branch and price algorithm, which is a combi-

nation of branch and bound, a standard paradigm for solving discrete optimization, and

column generation for solving the large scale linear program. Several novel approach-

es are proposed to improve the scalability of the branch and price algorithm. Since
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the slave problem of column generation is formulated as a bilevel mixed-integer linear

program (BMILP), we adopt a linear relaxation approximation to reformulate it as a

scalable single level MILP and a constant factor approximation guarantee is proved.

Furthermore, we provide an interior-point stabilization method to generate an interior

dual optimal solution of the master problem of column generation. The stabilized du-

al solution speeds up the convergence of column generation, and novel heuristics are

integrated to produce multiple columns in each iteration of column generation.

To test the effectiveness of our proposed algorithmic framework, we conduct exten-

sive experimental evaluation on both simulated and real-world terrorist networks. The

results show that our algorithms provide orders of magnitude improvement in speed

over the straightforward exact integer program. Furthermore, our algorithms are able

to produce scalable high-quality approximation solutions of realistic problem instances

and significantly outperform the classic heuristic search algorithms. Finally, our solu-

tions are shown to be remarkably robust against uncertainties of attacker’s payoffs.

1.2 Combating the Illegal Network Flow

Unlike the previous part which considers multiple cooperative adversaries, the rest parts

of the thesis target on a single adversary, or more generally, multiple independent adver-

saries. Instead, the main focus of the rest content is the interdiction of an illegal network

flow which captures various realistic adversarial measures, including the infectious dis-

ease propagation, enemy supply chains, and illegal goods smuggling. The second and

the third parts tackle the network flow interdiction problem using different paradigms.

In the second part, we adopt the minimax solution of the one shot two-player zero-sum

games, and aim to remedy the existing network security games research which neglects

the network flow interdiction problem. We also enrich the methodologies for solving

minimax solutions by proposing the Column and Constraint Generation (CCG) algo-

rithm, which can be regarded as the generalized version of the widely adopted double

oracle method.
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Though the minimax solution is robust and can be efficiently computed with C-

CG algorithm, it fails to exploit the history information of the interaction between the

defender and the adversary. Besides, it also poses a strong requirement of the prior

knowledge of the environment of the defender. Therefore, the third part of the thesis,

for the first time, addresses the planning and learning problem in repeated network se-

curity games. An online policy with low regret is proposed by adapting the online linear

optimization methodology with semi-bandit information into consideration.

1.2.1 Network Flow Interdiction Games

Many illegal activities on the network can be represented as a flow, and one typical

scenario is the illegal good smuggling. Preventing the illegal good flow on the trans-

portation network is a longstanding problem for the law enforcements. For example,

the U.S. government spends $1.4 billion and assigns thousands of agents to protect the

U.S.-Mexico border from the illegal drug trafficking threats. The main efforts of the il-

legal drug interdiction are contributed by the checkpoints operated by the Border Patrol

agency. However, due to the shortage of staffs, canines, and inspection facilities, only

few of the checkpoints are actually operational [46]. Randomized allocation strategies

of limited security resources are essential, especially knowing that the smugglers are

sophisticated and have the ability to observe the operational status of checkpoints.

Unfortunately, computing the optimal randomized resource allocation for network

flow interdiction is long neglected. Though the network interdiction problem is well

studied, where the interdictor aims to prevent the objective of the competitor including

the shortest path, the maximal network flow, via deletion of edges/nodes, or decreasing

edge capacity [24–28, 47], none of them consider the randomized resource allocation

strategy. While the randomized resource allocation is assumed to be not available for

some domains, it is possible and essential in effective interdiction in the smuggling do-

main [46]. Besides, randomization does lead to a drastic increase in problem complexi-

ty. While in the deterministic interdiction model, an adversary’s flow can be compactly

represented, it is not the case in randomized setting.
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Though we model the problem as two-player zero-sum game and adopt the min-

imax solution, which is widely studied and used in the network security games re-

search [29, 31, 48], their methodologies based on double oracle framework cannot be

directly applied to the network flow interdiction problem. The main reason is that, in

their models, the adversary has finite pure strategies (s-t paths), while the possible net-

work flows are infinite. With finite pure strategy space, the double oracle, based on von

Neumann’s minimax theorem, is applicable and ensures to converge to the minimax

solution. However, such conclusion collapse with infinite pure strategies, and we gen-

eralize the double oracle framework with Sion’s minimax theorem to solve the network

flow interdiction problem.

The first contribution of this part is a novel model called Network Flow Interdic-

tion Game (NFIG), which captures the randomized interdiction on adversarial activities

in network form. NFIG is a one shot two-player zero-sum game, where the defender

allocates limited security resources to operate a limited subset of checkpoints, and the

adversary plays a network flow satisfying the capacity constraints on edges. We assume

the Stackelberg leader-follower manner for NFIG, that the defender commits to a mixed

strategy first, while the adversary, knowing the defender’s mixed strategy through ex-

tensive surveillance, makes his best response. With zero-sum nature, the Stackelberg

equilibrium, Nash equilibrium and minimax solution coincide with each other.

Computing the minimax solution turns out to be extremely challenging due to the

exponentially large number of the resource allocations for the defender, and infinite

network flows for the adversary, which also makes the double oracle framework invalid

for NFIG. Thus, the second contribution of this part is a novel framework called Column

and Constraint Generation (CCG), regarded as a generalization of the double oracle

framework, which ensures the minimax solution to be obtained with finite iterations.

The third contribution of this part is the computational complexity analysis of the

subproblem of the CSG framework, as well as the novel approaches to solve the sub-

problems. We formally show that the column generation subproblem is NP-hard for

general networks by reducing the set cover problem to it, while polynomial-time solv-

able for the tree-like networks. We provide a convex integer program which solves for

the optimal solution of the column generation subproblem, as well as a polynomial-time
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greedy algorithm whose solution is proved to achieve competitive ratio. For the con-

straint generation subproblem, we also propose an exact convex integer program, and a

competitive heuristic algorithm based on the Variable Neighborhood Search (VNS). Ex-

tensive experimental evaluation shows that our CCG framework with novel approaches

for subproblems can scale up to realistic-sized NFIG instances and significantly outper-

form baseline approaches.

1.2.2 Repeated Network Interdiction Games

While minimax solution shares several nice properties, especially that it guarantees the

defender the value of the game, it may not be the perfect solution for all network flow in-

terdiction problems. In fact, two major shortcomings of the minimax solution drive us to

propose an alternative solution. First, the effectiveness of the minimax solution strong-

ly relies on the prior knowledge of the environment, such as the capacities and other

parameters, and the perfectly rational model for the adversary’s behavior. Although the

value of the game is guaranteed regardless of the actual adversary’s behavior model,

the optimality of the minimax solution is weakened if the adversary deviates from the

best response. Second, although the minimax solution seems to be fair to adopt for one

shot game, many network flow interdiction problems involve the repeated interactions

between the defender and the adversary. For example, the drug seizure happens almost

daily and thousands tons of drugs are reported to be seized on land within the United

States per year [49].

Adversarial online learning is a suitable paradigm for planning against an adversary

based on historical information. While there are several existing works in target-based

security games domain focusing on the planning in repeated games [19–23, 50], to the

best of our knowledge, this thesis is the first to study the planning and learning in net-

work security games. The most relevant work is the one by Xu et al. [23] applying

online learning approaches to provide online policy for the defender in the repeated

target-based Stackelberg security games. Though their work inspires our adoption of

online learning paradigm in repeated network interdiction problem, this application is

in fact non-trivial, since the problem is naturally formulated as an online submodular
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maximization problem due to the problem structure. While the state-of-the-art learn-

ing algorithms for online submodular maximization problem fail to achieve convincing

performance [51], we successfully transform the repeated network interdiction problem

into an online linear optimization, for which low-regret solution is available. Howev-

er, existing algorithms for online linear optimization fail to exploit the special property

of the network interdiction domain [52, 53], that the defender has more information

than they expect. We call such information the semi-bandit feedback, in particular, the

amount of interdicted flow at each operated checkpoint.

Thus, in the third part of this thesis, we propose a new online learning algorithm,

which exploits the semi-bandit feedback, called Semi-Bandit style Geometric decision

algorithm against an Adaptive adversary (SBGA) to provide online decisions for the

defender. We formally prove that SBGA achieves O(T 2/3) regret against adaptive ad-

versary who can adjust his actions according to the full information of the history in-

teractions. Furthermore, we also prove a low regret bound of SBGA with a competitive

near optimal adaptive defender strategy as the benchmark. Extensive experimental eval-

uation demonstrates that our approach significantly outperforms existing online learning

algorithms and achieves much faster convergence rate.

1.3 Thesis Overview

The structure of this thesis is organized as follows: Chapter 2 discusses background

material and related work to provide the context of this thesis. Chapter 3 considers

security games with multiple cooperative adversaries on the network. Chapter 4 inves-

tigates network flow interdiction problems from the perspective of two-player zero-sum

games. Chapter 5 explores the repeated interactions in network security games using

online learning paradigm. Chapter 6 summarizes the thesis and presents possible direc-

tions for future work. The notations used in Chapters 2-5 are listed at the end of this

thesis following an alphabet order.



Chapter 2

Background

This chapter reviews the background knowledge which supports this thesis with fun-

damental theorems, models and algorithms. The topics discussed in this thesis fall

into the research area called security games which applies game theoretical reasoning,

large-scale optimization and online learning to optimize the usage of limited security

resources. The overview of the security games literature is given in Section 2.3, and

before that, we introduce the fundamental models and theorems in game theory. We

first present the normal form game model and the popular Nash equilibrium and the

Stackelberg equilibrium for the normal form game in Section 2.1. We then discuss an

important game philosophy called the zero-sum game, and the well known minimax

theorem, which plays the key role in designing strategy generation algorithms for solv-

ing large-scale zero-sum games such as the double oracle and the column and constraint

generation (Chapter 4). In Section 2.2, we illustrate the basic online convex and linear

optimization models and algorithms for studying the repeated game plays. In partic-

ular, we review two widely used online optimization strategies, follow the perturbed

leader and BGA, which inspire us to propose the SBGA algorithm for repeated network

interdiction problem in Chapter 5.

11
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C1 C2

R1 2,1 4,0
R2 1,0 3,2

TABLE 2.1: A simple example of two-player strategic form game.

2.1 Game Theory

Game theory is the study of mathematical models for the confliction and cooperation

among intelligent rational decision-makers. The widely adopted representation in game

theory is the normal form game, also called the strategic form game.

Definition 2.1. A strategic form game is composed of

• a set of players N ,

• a set of actions or pure strategies Ai for each player i,

• a payoff function ui : A→ R for each player i.

Table 2.1 shows the payoff matrix of a simple two-player strategic form game, where

the row player has two actions R1 and R2 while the column player has actions C1 and

C2. In order to determine the outcome of the game, we must specify any additional

information on the proceeding of the game and the players’ model of the other players.

In simultaneous-move and non-cooperative situations, each player will assume that the

other players are rational and choose the actions to maximize their payoffs. In the

example shown in table 2.1, the column player can reason that the row player will never

play action R2 as the payoff of playing R1 is always higher regardless of the action

chosen by the column player. Given that the row player will play R1 for sure, the action

maximizing the payoff of the column player is C1. The outcome where row player

plays R1 and column player chooses C1 is an equilibrium in the sense that no player has

incentive to deviate individually.

Although the example shown in table 2.1 has an equilibrium with only one pure

strategy for each player, this may not always be the case. For example, if we slightly

modify the payoff matrix as shown in table 2.2, we can easily verify that at each outcome
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C1 C2

R1 3,1 2,2
R2 1,3 3,2

TABLE 2.2: An example of two-player strategic form game with no pure strategy
equilibrium.

composed with pure strategies for both players, at least one player has incentive to

deviate and play the other action for higher payoff. In general, we are interested in the

randomized action selection of the player, called the mixed strategy. The mixed strategy

σi of player i is a probability distribution over all possible actions Ai and σi(ai) denotes

the probability of selecting action ai. Denote by ∆Ai the simplex set of all possible

probability distributions over Ai. Let σ = (σ1, ..., σN) denote the strategy profile of all

players, and σ−i = (σ1, ..., σi−1, σi+1, ..., σN) be the strategy profile for players except i.

The support set of a mixed strategy is the set of pure strategies with positive probability.

The widely used solution concept in simultaneous-move and non-cooperative game is

Nash equilibrium, an outcome where no player has incentive to deviate by playing a

different (mixed) strategy. Referring the utility — the expected payoff — of each player

i as Ui(σi, σ−i) with respect to the mixed strategy profile σ, the Nash equilibrium is thus

an outcome σ∗ satisfying

Ui(σ
∗
i , σ

∗
−i) ≥ Ui(σi, σ

∗
−i) ∀i ∈ N, σi ∈ ∆Ai . (2.1)

2.1.1 Stackelberg Games

In many resource allocation problems in security domain, the Stackelberg game mod-

el, also called the leader-follower game, is adopted instead of the simultaneous-move

game [54]. There are two players in the Stackelberg game, a leader and a follower. That

is, N = {l, f}. The game is played in two stages. The leader first declares a mixed

strategy σl, after which the follower, knowing the the strategy committed by the leader,

chooses his strategy σf to play. While it seems harmful for the leader to expose her

strategy to the follower, the Stackelberg commitment turns out to be an advantage of
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the leader [55]. Take the game in table 2.1 as an example. Let the row player be the

leader. Instead of following the simultaneous-move equilibrium and playing action R1,

the row player can declare that action R2 is always played. Under such circumstance,

the column player will select action C2 since it is the best response action against R2

for the column player. The commitment brings the row player a payoff of 3, higher than

2 in the Nash equilibrium.

The prevailing solution concept in the Stackelberg game literature is called the

Strong Stackelberg Equilibrium (SSE), which consists of a leader strategy and a fol-

lower response function g : ∆Al → ∆Af . In SSE, the follower response function g

always returns the best response strategy. When multiple best response strategies exist

for the follower, the response function g in SSE will break the tie in favor of the leader.

The formal definition of SSE is as follows.

Definition 2.2. 〈σ∗l , g(σ∗l )〉 forms an SSE if and only if

• Ul(σ∗l , g(σ∗l )) ≥ Ul(σl, g(σl)) ∀σl ∈ ∆Al ,

• Uf (σl, g(σl)) ≥ Uf (σl, σf ) ∀σl ∈ ∆Al , σf ∈ ∆Af ,

• Ul(σl, g(σl)) ≥ Ul(σl, σf ) ∀σl ∈ ∆Al , σf ∈ BR(σl).

BR(σl) = arg max
σf∈∆

Af

Uf (σl, σf ) denotes the set of best response strategies for the fol-

lower.

2.1.2 Zero-sum Games

The two-player zero-sum game is closely related to this thesis. The players are still

referred as N = {l, f}. In zero-sum game, the payoffs of both players always sum up

to zero for any strategy profile. The zero-sum game is well studied and shares several

critical properties from both the theoretical and computational standpoints, the signifi-

cant one of which is that the Nash equilibrium, maximin and minimax all give the same

solutions. Since the maximin formulation naturally returns the SSE solution, the SSE

in the zero-sum game is equivalent with the Nash equilibrium in terms of the leader
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Algorithm 1: Double Oracle Framework
1 Initialize A′l with random leader actions;
2 Initialize A′f with random follower actions;
3 repeat
4 (σl, σf )← CoreLP (A′l, A

′
f );

5 A′l ← A′l ∪ {LeaderOracle(σf )};
6 A′f ← A′f ∪ {FollowerOracle(σl)};
7 until convergence;
8 return (σl, σf ).

strategy. The leader’s equilibrium strategy can thus be obtained by solving the maximin

linear program in time polynomial in the size of the payoff matrix as follows.

max
σl

Ul (2.2a)

s.t. Ul ≤
∑
al∈Al

σl(al)ul(al, af ) ∀af ∈ Af (2.2b)∑
al∈Al

σl(al) = 1 (2.2c)

σl ≥ 0. (2.2d)

2.1.2.1 Double Oracle

Although the maximin LP (2.2) can be solved in time polynomial in the size of the pay-

off matrix, in many complex problems, the strategy spaces Al and Af can be extremely

large. For example, in the simplest security game model, the size of the strategy space

for the defender is the combinatorial number Cm
n where m and n denote the numbers

of resources and targets respectively. It is even impractical to enumerate all the strate-

gies for large-scale instances. Double oracle algorithm is widely used to mitigate the

scalability issue of solving large-scale zero-sum games, especially in security game lit-

erature. The double oracle algorithm takes the maximin LP (2.2) as a core, for which

we denoted as CoreLP, and incrementally enlarges the strategy spaces of both players.

Double oracle algorithm is useful in practice since the support sets of the equilibrium

strategies for both players are often limited compared with the extremely large strategy

spaces. The basic framework of double oracle is illustrated in Algorithm 1. The al-

gorithm starts from a restricted game where only few random actions for both players
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are considered. The CoreLP is solved on the restricted game with strategy spaces A′l

and A′f for both players. The (Nash) equilibrium profile (σl, σf ) is obtained for the

restricted game, which may not be the equilibrium profile for the original game with

strategy spaces Al and Af . Thus, two oracles are called to solve for the best responses

for both players from Al and Af , denoted by LeaderOracle and FollowerOracle. The

best responses are added to the restricted strategy spaces A′l and A′f , and the proce-

dure is repeatedly executed, until the convergence criterion is met. The commonly used

criterion is that both oracles return the best responses already existing in the restricted

strategy spaces. In the worst case, the restricted strategy spaces will grow until they

contain all the possible strategies in Al and Af , which are finite. Therefore, the algo-

rithm will eventually terminate with finite iterations, and the returned strategy profile is

proved to the equilibrium for the original game [56]. The computationally costly part of

the double oracle algorithm is solving the two oracles which search the best responses

from the entire strategy spaces Al and Af . The novelty of most adoption of the double

oracle framework lies in designing efficient algorithms to solve these oracles.

2.1.2.2 Minimax Theorem

The guarantee of equilibrium to be obtained with double oracle algorithm is proved

by the minimax theorem, in particular, the von Neumann’s minimax theorem, which

is widely acknowledged as the starting point of the game theory. The von Neumann’s

minimax theorem states that for two-player zero-sum game with finite pure strategies,

the minimax value equals the maximin value. The formal statement is as follows.

Theorem 2.3 (von Neumann’s minimax theorem). For two-player zero-sum game with

N = {l, f} and finite actions for each player, we have

max
σl

min
σf

Ul(σl, σf ) = min
σf

max
σl

Ul(σl, σf ) = v. (2.3)

The value v is also referred as the value of the game. In this thesis, however, we

encounter a zero-sum game on the network where an action of the attacker (follower)

is the flow on the network. Thus, the action space of the attacker is infinite, and the
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convergence of the double oracle cannot be guaranteed. More importantly, the direct

adoption of double oracle is extremely inefficient. In other words, the strategy space of

the attacker is no longer a simplex, while a general convex set instead. Therefore, this

thesis proposes a generalized version of double oracle framework which is based on the

general minimax theorem, called Sion’s minimax theorem [57].

Theorem 2.4 (Sion’s minimax theorem). Let X be a compact convex subset of a linear

topological space and Y a convex subset of a linear topological space. If f is a real-

valued function on X × Y with

• f(x, ·) upper semi-continuous and quasi-concave on Y , ∀x ∈ X , and

• f(·, y) lower semi-continuous and quasi-convex on X , ∀y ∈ Y

then,

min
x∈X

sup
y∈Y

f(x, y) = sup
y∈Y

min
x∈X

f(x, y). (2.4)

This thesis will adopt the following weak version of Sion’s minimax theorem.

Theorem 2.5 (weak version of Sion’s minimax theorem). Let X ⊂ Rn and Y ⊂ Rn be

compact convex sets. If f : X×Y → R is a continuous function that is convex-concave,

i.e.

• f(·, y) : X → R is convex for fixed y, and

• f(x, ·) : Y → R is concave for fixed x

then,

min
x∈X

max
y∈Y

f(x, y) = max
y∈Y

min
x∈X

f(x, y). (2.5)

2.1.3 Coalitional Games

In the previous sections, we focus on illustrating the non-cooperative games. In the real

world, it is common for agents to cooperate with others through binding agreements,

such as contracts, about the distribution of payoffs or the choice of strategies. The
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cooperative game theory studies the rational outcome in such content and has attracted

significantly increasing attentions in recent years. The cooperative game is also called

coalitional game, which is populated with non-empty set N = {1, ..., n} of players. A

coalition is a subset of players N , denoted as C. The grand coalition is the set N of all

players. The widely adopted representation of the game in cooperative game theory is

the characteristic function game, defined as follows.

Definition 2.6. A characteristic function game is featured with a pair (N, v), where

N = {1, ..., n} is a finite, non-empty set of players, and v : 2N → R is a characteristic

function, which maps each coalition C ⊆ N to a real number v(C). The number v(C)

is usually referred as the value of the coalition C.

Given a coalitional game, we are interested in the possible outcomes that self-

interested and rational agents agree with. An outcome of a characteristic function con-

sists of two parts:

• a partition of players into disjoint coalitions, called a coalition structure; and

• a payoff vector, which distributes the value of each coalition among its members.

The formal definition of an outcome is as follows.

Definition 2.7. Given a characteristic function game G = (N, v), a coalition structure

over N is a collection of non-empty subsets CS = {C1, ..., Ck} such that

•
⋃k
j=1C

j = N , and

• Ci ∩ Cj = ∅ for any i, j ∈ {1, ..., k} such that i 6= j.

A vector y = (y1, ..., yn) ∈ Rn is a payoff vector for a coalition structure CS =

{C1, ..., Ck} over N if

• yi ≥ 0 for all i ∈ N , and

•
∑

i∈Cj yi = v(Cj) for any j ∈ {1, ..., k}.
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The pair (CS,y) form an outcome of the game.

One subclass of the characteristic function game that has nice properties is the super-

additive game. The superadditivity is a strong property which makes it always profitable

for any pair of coalitions to join forces.

Definition 2.8. A characteristic function game G = (N, v) is said to be superadditive

if it satisfies v(C ∪D) ≥ v(C) + v(D) for every pair of disjoint coalitions C,D ⊆ N .

Stability is a critical measurement of an outcome. A stable outcome means that no

subset of players has an incentive to deviate. The solution concept for stability is the

core, which is the set of stable outcomes.

Definition 2.9. The core C(G) of a characteristic function game G = (N, v) is the set

of all outcomes (CS,y) such that
∑

i∈C yi ≥ v(C) for every C ⊆ N .

2.1.3.1 Coalitional Skill Games

The coalitional game model proposed in this thesis is based on the coalitional skill

game [58], which is composed of a set N = {1, ..., n} of agents, a set T of tasks, and a

set S of skills. Each agent i has a set of skills Si ⊂ S, and each task t ∈ T requires a set

of skills S(t) ⊂ S. The set of skills a coalition C has is denoted by S(C) = ∪i∈CSi. A

coalition C can conduct task t if S(t) ⊆ S(C), and the set of tasks the coalition C can

perform is T (C) = {t ∈ T |S(t) ⊆ S(C)}. There is a task value function u : 2T → R

maps a subset of the tasks a coalition achieves into a real number. In the characteristic

function game representation, the characteristic function of the coalitional skill game

maps each coalition C ⊆ N to a real number v(C) such that v(C) = u(T (C)).

2.2 Online Convex Optimization

The online convex optimization and more broadly, the online learning, are domains

closely related to the game theory, especially the repeated games. The online convex

optimization can be casted into a process of repeated interactions between a learner and
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an adversary. The online convex optimization is studied based on the following elegant

model:

Online Convex Optimization (OCO)

input: A convex set S ⊂ Rn

for t = 1, 2, ...

. predict a vector wt ∈ S

. receive a convex loss function f t : S → R

. suffer loss f t(wt)

At iteration t, the learner picks a decision point wt from a convex set S. After the

learner has committed to this choice, a convex loss function f t ∈ F is revealed by the

adversary. Here F is the bounded family of loss functions available for the adversary.

The learner thus suffers a loss f t(wt). In the full information setting, the learner will

then know the loss function f t chosen by the adversary, while in the bandit setting,

the learner has no knowledge of the loss function f t except the value f t(wt) on the

chosen decision point. There are two types of adversary in the literature. The oblivious

adversary is the one who decides the sequence of loss functions for t = 1, ..., T at the

very beginning of the process and cannot change them during the play. The adaptive

adversary, on the other hand, determines the loss function f t ahead of each iteration t

with full knowledge of the learner’s previous predictions. This thesis focuses on the

bandit setting with adaptive adversary which is suitable for the domain studied here.

Let Ht denote the history information by time t (inclusive), i.e., Ht =

(f 1,w1, ..., f t,wt), and let Hl
t be the history information available for the learner by

time t, i.e., Hl
t = (w1, f 1(w1), ...,wt, f t(wt)). Let V be an adaptive adversary model

which returns a possibly randomized loss function f t ∈ F given the history informa-

tion Ht−1. The goal in online convex optimization is to propose an algorithm A for the

learner to make the sequential decisions, which provides a possibly randomized deci-

sion point wt in set S given a certain game history Hl
t−1 for the learner. The widely

adopted metric for the performance of the algorithm A in online convex optimization

is regret, which measures the difference between the loss the learner has incurred and
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that of the best fixed decision in hindsight. Given an (adaptive) adversary model V and

an online algorithm A, for one trail of learning process with whole history information

f 1,w1, ...., fT ,wT , the regret of the algorithm A for this trail is defined as

RT (HT ) =
T∑
t=1

f t(wt)−min
w∈S

T∑
t=1

f t(w). (2.6)

Due to the possible randomness inside the algorithm A and the adversary model V , we

are interested in minimizing the expected regret, defined as

RT (V ,A) = E
H∼〈V,A〉

[RT (HT )]. (2.7)

Intuitively, an algorithm performs well if the expected regret is sublinear as a function

of T against any adversary model, i.e., RT (V ,A) = o(T ), since this implies that on

average the algorithm performs as well as the best fixed strategy in hindsight.

2.2.1 Online Linear Optimization

Online linear optimization is a subclass of online convex optimization where at each

round t, the loss function f t(w) = ct · w for some cost vector ct. Two algorithms

for online linear optimization related to this thesis are presented here: Follow the Per-

turbed Leader (FPL) in the full information setting and BGA, standing for Bandit-style

Geometric decision algorithm against an Adaptive adversary for the bandit setting.

2.2.1.1 Follow the Perturbed Leader

In full information setting, a straightforward policy is always picking the decision point

which is the best fixed point so far, i.e., wt ∈ arg min
w∈S

∑t−1
k=1 ck ·w. This simple policy

is termed as Follow the Leader (FTL). However, such policy can perform extremely

worse sometimes. Consider S = [−1, 1], let f 1(w) = 1
2
w, and let f t for t = 2, ..., T

alternate between −w or w. It is easy to see that FTL solution will keep shifting be-

tween wt = −1 and wt = 1, always making the wrong choice. The intuition behind
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Algorithm 2: Follow the Perturbed Leader
1 Parameter: ε, S ⊂ Rn
2 for t = 1, ..., T do
3 Choose zt ∈ Rn at random from the cube [0, 1

ε ]
n

4 Return decision point wt ∈ arg min
w∈S

(
∑t−1

k=1 c
k + zt) ·w

the potential poor performance of FTL is that the solution is not stable. Various mea-

sures are available to mitigate this issue. By posing a regularization term on the loss

functions, we obtain the Regularized Follow the Leader (RFTL) algorithm. In this the-

sis, we discuss another algorithm in detail, called Follow the Perturbed Leader (FPL).

FPL poses a randomized noise on the cumulative loss function and picks the best fixed

point in hindsight according to the perturbed loss. This regularizes the strategy shifting

between consecutive iterations. FPL is illustrated in Algorithm 2. With delicate setting

of parameters, FPL can achieve O(
√
T ) regret as a function of T .

2.2.1.2 BGA

Algorithm 3: BGA
1 Parameter: γ and ε, where ε is a parameter of GEX
2 Fixed a basis B = {b1, ...,bn} ⊆ S
3 for t = 1, ..., T do
4 Let χt = 1 with probability γ and χt = 0 otherwise
5 if χt = 0 then
6 Select wt from the distribution GEX(ĉ1, ..., ĉt−1)
7 Incur loss lt = ct ·wt

8 ĉt = 0 ∈ Rn

9 else
10 Draw j uniformly at random from {1, ..., n}
11 wt = bj

12 Incur loss lt = ct ·wt

13 Define ˆ̀t by ˆ̀t
i = 0 ∀i 6= j and ˆ̀t

j = (n/γ)lt

14 ĉt = (B†)−1 ˆ̀t

The major challenge in designing the low-regret algorithm for bandit setting is the

well-known exploration vs. exploitation tradeoff. In bandit setting, learner usually

keeps an estimation of the previous loss functions. BGA is an algorithm with separated

exploration and exploitation processes. In BGA, the exploitation means applying the
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full information algorithm such as FPL on the “imagined” online linear optimization

process with estimated loss functions instead. The exploration, on the other hand, refers

to randomized sampling of decision to obtain an accurate estimation of the loss function.

BGA is illustrated in detail in Algorithm 3. B is a basis in S. With probability

γ, BGA randomly samples a base bj from B, and incurs loss lt. ˆ̀t is an estimator of

`t which is defined as follows. `ti = ct · bi for i = 1, ..., n. Since BGA works on

bandit setting, the learner only observes `tj which is lt. ˆ̀t is defined in the way shown

in the algorithm. It is easy to verify that ˆ̀t is an unbiased estimator of `t since E
γ,j

[ˆ̀ti] =

P (γ = 1) · P (j = i)nc
t·bi
γ

= `ti for any i ∈ {1, ..., n}. Thus, ĉt is also an unbiased

estimator of the cost ct. With probability 1 − γ, BGA applies the GEX (Geometric

Experts algorithm) for the full observation problem on the “imagined” learning process

with estimated cost ĉt instead. In this thesis, we adopt the FPL as the realization of

GEX. With delicate setting of parameters, BGA achieves O(T 2/3) regret.

2.3 Security Games

One critical challenge in most security domains is the insufficiency of security re-

sources, such as patrollers, inspection facilities, checkpoints and so on. The security

game applies the game theoretical methodology to propose the solution for the security

agency on the allocation of limited resources. The Stackelberg security game (SSG)

is the most widely adopted model in many security domains. In the basic SSG model,

there is a set of targets protected by the defender with limited resources against a sophis-

ticated attacker. Such targets include public infrastructures, ports and air ports, wildlife

and nature reserves, and so on. The pure strategy of the defender is thus a resource allo-

cation and the attacker’s pure strategy is simply a target to attack. The mixed strategies

of both players follow the natural definition shown in Section 2.1. Note that this basic

model can be generalized to many complex security problems, where the strategies of

both players are more sophisticated, as we will show in the following chapters of this

thesis. SSG adopts the Stackelberg game to model the interaction between a defender
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(i.e. leader) and an attacker (i.e. follower), where the defender moves first and com-

mits to a mixed strategy, while the attacker observes the defender’s mixed strategy1 and

takes a best response. The solution concept adopted in SSG is the strong Stackelberg

equilibrium (Definition 2.2).

The SSG model has been extensively studied and used by various security appli-

cations in the past decade. Inspired by Conitzer and Sandholm who study the compu-

tational complexity of the optimal commitment in Stackelberg games [59], the DOB-

SS algorithm is proposed to (implicitly) solve the strong Stackelberg equilibrium in

Bayesian security games with a mixed-integer quadratic program [9]. DOBSS becomes

the core of the ARMOR system which helps to schedule the allocation of checkpoints

at the exits of the LAX airport against the adversary of unknown type [2]. The term

Stackelberg security game is first adopted by Kiekintveld et al. who also explicitly use

the strong Stackelberg equilibrium as the solution concept, which then becomes the s-

tandard solution in SSG [10]. Since then, a vast amount of efforts are put into designing

scalable algorithms to address the exponentially explosive defender’s strategy space,

in order to solve the realistic-sized problems. To name a few, the ERASER solution

algorithm exploits the special payoff structure of the security games to improve the ef-

ficiency [10], and the ASPEN algorithm applies the branch and price methodology to

solve large scale security games with resource constraints [11]. Those approaches are

widely adopted in many deployed systems, such as IRIS for dispatching air marshals

for Federal Air Marshal Service (FAMS) [3], and GUARDS for national scale airport

protection [5].

2.3.1 Robustness and Human Behavior Modelling in Security

Games

Since the great initial success of SSG in protecting airports and flights [2, 3, 5], the

uncertainties and human behavior modelling attract significant attentions in security

games, for the aim of more realistic models. Various types of uncertainties may exist in

1The attacker’s full observability on the defender’s mixed strategy is commonly justified by the un-
limited surveillance of pure strategy realizations [2, 10].
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security games. To name a few, the attacker in standard SSG has access to the defend-

er’s mixed strategy, as the attacker can conduct enough observations of the realization

of the mixed strategy. However, the attacker in reality only has limited surveillance

capability and the observation uncertainty exists. Besides, the attacker in standard SSG

is assumed to be perfectly rational, while in the real world, the attacker may deviate

from his optimal response unless the marginal benefit of doing so is large enough. Pi-

ta et al. [14] make the first attempt in security games to address such uncertainties, and

propose programs based on the maximin metric to solve for the robust solution. Nguyen

et al. [15] propose the minimax regret, instead of maximin-based solution, as a metric

of robustness and consider the uncertainty of the defender’s evaluation of the payoff

structure of the attacker. An et al. consider the cost of surveillance for the attacker and

model the attacker’s decision-making with a Markov Decision Process [60, 61]. Jiang

et al. [7] study the uncertainty of the execution of the defending measure (interruptions)

and model such uncertainty using the Markov Decision Processes. The corresponding

system, called TRUST, is deployed in LA metro rail system for scheduling the patrols.

Human behavior modelling is an important technique to exploit the attacker’s po-

tential deviation from the best response for better defender strategy. The related works

on human behavior modelling in security games are mostly based on two fundamental

theories: Prospect Theory [12] and Quantal Response Equilibrium (QRE) [13]. Yang

et al. are the first to introduce the Quantal Response (QR) model into the security game

context [16]. Efficient algorithm to compute the QRE in security games is proposed

in [17] and the PROTECT system based on QRE solution is deployed to protect the

ports of the United States [6]. While the quantal response is based on the expected util-

ity, Nguyen et al. integrate the so called subjective utility function (SU) into QR model

and the resulting SUQR model shows superior predictive power over QR model as it

captures the dependency of the human’s stochastic behavior on the individual informa-

tion, rather than the expected utility [62]. The SUQR model is applied in PAW system

to improve the wildlife ranger patrols and protect the wildlife reservation [8].
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2.3.2 Learning and Planning in Repeated Security Games

In recent years, the so called green security games [18] have drawn significant attention-

s in the protection of nature reservation and fishery and prevention of illegal poaching

and fishing. The green security domains share several properties which differ them

from the protection of public infrastructure, and one critical property of them is that

the interactions between adversaries (i.e. poachers and illegal fishers) and the defender

are frequent and repeated. Such repeated interactions make it possible for the defender

to learn from history the adversary’s behavior and to plan against the unknown adver-

sary. Qian et al. consider the asymmetric information of the game that the protectors

may have less information about the state such as the distribution and richness of the

resources than extractors [19]. The adversary behavior model is fixed empirically ac-

cording to the historical observations, and the planning for the defender is modelled

as a POMDP. Kar et al. propose a model named SHARP which models the adaptive

behavior of the adversary in repeated security games [50].

Learning Stackelberg strategy in repeated games has received increasing attention-

s recently. Marecki et al. study the repeated Bayesian Stackelberg game where the

leader has a prior belief about the distribution of follower type and plays mixed strat-

egy each time [20]. The Monte-Carlo tree search algorithm is adopted to balance the

exploration and exploitation. Letchford et al. propose a learning problem in repeated

Stackelberg games where the leader samples a probability distribution from the sim-

plex and observes the follower’s best response [21]. The goal of the learning problem

is to minimizing the number of calls to the follower best response oracle necessary to

finding the optimal Stackelberg mixed strategy for the leader. It is shown that polyno-

mial number (in the representation of the game) of queries to the follower best response

oracle are sufficient to learn a sufficiently near-optimal strategy [22]. Xu et al. apply

the online learning framework, in particular, an FPL variant algorithm, to solve for a

low-regret policy for the defender in repeated security games with no prior knowledge

of the adversary’s behavior pattern, by casting the repeated security games as an online

combinatorial multi-armed bandit problem [23].
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2.3.3 Network-structured Security Games

The previously discussed security domains can be abstracted as target-based domains,

while a lot of others domains can be abstracted as networks, or graphs, such as prevent-

ing the illegal drug smuggling on the transportation network, interdicting the escaping

path of a bank robber, stopping the spread of negative influence on the social network,

and so on. The security game on such domain is played on a network G = (V,E),

where V is the vertex set and E represents a set of edges, either directed or undirected.

Each edge may be associated with a per-unit flow cost and a capacity. The attacker

tries to optimize its objective over the network, such as the shortest path, the maximum

flow, and the minimum cost flow. The defender aims to alter the network to maximally

impair the attacker’s objective. For example, the defender can allocate the checkpoints

on the edges to interdict probably a proportion of the network flow, or increase the cost

on the edges. The network-structured security games are mostly zero-sum. The gen-

eral minimax formulation of network-structured security games can be represented as

min
x∈X

max
y∈Y

Uf (x,y) where x and y represent the defender’s strategy and attacker’s strate-

gy respectively. For example, in the case of allocating checkpoints on edges to interdict

the attacker’s maximum network flow, x can be an allocation and X is the set of all

combinatorial allocations, or x can be a probability distribution over all possible alloca-

tions, i.e., a mixed strategy, and X thus becomes a simplex; y is a network flow and Y

is the set of feasible network flows satisfying the capacity constraints. The realization

of the general formulation is highly problem-dependent.

Network-structured security problems have been studied in a limited scope. In the

network interdiction problem [47], we are given a weighted, directed or undirected

graph, and our goal is minimizing the flow through the graph via deletion of edges/n-

odes (other goals — such as maximizing the shortest path, increasing detection prob-

ability — and other interdiction methods — such as decreasing edge capacity — have

been studied as well [24–28]. Other works study stochastic network interdiction where

the interdiction action is successful with some known probability p [63, 64]. Most of

the network interdiction problem work, if not all, focus on the pure defender strategy

or deterministic measure. The recent progress of Stackelberg security games inspires
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computing the optimal mixed defender strategy in realistic-sized problem instances.

Jain et al. model the urban security problem as a network security game where the de-

fender allocates limited checkpoints on roads to interdict an escaping adversary who

selects path to certain exit nodes [29]. Due to the exponentially large strategy spaces

for both players, a double oracle framework (see Sec. 2.1.2.1) is applied to solve for

the minimax mixed strategy for the defender. Efficient oracles are then proposed to

scale up to realistic-sized urban security instances [48]. The double oracle framework

then becomes a standard technique to solve for the optimal mixed strategy for the de-

fender in network security games. For example, Wang et al. focus on the randomized

monitoring of suspects to detect a potential terrorist plots [30]; Yin and An study the

patrol of marine protected areas and build a transition graph to take into account the

time factor [32].

2.4 Chapter Summary

This chapter reviews the background materials for understanding this thesis, which are

composed by game theoretical reasoning, large-scale optimization and online convex

optimization. We demonstrate the fundamental concepts in game theory, including the

Nash equilibrium, the Stackelberg equilibrium, the minimax theorem and the coalition-

al games. When it comes to the repeated game plays, the online convex optimization

techniques are introduced, especially the online linear optimization, which is simple to

model various game structures. We illustrate two popular online learning algorithms,

follow the perturbed leader and BGA, which will play an important role in Chapter 5,

where we propose a BGA variant called SBGA by exploiting the semi-bandit feed-

back of a specific network security domain. Giving an overview of the security games

literature, this thesis contributes to the security games community by significantly en-

larging the scope the network security research and introducing various novel models

and methodologies for several critical network security domains.



Chapter 3

Combating the Cooperation of

Multiple Adversaries on the Network

This chapter addresses the problem of interdicting the cooperation of multiple attackers

to alleviate the potential risk. There is increasing evidence that attackers, be it terrorists

or cyber attackers, communicate extensively and form coalitions that can dramatically

increase their ability to achieve malicious goals [65]. To name a few, three terrorist

groups in Africa have been reported to share funds, training, and explosive materials

with each other [34], and Chechen terrorists were reported to obtain weapons from

terrorist organizations in the Middle East [35]. Such sharing of skills and resources

among terrorist groups is common because it significantly increases their capability of

achieving malicious goals, such as attacking high-value targets.

An important means to prevent individual terrorist groups from forming powerful

coalitions is to cut off connections between them. This can be done by blocking their

bank accounts, increasing surveillance of strategic exchange points, setting sentries in

arterial roads, etc. However, since it is impractical to block all possible ways attackers

can communicate, a central decision problem is to choose a subset of such connections

to block so as to minimize expected efficacy of formed coalitions and resulting attacks.

Addressing this problem entails several challenges: i) the set of possible combinations

of edges to cut is exponential in the number of connections among attackers; ii) the

number of possible coalitions to account for is exponential in the number of attackers;

29
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iii) coalition stability is an important consideration in assessing which coalitions will

form, and it significantly increases problem difficulty; iv) the decision space of attack-

ers includes the choice of targets to attack, which must also be accounted for by the

defender.

While there is existing research on terrorist networks, it has been limited in scope

to either social network analysis of terrorist groups [37–40], or using cooperative game

theory as a means for identifying key members of terrorist networks [41, 42]. The

related research in security games, on the other hand, tends to model attackers as in-

dependent actors (indeed, only a single attack by a single attacker or group is typically

considered) [4, 43–45]. The ability and proclivity of attackers to form coalitions is,

therefore, largely ignored within the security games research.

This chapter makes several contributions for combating cooperative adversaries.

First, a formal Coalitional Security Game (CSG) model is introduced to address the

problem of optimally inhibiting formation of attack coalitions. Second, it is shown that

the associated problem is MAX SNP-hard for the defender, indicating no polynomi-

al time approximation scheme unless P=NP, and the decision problem is NP-hard for

the attackers. Third, to overcome the computational challenges, a sophisticated branch

and price algorithm is developed, involving a novel combination of column generation

and linear programming relaxation. Since the slave problem of column generation is

formulated as a bilevel mixed-integer linear program (BMILP), the performance of the

algorithm is further improved by using a novel linear relaxation approximation to refor-

mulate the slave problem as an easily solvable single level MILP with formal constant

factor approximation guarantee. Furthermore, an interior-point stabilization method is

presented to improve convergence properties of column generation by generating an in-

terior dual optimal solution of the master problem, associated with novel heuristics for

generating multiple columns in each iteration to support the linear relaxation approxi-

mation and further speed up the column generation. Finally, extensive experimental re-

sults show that these algorithms 1) provide orders of magnitude improvement in speed

over the exact integer programming solution; 2) enable scalable high-quality approx-

imation solutions of realistic CSG problem instances, outperforming existing classic
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FIGURE 3.1: Mideast terrorist network [1].

heuristic search algorithms significantly; and 3) are remarkably robust against uncer-

tainties of attackers’ payoffs.

The rest of the chapter is organized as follows: Section 3.1 illustrates the motivating

domain in this work. Section 3.2 presents the Coalitional Security Game (CSG) model.

The complexity of CSG is analyzed in Section 3.3. Section 3.4 provides the branch and

price framework to solve the defender’s decision-making problem. The key component

inside the framework— the column generation— is explained in detail in Section 3.5.

Section 3.6 shows the experimental evaluation of proposed methods. Finally, the chap-

ter is summarized in Section 3.7.

3.1 Cooperation Among Terrorist Groups and Organi-

zations

Cooperation among terrorist groups is common and necessary for their survival. Dur-

ing the past few decades, almost half of terrorist groups have had an ally [65]. Vari-

ous kinds of cooperation are found among them, including transferring funds, weapons
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support, training, and other sharing of critical skills and resources. For example, the Al-

Taqwa banking system financed the activities of multiple terrorist organizations, includ-

ing Hamas [36]. Levitt [36] pointed out that there is significant overlap and cooperation

between Palestinian terrorist groups like Hamas and other groups, such as al-Qaeda in

the area of terrorist financing and logistical support. In 2000, Al-Qaeda held training

camps which served as open universities, educating terrorists from a wide array of local

and international terrorist groups [66]. Terrorist groups also cooperate with each other

to coordinate attacks. For example, the Popular Resistance Committee (PRC) is a con-

glomeration of members of Islamic Jihad, Hamas and the various terrorist groups, and

has conducted several infamous terrorist attacks, including the roadside bombing attack

in February 14, 2002 [67].

Since cooperation among terrorist groups is achieved through communication chan-

nels, such as front companies, charities for transferring funds [36], and transportation

hubs including roadways, ports, and rivers for weapon supply, training, and coordinated

attacks, an important measure for preventing terrorist groups from forming coalitions is

to cut off connections among them. For example, in 2003, FBI Assistant Director John

Pistole testified to Congress that investigations into the financial activities of terrorist

supporters in the United States helped prevent four different terror attacks abroad [68].

More broadly, the US strategy for combating terrorism asserts that “The interconnected

nature of terrorist organizations necessitates that we pursue them across the geographic

spectrum to ensure that all linkages between the strong and the weak organizations are

broken, leaving each of them isolated, exposed, and vulnerable to defeat” [33].

In order to cut connections among terrorist groups, security agencies can shut down

the front companies and charities, which are providing and transferring money for ter-

rorist groups, to stem the flow of funds among terrorist groups [36]. Besides, blocking

critical transportation hubs can significantly reduce efficiency of coordination attempts

such as weapon support and terrorist training. Nevertheless, activities aimed at inhibit-

ing communication among attackers, such as blocking roadways by setting sentries are

costly, and it is infeasible to cut all the connections among terrorist groups. This mo-

tivates our investigation of optimal allocation of security resources to block attacker
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linkages, taking into account the associated costs, as well as the nature of coalitions that

would form as a result.

3.2 Coalitional Security Games

A coalitional security game (CSG) is modeled based on a coalitional skill game [58]

(Sec. 2.1.3.1), and consists of T types of targets, each with a large number of copies.1

There is a set N of terrorists (individuals or groups) who want to attack these targets.

Each terrorist i has a set Si of skills, and attacking a target of type t ∈ T requires a set

S(t) of skills. Let S =
⋃
i∈N Si. We assume S(t) ⊆ S for all t ∈ T without loss of

generality. Each type t ∈ T has a value pt > 0 for the terrorists. Typically, each terrorist

i has a capacity mis ∈ N for each of his skills s ∈ Si, so that he can use s in at most mis

attacks. For example, a terrorist can provide weapons for a certain number of terrorist

attacks.

The terrorists form coalitions to share skills to launch more attacks. Similar to ex-

isting work [42], we use a graph G = (N,E) to represent the cooperation network of

terrorists, where N is the set of terrorists and E is the set of edges representing connec-

tions between pairs of terrorists. We denote by (i, j) an edge connecting terrorists i and

j. A set C ⊆ N of terrorists can form into a coalition only when the induced subgraph

GC = (C,E(C)) is connected, where E(C) = {(i, j) ∈ E|i ∈ C, j ∈ C}. We use the

set C to represent the coalition formed.

A terrorist coalition can choose multiple targets to attack simultaneously, so long

as it possesses sufficient required skills and resources. For example, in 2008, a group

of terrorists carried out a series of twelve coordinated shooting and bombing attacks in

Mumbai [69], and in the September 11 attack, 4 airplanes were hijacked to attack several

targets in 3 different cities. We model these types of threats through the definition of the

value of a coalition. Formally, let a = 〈at〉 be an attacking plan of a coalition C, where

at is the number of targets of type t that coalition C plans to attack. An attacking plan

1This is a reasonable assumption, since there is a large pool of potential targets of terrorism around
the world.
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a is feasible if ∑
t∈T, s∈S(t)

at ≤
∑

i∈C, s∈Si
mis, ∀s ∈ S, (3.1)

The payoff u(a) for an attacking plan a is the sum of values of all targets attacked,

i.e., u(a) =
∑

t atpt. We assume that terrorists are utility-maximizers. Thus, once a

coalition is formed, they choose an attack plan which maximizes payoff over all feasible

plans. The value v(C) of a coalition C is defined as the maximum achievable payoff,

i.e.,

v(C) = maxa: satisfying Eq.(3.1) u(a) (3.2)

We use a payoff vector y = 〈yi〉≥ 0 to denote the payoff for each terrorist i. A payoff

vector represents how the value of every coalition is divided among their members,

so that for a coalition structure CS (i.e., a partition of N into disjoint coalitions) we

require
∑

i∈C yi ≤ v(C) for any C ∈ CS. The pair (CS,y) is called an outcome of a

coalitional game.

3.2.1 Stable Coalition Structure

Since the terrorists are self-interested and profit driven, we assume that a coalition struc-

ture CS formed by attackers must be stable in the sense that any subset of attackers has

no (or little) incentive to break off into another coalition for higher payoff. To enforce

coalition structure stability in this sense, we adopt the widely-used solution concept of

ε-core [70].

Definition 1 (ε-core). The ε-core, for ε > 0, is the set of all outcomes (CS,y) such that

for any coalition C ⊆ N ,
∑

i∈C yi ≥ v(C)− ε.

Attackers always prefer the outcome (CS,y) in ε-core with as lower ε value as

possible, and the minimal value ε∗ for which the ε-core is non-empty is called the least-

core value of the game, with the corresponding ε∗-core called the least-core. For a

coalition structure CS, if there exists an outcome (CS,y) in the least-core, we call

CS a stable coalition structure. Although computing the least-core is extremely hard

for general coalitional games [70], given the coalition value function v defined in E-

q.(3.2), the coalitional game turns out to be superadditive (LEMMA 3.1). In this case,
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the attackers are willing to form as large coalitions as they can, and the coalition struc-

ture CS∗, whose induced subgraphs are all connected components, is a stable coalition

structure (LEMMA 3.2).

Lemma 3.1. Given the value function defined in Eq.(3.2), the terrorists’ coalitional

game G = (N, v) is superadditive, i.e., v(C ∪ D) ≥ v(C) + v(D) for every pair of

disjoint coalitions C,D ⊆ N .

Proof. For any pair of disjoint coalitionsC,D ⊆ N , let aC and aD be the corresponding

optimal attacking plans, and v(C) =
∑

t a
C
t pt and v(D) =

∑
t a

D
t pt. For coalition C ∪

D, the attacking plan aC∪D, where aC∪Dt = aCt +aDt , is feasible since
∑

t∈T, s∈S(t)(a
C
t +

aDt ) ≤
∑

i∈C∪D, s∈Simis ∀s ∈ S. Therefore, v(C ∪D) ≥ v(C) + v(D).

Lemma 3.2. The coalition structure consisting of all coalitions whose induced sub-

graphs are connected components of graph G(N,E) is a stable coalition structure, and

it has the maximum total value among all coalition structures.

Proof. Since a coalition cannot be formed by terrorists in different connected compo-

nents of G, we can consider each connected component independently.

Let G′ = (N ′, E ′) be a connected component of G. Let (CS,y) be an outcome

of G′ in the least-core. Now if all terrorists in G′ forms into one coalition N ′ (i.e.,

the grand coalition whose induced subgraph is G′), we have v(N ′) ≥
∑

C∈CS v(C)

due to superadditivity. Therefore, we obtain a new outcome (CS∗,y∗) = ({N ′},y +
v(N ′)−

∑
C∈CS v(C)

|N ′| ), such that y∗ � y and
∑

i∈C y
∗
i ≥

∑
i∈C yi ≥ v(C) − ε∗ > 0 for

all C ⊆ N ′. This means (CS∗,y∗) is in the least-core of G′. Obviously, CS∗ has the

maximum value since v(N ′) ≥
∑

C∈CS v(C) holds for arbitrary CS. Applying the

result to all connected components, we can obtain a stable coalition structure consisting

of all coalitions whose induced subgraphs are connected components of G.

3.2.2 Defender Strategy

The defender’s goal is to optimally cut off connections among terrorists to minimize

threat due to attacks by formed coalitions. We use a symmetric matrix B = 〈Bij〉
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to represent the defender’s strategy, such that Bij = 1 if edge (i, j) is blocked and

Bij = 0 otherwise. We let Bii = 0 for all i ∈ N . Blocking an edge (i, j) incurs a cost,

λij . When the defender adopts strategy B, the blocked edges are removed from the

network, resulting in a new network G(B) = (N,E(B)) where E(B) = E\{(i, j) ∈

E|Bij = 1}. Given B, the attackers play a coalitional skill game on the induced graph

G(B) = (N,E(B)), and form a coalition structure CS∗(B) consisting of all coalitions

whose induced subgraphs are connected components of G(B). The defender’s utility is

then

Ud(B) = −
∑

C∈CS∗(B)
v(C)−

∑
(i,j)∈E

Bijλij (3.3)

3.3 Complexity Analysis

We first investigate the computational complexity of finding the optimal strategies for

both the defender and the attackers, and show that the defender’s and the attackers’

decision-making problems are MAX SNP-hard and NP-hard respectively.

3.3.1 Defender’s Decision-making Problem

We reduce the k-TERMINAL CUT problem [71], whose MAX SNP-hardness has been

proved for any fixed k ≥ 3, to the defender’s decision-making problem by a linear

reduction which preserves the approximation property (MAX SNP-hardness) [72]. The

following definitions will be useful to introduce our key result (THEOREM 3.3).

Definition 2 (k-TERMINAL CUT). Given a graphG = (N,E), a setH={h1, · · · , hk}

of k specified vertices or terminals, and a positive weight wij for each edge (i, j) ∈ E,

find a minimum weight set of edges E∗ ⊆ E such that the removal of E∗ from E

disconnects each terminal from all the other terminals.

Definition 3 (Linear reduction). Let A and B be two optimization problems (either

maximization or minimization). We say that A linearly reduces to B if there are two

polynomial time algorithms f and g and constants α, β > 0 such that:
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1. Given an instance a of A, algorithm f produces an instance b = f(a) of B such

that the cost (objective value) of an optimal solution for b, opt(b), is at most

α · opt(a).

2. Given a, b = f(a), and any solution y of b, algorithm g produces a solution x of

a such that |cost(x)− opt(a)| ≤ β|cost(y)− opt(b)|, where cost(x) and cost(y)

refer to the objective values of x and y.

Theorem 3.3. Finding an optimal defender strategy for a coalitional security game is

MAX SNP-hard.

Proof. Let a and b be instances of 3-TERMINAL CUT and defender’s decision-making

problem respectively1. Let E ′ and B be solutions for a and b correspondingly, and

opt(a), opt(b) are costs of the optimal solutions for a and b respectively, i.e., the costs

of optimal cutsE∗ and optimal defender strategy B∗. We first present a polynomial time

algorithm f to reduce 3-TERMINAL CUT to defender’s decision-making problem.

Here for any input instance a = 〈G,H,w〉, f outputs an instance b of defender’s

decision-making problem with the following components.

1. G as the cooperation network, and N (nodes of G) as the set of terrorists. The

blocking cost λij of edge (i, j) ∈ E equals to wij .

2. S = {s1, s2, s3, s4} as the skill set; Sh1 = {s1, s4}, Sh2 = {s2, s4} and Sh3 =

{s3, s4} as skills for terrorists h1, h2 and h3 who are referred to as the terminal

attackers; Si = {s4} as skill for all the other terrorists i /∈ {h1, h2, h3}; and

mis = 1 for all i ∈ N , s ∈ S.

3. A set T of four target types {t1, t2, t3, t4} with S(t1) = {s1, s2, s4}, S(t2) =

{s1, s3, s4}, S(t3) = {s2, s3, s4} and S(t4) = {s1, s2, s3, s4}; and p1 = p2 =

p3 = M > Wmax · |E| and p4 = 2M in which Wmax = max(i,j)∈E λij .

Obviously, f reduces a to b in polynomial time. For a given defender strategy B, the

cost2 is cost(B) =
∑

(i,j)∈E wijBij + F̃B, where F̃B = 0 if any two terminal attackers

1Our procedure of reduction from 3-TERMINAL CUT problem can be easily extended to the reduc-
tion from any k-TERMINAL CUT problem with fixed k ≥ 3.

2The cost here is the defender’s total loss, i.e., −Ud(B).
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are not connected under B, F̃B = M if any two terminal attackers are connected while

the rest one is disconnected to both of them, and F̃B = 2M if all three terminals are

connected. Then we can have a polynomial time algorithm g, which simply constructs

a solution E ′ = {(i, j)|Bij = 1} for a from the solution B of b = f(a).

Next, we will show that there exists a constant α such that opt(b), is at most α ·

opt(a). Let the optimal solution of a be E∗, i.e., opt(a) =
∑

(i,j)∈E∗ wij . Let B∗ be a

solution of b, such that B∗ij = 1 if (i, j) ∈ E∗, and B∗ij = 0 otherwise. We show by

contradiction that B∗ is the optimal solution of b.

Suppose the optimal defender strategy is another one B. We have cost(B∗) −

cost(B) =
∑

(i,j)∈E wij(B
∗
ij − Bij)− F̃B since F̃B∗ = 0. If F̃B = 0, which means that

any two terminals are not connected under B, then according to the fact that E∗ is the

minimum weight set of edges such that the removal of them disconnects each terminal

from all the others, we have cost(B∗)− cost(B) =
∑

(i,j)∈E wij(B
∗
ij−Bij) ≤ 0, which

means that B∗ is optimal. Otherwise, F̃B 6= 0, we have F̃B ≥ M > Wmax · |E|. It fol-

lows that cost(B∗)−cost(B) <
∑

(i,j)∈E wijB
∗
ij−Wmax·|E| ≤ 0, which contradicts that

B is optimal. We conclude that B∗ is optimal to b. Therefore, opt(b) = opt(a)⇒ α = 1

is a satisfying constant.

Finally, when β = 1, |cost(E ′)−opt(a)| ≤ |cost(E ′)+F̃B−opt(a)| = β|cost(B)−

opt(b)| holds for any B. We conclude that the transformation is a linear reduction, and

the defender’s decision-making problem is MAX SNP-hard.

Theorem 3.3 indicates that computing an optimal defender strategy does not admit a

polynomial time approximation scheme unless P=NP. Indeed, what makes the defend-

er’s problem particularly challenging is the fact that the attacker’s problem is hard as

well, as we will demonstrate later.

3.3.2 Attackers’ Decision-making Problem

For a given coalitionC, the attackers’ decision-making problem of choosing the optimal

attacking plan a is NP-hard, as the following theorem asserts.
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Theorem 3.4. Computing attackers’ optimal attacking plan is NP-hard.

Proof. We reduce EXACT-COVER, an NP-complete problem, to coalition’s decision-

making problem. The EXACT-COVER is defined as follows: Given a finite set Q

and a collection CQ of subsets of Q, does CQ contain an exact cover for Q, i.e., a

subcollection CQ′ ⊆ CQ such that every element in Q occurs in exactly one member

of CQ′?

The reduction can be done as follows. First, let the set of skills S = Q, and the

number of attackers |C| = |Q|. For each attacker i, let Si = {si}. For each member

Qj ∈ CQ, we assign a target tj into T with S(tj) = {si|qi ∈ Qj}, where qi is the i-th

element of Q, with value pj = |S(tj)|. Let mis = 1 for any attacker i and skill s.

Next, we show that the optimal attacking plan a satisfies u(a) ≥ |Q| if and only if

EXACT-COVER has a “yes” solution.

If direction: If there exists a “yes” solution to EXACT-COVER and CQ∗ is the

corresponding exact cover of Q, then the attacking plan a, where aj = 1 when

Qj ∈ CQ∗, and aj = 0 otherwise, satisfies u(a) ≥ |Q| since u(a) =
∑

j ajpj =∑
Qj∈CQ∗ |S(tj)| = |Q|.

Only if direction: The attacker has an optimal attacking plan a satisfying u(a) ≥

|Q| only if EXACT-COVER has a “yes” solution. According to Eq.(3.1), any attacking

plan a attacking two targets t′, t′′ such that S(t′) ∩ S(t′′) 6= ∅ is not feasible since

at′ + at′′ >
∑

i∈C, s∈Simis = 1 for s ∈ S(t′) and s ∈ S(t′′). Thus u(a) < |Q| holds for

any feasible attacking plan if CQ has no exact cover for Q.

Therefore, we conclude that computing the optimal plan a for attackers is NP-hard.

Despite these rather negative results, we nevertheless undertake the task of devising a

method for computing optimal CSG solutions, showing the challenges can be overcome

for realistic problem instances, even if not in the worst case.



Chapter 4. Combating the Cooperation of Multiple Adversaries on the Network 40

3.4 Solution Approach

We now turn to the computational issues in CSGs. We first propose an integer program

(IP) to solve it exactly. Since the IP has an exponentially many variables, we propose a

branch and price algorithm to tackle it.

3.4.1 Coalition Enumeration Approach

We start with the IP computing the optimal solution. Suppose C is the set of all coali-

tions for which the induced subgraphs on G = (N,E) are connected, and Ck ∈ C is

the k-th coalition in C with coalition value denoted by vk. Let αki = 1 if i ∈ Ck and

αki = 0 otherwise. Let the binary variables x represent the attackers’ strategy of form-

ing a coalition structure CS, such that xk = 1 if Ck ∈ CS and xk = 0 otherwise. If

we suppose that all coalitions in Ck ∈ C, as well as their associated values vk, have

been precomputed, the defender’s optimization problem can be formulated as the fol-

lowing integer program, where the objective is minimizing the defender’s loss while

Eqs.(3.4b)–(3.4c) ensure that the stable coalition structure is formed:

min
x,B

∑
Ck∈C

vkxk +
∑

(i,j)∈E
Bijλij (3.4a)

s.t.
∑

Ck∈C
αkixk = 1 i ∈ N (3.4b)∑

Ck∈C
αkiαkjxk ≥ 1−Bij (i, j) ∈ E (3.4c)

x ∈ {0, 1}|C|,B ∈ {0, 1}|N |×|N | (3.4d)

Eq.(3.4b) ensures that each attacker is in exactly one coalition, so that CS denoted by

x is a partition of N . Eq.(3.4c) means that once an edge (i, j) ∈ E is not blocked by

the defender, i.e., Bij = 0, then i and j must be in the same coalition of CS. Let CB
be the set of coalitions whose induced subgraphs are connected components of G(B).

According to Eqs.(3.4b)–(3.4c), for a feasible solution x, xk = 1 if and only if Ck ∈ CB
or Ck is a superset of several coalitions in CB. With the superadditive coalition’s value

and the minimizing objective, the solution x with xk = 1 for Ck ∈ CB is always optimal

for a fixed defender strategy B, corresponding with LEMMA 3.2.



Chapter 4. Combating the Cooperation of Multiple Adversaries on the Network 41

Although IP (3.4) can obtain the optimal defender strategy B∗, it has exponentially

many (|C|+|E|) variables, which makes it impossible to scale up to large game instances

with standard branch and cut method adopted by popular commercial solvers, such as

CPLEX. Therefore, we propose a branch and price framework, which combines branch

and bound and column generation.

3.4.2 Branch and Price Framework

Before we introduce our branch and price framework, the following lemma shows that

the exponentially large number of binary variables x in IP (3.4) can be relaxed without

sacrificing optimality (note that B remains to be binary). This observation will be useful

to significantly reduce the size of the branch and bound tree.

Lemma 3.5. The formulation (3.4) is equivalent to its relaxed formulation where x is

continuous.

An auxiliary Proposition is provided for proving Lemma 3.5 as follows:

Proposition 1. For any feasible solution x of MILP (3.4), xk is non-zero only if the

induced subgraph ofCk is a connected component itself or consists of several connected

components of graph G(B) (i.e., the remaining graph after defender’s blocking).

Proof of Proposition 1. To prove Proposition 1, we show that for a feasible solution x

with an xk̂ > 0 corresponding to coalition Ck̂, if a vertex i ∈ Ck̂, then all vertices

connected to i in G(B) is also in Ck̂. Considering the contrary, given a solution x with

xk̂ > 0 for Ck̂, if there exists an edge (̂i, ĵ) not blocked by the defender (i.e., Bîĵ = 0),

such that î ∈ Ck̂ while ĵ /∈ Ck̂, i.e., αk̂î = 1 and αk̂ĵ = 0, then according to Eq.(3.4c),

we have:
∑

k αkîαkĵxk =
∑

k:k 6=k̂ αkîαkĵxk ≥ 1 since αk̂ĵ = 0. Therefore, we have∑
k αkixk =

∑
k:k 6=k̂ αkixk + xk̂ ≥

∑
k:k 6=k̂ αkîαkĵxk + xk̂ ≥ 1 + xk̂ > 1, which is a

contradiction since
∑

k αkixk = 1 according to Eq.(3.4b).

Proof of Lemma 3.5. We will prove Lemma 3.5 by showing that for any binary solution

B, the optimal solution x for the formulation (3.4) is always binary.
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LetK be the set of connected components ofG(B), and let C ′ be the set of coalitions

whose induced subgraphs are connected components themselves or consist of several

connected components of G(B). Let Kl denote the l-th connected component inK, and

for a coalition C ∈ C ′, let βCl = 1 if the induced subgraph of C is Kl itself or consists

of Kl, and βCl = 0 otherwise. According to Proposition 1, a feasible x can only take

positive values on coalitions in C ′. Therefore, we can treat the connected components

as the basic elements of forming coalitions, and reformulate the solution x as x̃ defined

on C ′. Thus, we have that every connected component Kl has a total coverage of 1,

∑
C∈C′

βCl x̃C = 1 ∀Kl ∈ K (3.5)

and the minimized objective becomes:
∑

C∈C′ v(C)x̃C +
∑

(i,j)∈E Bijλij . For any

fixed defender strategy B, since the coalition’s value is superadditive, we have that

v(C) ≥
∑

Kl∈K β
C
l ṽ(Kl) where ṽ(Kl) is the value of coalition whose induced subgraph

isKl. In this case, for any x, we have:
∑

C∈C′ v(C)x̃C ≥
∑

Kl∈K ṽ(Kl)
∑

C∈C′ β
C
l x̃C =∑

Kl∈K ṽ(Kl) according to Eq.(3.5), which means that the binary solution x, which

takes value of 1 for those coalitions whose induced subgraphs are connected compo-

nents of G(B) and 0 otherwise, is optimal to relaxed formulation (3.4).

Figure 3.2 shows the flow of the branch and price framework. The left part of the

figure shows the classic branch and bound tree of solving IP (3.4) (with x being relaxed),

where the root node in the tree corresponds to the IP (3.4) and it keeps an upper bound

(UB) on its optimal objective, which can be the objective value of any feasible solution

of IP (3.4). For each created node (an integer program), a lower bound (LB) is obtained

by further relaxing variable B. We refer to the fully relaxed formulation LP relaxation,

and denote by B̃∗ its optimal solution. Two basic operators in branch and bound are

pruning and branching. A node is pruned once its LB is not less than UB or B̃∗ is

integral. Otherwise, the branching operator will be conducted on a fractional variable

Bij in B̃∗, and two child nodes will be created, one by fixing Bij to 0 and the other

with Bij = 1. Once a node happens to obtain an LB with B̃∗ being integral, the UB

of root node will be updated as UB = min{LB,UB}. The method terminates when all
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leaf nodes are pruned, and the final UB of root node will be equal to the optimum of

IP (3.4).

Since the LP relaxation of each node in the branch and bound tree has an exponential

number of variables, we use column generation to iteratively compute LB and B̃∗ as

illustrated by the right part of the Figure 3.2. Column generation begins by a master LP

with a small subset of variables, and solves the slave problem to add new column(s) or

variable(s) with negative reduced cost(s) to the master LP, then resolves the master LP,

repeating until no such column(s) exists. The column generation approach terminates

with the optimal relaxed solution B̃∗.

The central challenge and novelty of any column generation approach is how to

efficiently compute which columns to add, and to guarantee that when this computation

adds no new columns, the solution is optimal. The issues involved in adapting a column

generation method to our setting are sufficiently non-trivial as to warrant a separate

section.

𝐔𝐁 

𝐋𝐁 ≥ 𝐔𝐁 or 
𝐁 ∗integral 

pruning 

𝐋𝐁 < 𝐔𝐁 and 
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FIGURE 3.2: Branch and price framework.
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3.5 Column Generation

The LP relaxation at each node in Figure 3.2 is decomposed into master and slave

problems for column generation. The former solves for the relaxed defender strategy

B̃, given a restricted set of coalitions C ′ ⊂ C. The objective for the slave is updated

based on the solution of the master, and the slave is solved to identify the best new

coalition to be added to the C ′ of the master problem, as measured by reduced cost

(explained later). If no new column can improve the solution the algorithm terminates

with an optimal solution.

3.5.1 Master Problem

The master problem (3.6) starts with a small set of coalitions C ′ ⊂ C and solves for the

optimal relaxed defender strategy B̃∗. Note that Eqs.(3.6a)-(3.6c) have ensured x ≤ 1

and B̃ ≤ 1.

min
x,B̃

∑
Ck∈C′

vkxk +
∑

(i,j)∈E
B̃ijλij (3.6a)

s.t.
∑

Ck∈C′
αkixk = 1 i ∈ N (3.6b)∑

Ck∈C′
αkiαkjxk ≥ 1− B̃ij (i, j) ∈ E (3.6c)

x≥ 0, B̃≥ 0 (3.6d)

Let f and g be dual variables of master constraints (3.6b) and (3.6c) respectively. After

the master problem is solved, the optimal dual solution (f∗,g∗) is computed and passed

to the slave problem for finding the column (coalition) to add to the current C ′, as we

will discuss later.

3.5.1.1 Interior Point Stabilization

Before the slave problem is introduced, it is necessary to understand that the optimal

dual solution (f∗,g∗) plays a critical role in generating a good column. Since the s-

tandard technique computes an optimal dual solution, which is an extreme point of the
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optimal dual polyhedron and can be characterized by very large values for some dual

variables, an Interior Point Stabilization (IPS) method [73] is adopted to compute an

optimal dual solution taking values in the center (or at least the interior) of the master

problem’s optimal dual polyhedron by averaging several extreme points of the optimal

dual polyhedron.

The basic idea of IPS is as follows: once the master problem is solved and the op-

timal solution (x∗, B̃∗) is obtained, we can depict a polyhedron D of the dual master

problem confined by the complementary slackness conditions [74]. To obtain an ex-

treme point of D, we can simply define a random objective function µT f +ωTg where

µ,ω ∼ U(0, 1), i.e., each element of µ and ω is uniformly distributed between 0 and

1, and solve the corresponding LP: (Dµ,ω) = min(f ,g)∈D µ
T f + ωTg. After solving

several instances of (Dµ,ω) with multiple random objective coefficients (µ,ω), we can

get some extreme points of D. Taking the average of these extreme points provides an

interior point of D that gives much more centered dual values. The pseudo-code of IPS

is given by Algorithm 4.

Algorithm 4: Interior Point Stabilization (IPS)
Input: M
Output: an interior point (f int,gint) of D

1 Counter = 0, f int= 0, gint= 0;
2 while Counter < M do
3 Counter = Counter + 1;
4 randomly generate objective coefficient (µ,ω);
5 solve the (Dµ,ω) and (D−µ,−ω) to get two extreme points (f∗µ,ω,g

∗
µ,ω) and

(f∗−µ,−ω,g
∗
−µ,−ω);

6 f int = f int + (f∗µ,ω + f∗−µ,−ω)/2M ;
7 gint = gint + (g∗µ,ω + g∗−µ,−ω)/2M ;

8 return (f int,gint);

Once the master problem is solved to optimality, let C̃ and Ẽ be defined as the

set of coalitions and edges for which xk > 0 and Bij > 0 (i.e., some of the basic

columns), and let Ê be the set of edges for which the constraint (3.6c) is not tight.

Using complementary slackness conditions, the optimal dual polyhedron D of master
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problem containing all optimal values for f and g is defined by

∑
i∈Ck

fi +
∑

(i,j)∈E:i,j∈Ck

gij ≤ vk ∀Ck ∈ C ′\C̃ (3.7a)

∑
i∈Ck

fi +
∑

(i,j)∈E:i,j∈Ck

gij = vk ∀Ck ∈ C̃ (3.7b)

gij ≤ λij ∀(i, j) ∈ E\Ẽ (3.7c)

gij = λij ∀(i, j) ∈ Ẽ (3.7d)

gij ≥ 0 ∀(i, j) ∈ E\Ê (3.7e)

gij = 0 ∀(i, j) ∈ Ê (3.7f)

fi ∈ R ∀i ∈ N (3.7g)

To obtain an extreme point of D, we can define a random objective function µT f +

ωTg where µ,ω ∼ U(0, 1), i.e., each element of µ and ω is uniformly distributed

between 0 and 1, and solve the following LP, denoted by (Dµ,ω), with a simplex based

method:

min
f ,g

∑
i∈N

µifi +
∑

(i,j)∈E

ωijgij (3.8a)

s.t. Eqs.(3.7a)–(3.7g) (3.8b)

Different instances of (Dµ,ω) can be generated by defining multiple objective coeffi-

cients (µ,ω) and thus several extreme points ofD can be obtained. SinceD is a convex

set, any convex combination of its extreme points will lie within it. In particular, if we

take the average of all obtained extreme points, we should obtain an interior point of

D that gives much more centered dual values. Noticed that in Algorithm 4, for each

objective coefficient (µ,ω) generated randomly, both problems (Dµ,ω) and (D−µ,−ω)

are solved in order to favor the identification of distant extreme points.

3.5.2 Slave Problem

The slave problem finds the best column (coalition) to add to the current coalitions in C ′.

This is done using reduced cost, which captures the total change in the defender’s utility
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if a candidate coalition is added to C ′. The candidate coalition with minimum reduced

cost improves the defender’s utility most [74]. The reduced cost rk of coalition Ck, as-

sociated with variable xk, is given in Eq.(3.9), where the dual solution (f∗,g∗) measures

the influence of the associated constraint on the objective and can be calculated using

standard techniques or the IPS method.

rk = vk −
∑

i∈N
αkif

∗
i −

∑
(i,j)∈E

αkiαkjg
∗
ij (3.9)

The slave problem then boils down to solving mink rk (i.e., minimizing reduced cost).

Clearly, if we were to simply iterate through all coalitions k (of which there are an

exponential number), nothing would be gained by column generation. We then exploit

the structure of this problem by first formulating the reduced cost minimization problem

as a bilevel mixed-integer linear program (BMILP) (3.10), where (f∗,g∗) is the optimal

dual solution of the master problem (3.6). What makes this problem bilevel is the fact

that, in minimizing reduced cost, we must also compute the value of an associated

coalition, since we have avoided precomputing all coalitions’ values with branch and

price.

In the BMILP (3.10), the coalition C is represented by binary variable α such that

αi = 1 if i ∈ C and αi = 0 otherwise. The upper level constraints ensure that the

coalition C induced a connected subgraph, i.e., C ∈ C, while the lower level program

computes the coalition value v(C).

Eq.(3.10b) ensures that ξij = αiαj for edge (i, j) ∈ E. Eqs.(3.10c)–(3.10f) enforce

α to induce a connected subgraph of G using flow balance techniques [75]: According

to constraints (3.10c) and (3.10d), wi = 1 if and only if i is the smallest index such that

αi = 1, which will be set as the starting point of the flows h+ and h−; h+
lij denotes the

amount of flow from starting point to ending point l, such that passes through edge (i, j)

in positive direction i → j, while h−lij in negative direction j → i; Eq.(3.10f) restricts

the flow to pass through only edges that are in the subgraph induced by C, i.e., (i, j)

with ξij = 1; Eq.(3.10e) is the flow balance constraint with N (i) denoting the set of

vertices connected with i, making sure there exists a path, in subgraph induced by C,
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from starting point i : wi = 1 to any l ∈ C (αl = 1). Therefore the subgraph induced

by C is restricted to be connected.

The lower level program (3.10g) computes the coalition’s value v(C) where E-

q.(3.10h) restricts C to have enough skill capacities to conduct the attacking plan a

according to Eq.(3.1).

min
α, ξ,w

h+,h−

∑
t∈T

ptat − f∗Tα− g∗Tξ (3.10a)

s.t. ξij ≤ αi, ξij ≤ αj,

ξij ≥ αi + αj − 1 ∀(i, j) ∈ E (3.10b)

wi ≤ αi,

wi ≤ 1− αj ∀i, j ∈ N : j < i (3.10c)∑
i∈N

wi = 1 (3.10d)∑
j∈N (i)

h+
lij −

∑
j∈N (i)

h−lij ≥

wi − (1− αl), ∀i, l ∈ N : i 6= l (3.10e)

h+
lij ≤ ξij,

h−lij ≤ ξij, ∀(i, j) ∈ E, l ∈ N (3.10f)

max
a

∑
t∈T

ptat (3.10g)

s.t.
∑

t∈T
βtsat ≤

∑
i∈N

αiγismis s ∈ S (3.10h)

α ∈ {0, 1}|N |, ξ ∈ [0, 1]|E|, a ∈ N|T |

h+ ≥ 0,h− ≥ 0,w ≥ 0. (3.10i)

The key challenge of the BMILP is that the inner maximization program described in

(3.10g) has integer variables. If we were to relax the integrality constraint, we could re-

formulate the bilevel program into a single mixed integer linear program, as we describe

next.



Chapter 4. Combating the Cooperation of Multiple Adversaries on the Network 49

3.5.2.1 Linear Relaxation Approximation

To reformulate the BMILP to an MILP, we first relax the integer program (3.10g) of

computing the coalition’s value in the lower level, such that the decision variable a ∈

N|T | is relaxed to ã ≥ 0. For this relaxed linear program (RLP), let u be the dual variable

associated with constraint (3.10h). A pair of feasible solutions ã and u are optimal

for the primal and dual RLPs if and only if the following complementary slackness

conditions are satisfied [74]:

(
∑

s∈S
βtsus − pt) · ãt = 0 ∀t ∈ T (3.11a)

(
∑

i∈N
αiγismis −

∑
t∈T

βtsãt) · us = 0 ∀s ∈ S (3.11b)

Therefore, the RLP is equivalent with a set of constraints consisting of the primal

and dual constraints restricting the feasibility of ã and u and the complementary s-

lackness conditions ensuring optimality, and the relaxed BMILP is reformulated as an

MILP (3.12), with Eq.(3.12c) corresponding to the dual constraint of the RLP, and E-

qs.(3.12d)–(3.12e) equivalent with the complementary slackness conditions (3.11). Our

next results show that the solution quality of the linear relaxation approximation and,

consequently, the resulting branch and price framework, provably achieves a compet-

itive ratio which only depends on the number of skills |S| (which we assume to be

constant).

min
α, ξ,w,u,φ

h+,h−, ã,ϕ

∑
t∈T

ptãt − f∗Tα− g∗Tξ (3.12a)

s.t. Eqs.(3.10b)–(3.10f), (3.10h)–(3.10i) (3.12b)∑
s∈S

βtsus ≥ pt, ∀t ∈ T (3.12c)∑
i∈N

αiγismis −
∑

t∈T
βtsãt ≤M(1− φs),

us ≤Mφs ∀s ∈ S (3.12d)∑
s∈S

βtsus − pt ≤M(1− ϕt),

ãt ≤Mϕt ∀t ∈ T (3.12e)

ã ≥ 0,u ≥ 0
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φ ∈ {0, 1}|S|,ϕ ∈ {0, 1}|T |. (3.12f)

Lemma 1. The coalition value ṽ(C) computed by LP relaxation of IP (3.10g) is bounded

by ṽ(C) ≤ (1 + |S|)v(C).

Proof. We first prove the following fact: For the LP relaxation of IP (3.10g), if the

optimal solution ã∗ has a fractional value ã∗t > 0 for some target type t, then v(C) ≥ pt.

The idea is that since the coalition has integer capacities for all skills, if ã∗t > 0, the

coalition’s capacity for any skill s ∈ S(t), which is necessary for attacking target of

type t, should be larger than 0, i.e., at least 1. Therefore, the coalition can at least attack

one target of type t and v(C) ≥ pt.

With the above fact, there are two cases to take into consideration for proving this

LEMMA.

1. v(C) = 0. In this case, the coalition C cannot attack any target due to the limi-

tation of skill capacities, i.e., for any target type t ∈ T , there exists a necessary

skill st ∈ S(t) such that C’s capacity of st (i.e.,
∑

i∈N αiγismis) is 0. For LP

relaxation of IP (3.10g), any fractional solution ã with ãt > 0 is infeasible for

violating the skill capacity constraint (3.10h) of skill st:
∑

t∈T βtst ãt ≤ 0, so that

ṽ(C) = v(C) = 0.

2. v(C) > 0. Let a∗ be the optimal integer solution for IP (3.10g), and ã∗ be the

optimal fractional integer solution for LP relaxation of IP (3.10g). According to

the property of multidimensional knapsack problem [76], ã∗ can take fractional

values in at most |S| coordinates, which means that, suppose pmax be the largest

value among all target types t with ã∗t fractional, we have: ṽ(C) = v(ã∗) =

v(bã∗c) + v(ãf ) ≤ v(a∗) + |S|pmax, where ãf = ã∗ − bã∗c is the residual part

of ã∗ after rounding. Since v(C) = v(a∗) ≥ pmax according to the fact proved

before, we have: ṽ(C) ≤ (1 + |S|)v(C).

To this end, we conclude that ṽ(C) computed by LP relaxation of IP (3.10g) is bounded

by ṽ(C) ≤ (1 + |S|)v(C).
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Theorem 3.6. The branch and price approach, in which the slave problem of colum-

n generation is solved by the linear relaxation approximation, can obtain a defender

strategy B′ such that Ud(B′) ≥ (1 + |S|)Ud(B∗). Note that Ud(B) ≤ 0.

Proof. The branch and price approach, in which the slave problem of column generation

is solved by linear relaxation approximation, can obtain the optimal solution B′ for the

following revised program of IP (3.4) in which ṽk is the value of Ck computed by LP

relaxation of IP (3.10g):

min
x,B

∑
Ck∈C

ṽkxk +
∑

(i,j)∈E
Bijλij (3.13a)

s.t. Eqs. (3.4b)–(3.4d) (3.13b)

Since B′ is optimal for IP (3.13) and v(C) ≤ ṽ(C) ≤ (1 + |S|)v(C), we

have:−Ud(B′) =
∑

C∈CS∗(B′) v(C) +
∑

(i,j)∈E B
′
ijλij ≤

∑
C∈CS∗(B′) ṽ(C) +∑

(i,j)∈E B
′
ijλij ≤

∑
C∈CS∗(B∗) ṽ(C)+

∑
(i,j)∈E B

∗
ijλij ≤ (1+|S|)

∑
C∈CS∗(B∗) v(C)+∑

(i,j)∈E B
∗
ijλij ≤ (1+ |S|)(

∑
C∈CS∗(B∗) v(C)+

∑
(i,j)∈E B

∗
ijλij) = −(1+ |S|)Ud(B∗).

Therefore, we have Ud(B′) ≥ (1 + |S|)Ud(B∗).

3.5.2.2 Greedy Approximation

Although the MILP of linear relaxation approximation can obtain an approximately-

optimal coalition to add to C ′ of master problem, it is still relatively slow. Observe,

however, that in each iteration of column generation we actually need not find a minimal

reduced cost; rather, any reduced cost that improves solution quality would suffice.

Consequently, a fast heuristic approach for generating columns would be satisfactory

in most iterations, except when the heuristic is unable to find a solution improving

column, at which point we can fall back on the MILP. To this end, we propose a Greedy

with Multi-Start (GMS) heuristic (see Algorithm 5). This heuristic is fast, and has

an important advantage of enabling generation of multiple coalitions (columns) in a

single iteration of the column generation algorithm (hence, the name multi-start), which

significantly reduces the number of column generation iterations.
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Algorithm 5: Greedy with Multi-Start (GMS)
Input: optimal dual solution (f∗,g∗) of master problem, reduced cost function r(C) defined in

Eq.(3.9)
Output: a set CGMS of coalitions with negative reduced costs

1 CGMS = ∅;
2 for i ∈ N do
3 C = {i}, continue = true;
4 while continue do
5 î = arg mini∈N\C r(C ∪ {i})− r(C);
6 if r(C ∪ {̂i})− r(C) < 0 then C ← C ∪ {̂i} else continue = false

7 if r(C) < 0 then CGMS ← CGMS ∪ {C}
8 return CGMS ;

3.6 Experimental Evaluation

We demonstrate the effectiveness of our algorithmic framework through extensive nu-

merical evaluations. We use CPLEX (version 12.6) to solve all linear programs. All

computations were performed on a 64-bit PC with 16 GB RAM and a quad-core 3.4

GHz processor. All values are averaged over 40 instances unless otherwise specified.

All scale-free graphs are generated by standard Barabási-Albert model [77] widely used

for simulating networks with realistic topological properties, denoted by BA(d), in

which d represents the average node degree. All random graphs are generated by s-

tandard Erdős-Rényi model denoted by ER(p) where p represents the probability of

existence of an edge between any pair of nodes [78]. According to the different ap-

proaches adopted for the slave problem, the abbreviations of different branch and price

algorithms are as follows: LR for Linear Relaxation Approximation, GLR for the com-

bination of GMS with LR such that LR is called only when GMS returns empty set;

The optimal dual solution of the master problem is generated through Interior Point

Stabilization (IPS) for IGMS, ILR, and IGLR. IP (3.4) is represented by EXACT.

Our benchmark is a heuristic algorithm Genetic Algorithm (GA), which is a popular

probabilistic search algorithm applied in complex optimization problem [79]. In our

implementation of GA, each defender strategy is encoded into a binary string of length

|E|, where 1 represents “blocking” and 0 represent “not blocking”. The fitness of each

solution is the defender utility Ud(B). Each generation consists of a fixed number g

of defender strategies. There are four genetic operators: selection, crossover, mutation

and reproduction. During the selection processes, since the fitness is negative, we use
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the tournament selection framework [80] instead of fitness proportionate selection. 2-

point crossover is used to recombine the selected two defender strategies and produce

the “offspring” strategies. A bitwise mutation procedure with mutation probability q is

applied after the crossover is finished. The new generation is reproduced by copying g

strategies with the highest utilities among parent and child generations. The selection-

crossover-mutation-reproduction cycle is repeated until the terminal criterion is met: the

gap of average fitness between parent generation and child generation is smaller than a

fixed constant δ.

By default, the instances are parameterized as follows: 10 target types and 20 skills,

the necessary skills for each target type and the ones owned by each attacker drawn

randomly from S, and mis ∼ {1, 2, 3, 4, 5}; pt ∼ [0, 1.0] and λij ∼ [0, r] in which

r ∈ [0, 1] is chosen randomly. The parameters of GA are set as follows: the size of

each generation is 100, and the mutation probability q = 1/|E|. Once the difference of

fitness between the child generation and current generation is smaller than δ = 10−6,

GA terminates.

3.6.1 Scalability and Optimality

We test different algorithms on 5 types of networks generated by BA(2), BA(3), BA(4),

ER(0.1) and ER(0.2), and the results are shown in Figures 3.3–3.4.

3.6.1.1 Runtime

From Figure 3.3, we can observe the significant efficiency improvement provided by the

branch and price framework. The interior point stabilization procedure and the GMS

approach are shown to reduce the number of iterations of column generation drastically

as they further improve the branch and price framework to scale up to realistic-sized

problems. For example, Figure 3.1 contains 76 groups and the average degree is 3.4,

which is well within the scalability of IGLR and IGMS.
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(a) BA(2) (b) BA(3)

(c) BA(4) (d) ER(0.1)

(e) ER(0.2)

FIGURE 3.3: Runtime of algorithms for solving CSGs.

3.6.1.2 Defender Utility

We compare the defender utility of IGLR and IGMS, with EXACT and GA as bench-

marks. Figure 3.4 shows that IGLR can achieve an almost optimal solution which out-

performs GA significantly, in accordance with the theoretical analysis of Theorem 3.6.

The solutions obtained by IGMS, which also outperform GA, are near-optimal especial-

ly for networks with higher connectivity, such as large-scale networks of type ER(0.1)

and ER(0.2). A tradeoff between runtime and solution quality is observed for IGMS

and IGLR, as IGMS shows the better scalability while IGLR obtains the solution with

higher quality, however, both of them outperform the alternatives significantly.
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(a) BA(2) (b) BA(3)

(c) BA(4) (d) ER(0.1)

(e) ER(0.2)

FIGURE 3.4: Solution qualities of algorithms for solving CSGs.

3.6.2 Robustness

In the real world, the defender’s estimation of target value pt may not be perfect from

attackers’ perspective. Therefore, we analyze the performance of our algorithmic frame-

work under the existence of noise of pt. Let p̄t be the defender’s estimation of pt while

pt is drawn uniformly within p̄t · [1− δ, 1+ δ]. We compare the defender utility of IGLR

and IGMS under different degrees of uncertainty, with the optimal solution, denoted

by EXACT*1, and heuristic solution of GA as comparison. The results are shown in

Figure 3.5, from which a decreasing efficiency is observed for IGLR and IGMS when δ

increases. However, IGLR and IGMS solutions still outperform GA significantly under

the existence of uncertainty of pt, and IGLR can obtain an almost optimal solution even

when δ = 0.3, which shows the strong robustness of our algorithmic framework.

1Since IP (3.4) is not available for large-scale games, we use the solution of IGLR as an approxima-
tion.
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(a) BA(2) (b) BA(4)

FIGURE 3.5: Robustness analysis of algorithms for solving CSGs.

3.6.3 Realistic Terrorist Network

We conducted experimental evaluation of algorithms IGMS, IGLR, and GA on the

Mideast terrorist network, as shown in Figure 3.1, with 76 groups and the average de-

gree of 3.4, keeping other settings such as blocking costs, target values, skill sets the

same as the previous trails, and the results averaged on 10 instances are depicted in

Figure 3.6. As we can see from the figure, the solution qualities of our algorithms IGM-

S and IGLR outperform the heuristic method significantly, with acceptable runtime,

which shows that our algorithmic framework captures the structure of realistic terrorist

network as well.
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FIGURE 3.6: Simulation on Mideast terrorist network.

3.6.4 Statistic Analysis

We also conduct statistic analysis on instances where graphs are generated by BA(4)

and ER(0.1), and the results are depicted in Figure 3.7 with error bars showing the 95%

confidence interval. The figure shows that our results are statistically significant, and
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the conclusion that our algorithmic framework outperforms the heuristic method in the

solution qualities significantly with reasonable runtime is statistically convincing.
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FIGURE 3.7: Statistic analysis on graphs generated by BA(4) and ER(0.1).

3.7 Chapter Summary

For the first time, this chapter studies the problem of blocking attacker coalition through

efficient allocation of security resources. This chapter provides the following key con-

tributions: 1) We formally define and model coalitional security games. 2) We prove

the MAX SNP-hardness of defender’s decision-making problem and NP-hardness of at-

tackers’ decision-making problem. 3) To address the MAX SNP-hardness, we propose

an exact integer program and provide a branch and price algorithm, a linear relaxation

based column generation with a constant factor approximation bound, an interior point

stabilization procedure, and a greedy method to further improve the scalability. 4) Ex-

periments demonstrate that our methods can scale up to realistic-sized instances and

achieve near-optimal performance.





Chapter 4

Combating the Adversarial Flow on

the Network

This chapter and the following one focus on stopping undesirable behavior abstracted

by a flow on a network, which pertains to many security domains: disruption of enemy

supply chains, infectious disease control, and the interception of illegal goods such as

drugs or weapons. Physical networks are typically defended via checkpoints: physical

roadblocks or inspection points positioned at various points in the network. In all net-

work interdiction scenarios, the objective of those defending the network is to minimize

the amount of flow through the network. From a resource optimization perspective, this

is an extremely challenging task. There are several factors interrelating here: first, de-

fender resources are limited; second, placing a guard at some point on the network does

not guarantee that any smuggler passing through will be caught - it merely increases the

likelihood of a successful capture; finally, it is natural to assume that smugglers have

prior knowledge of defenders’ positioning via intelligence gathering. The defender is

thus placed at a disadvantage: not only does she have limited capability to stop an at-

tack, her agents’ moves are also monitored; thus, smugglers may successfully evade

checkpoints if these are constantly positioned in a predictable manner. Indeed, ran-

domized allocation strategies are imperatively needed [46]. This chapter and chapter 5

address the following challenge:

59
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Devise a formal methodology for guarding a large, complex network a-

gainst undesirable flow, considering action observability and limited re-

sources.

This chapter tackles such challenge from the one-shot game perspective and computes

the minimax solution (Sec. 2.1.2), which is robust and widely adopted in game theory.

The following chapter focuses on the repeated interactions between the adversary and

the defender, which exist in many network-structured security domains, and proposes

an efficient online policy to exploit the history information of the adversarial behavior

to solve the more general network interdiction problem.

In this chapter, we introduce a novel Network Flow Interdiction Game (NFIG) mod-

el, where the defender allocates a fixed number of security resources on the network,

while the adversary commits to a feasible network flow. To compute the optimal defend-

er strategy, we first provide a standard minimax bilevel formulation and reformulate it

as a linear program (LP). However, due to the huge number of constraints and variables

caused by exponentially large numbers of defender strategies and network paths, the LP

is hard to solve. To overcome the computational challenge, we propose a Column and

Constraint Generation (CCG) algorithm, with the following key contributions: i) we

show that the algorithm converges to the Stackelberg equilibrium with finite iterations;

ii) we show the NP-hardness of the Column Generation subproblem, and provide sev-

eral novel algorithms to solve it, including an exact compact convex nonlinear program

and a greedy algorithm with constant-factor approximation guarantee; iii) we provide

an exact compact convex nonlinear program for the Constraint Generation subproblem

as well as a fast local search based heuristic algorithm; iv) extensive experimental eval-

uation shows that our CCG framework can scale up to realistic-sized NFIG instances

and significantly outperform existing approaches.

The network interdiction problem is well studied [47]. The goal of the network

interdiction is minimizing the flow through the graph via deletion of edges/nodes, max-

imizing the shortest path, or increasing detection probability through decreasing edge

capacity [24–28]. Other works study stochastic network interdiction where the interdic-

tion action is successful with some known probability p [63, 64]. However, none of them
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consider the randomized resource allocation strategy, i.e., the mixed strategy, due to the

impossibility to change the resource allocation frequently, especially for interdiction

actions such as destroying arcs. Moreover, randomized resource allocation is known

to be necessary to improve the interdiction efficiency; for example, in the smuggling

domain, checkpoint operation status can actually change daily [46]. However, random-

ization does lead to a drastic increase in problem complexity: while in the deterministic

network interdiction model an adversary’s strategy has a compact representation (as a

network flow), it is not the case in our setting.

We model NFIG as a Stackelberg security game; security games try and find the

optimal resource allocation to defend some valuable facility, based on game-theoretic

methodologies [4, 81]. However, in standard security game models, attacker strategies

are typically compactly representable (e.g. a distribution over possible targets) [61, 82,

83]. Some recent work proposes network security games [29, 31, 48]; here, the defender

allocates security resources on a (transportation) network and the attacker chooses a

reliable path to escape, and both players have exponentially large strategy spaces; our

model differs from these works in several important ways. Most importantly, our goal

is minimizing the flow through a network, rather than preventing a single attacker from

escaping; thus, the methodology proposed in existing works cannot be directly applied

to our setting.

The rest of the Chapter is organized as follows: Section 4.1 presents a motivating

scenario of the network flow interdiction problem. Section 4.2 illustrates our network

flow interdiction game model. The algorithmic framework Column and Constraint Gen-

eration (CCG) is elaborated in Section 4.3. Section 4.4 investigates the column gener-

ation subproblem of CCG. Section 4.5 overviews the constraint generation subproblem

of CCG. Section 4.6 shows the results on the experimental evaluation. The Chapter is

wrapped up at Section 4.7.
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FIGURE 4.1: Topography and road systems in the southern border of U.S..

4.1 Drug Smuggling in Mexico–United States border

Our model is quite general, and can easily apply to various network security domains;

to illustrate the underlying issues and motivation for our model choice, we now briefly

present the problem in the context of stemming the drug flow through the US-Mexico

border patrol. Figure 4.1 shows the major roads in the southern border area [46]. Drug

smuggling in the southern border is dominated by four large well-organized and inde-

pendent cartels: Sinaloa, Juarez, Gulf and Los Zetas, each of them controls the drug

trafficking over 1000-mile border and has its own major area of influence in the Unit-

ed States [84, 85]. These organizations typically use commercial, private and rental

vehicles to smuggle illegal goods via land points of entry (sources). The goods travel

along different paths on the road network to different destination cities (sinks) [85, 86].

Traffickers typically choose multiple transport paths, in order to avoid raising obvious

suspicion by the inspection stations, and to mitigate losses in case of capture [87].

In 2009, the Border Patrol operated 39 tactical checkpoints with flexible and daily

changeable operation status in the southern border, which are generally operated at fixed

locations. However, due to the shortage of staff, canines and basic facilities (i.e. security

resources), only few of them are actually operational [46]. With this limitation for

tactical checkpoints, randomized allocation strategies of limited security resources are

essential; smugglers have the ability to observe the operational status of checkpoints,
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and make their best decision on trafficking activities, such as the amount of drugs to

move through different POEs and paths. Indeed, a testimony before Congress by the

Arizona Attorney General, revealed the sophisticated surveillance and communication

technologies used to monitor security vulnerabilities and adjust plans to increase the

chance of success [88].

4.2 Network Flow Interdiction Games

Our proposed Network Flow Interdiction Game (NFIG) models an attacker and a de-

fender who take actions on a capacitated graph G = (V,E), with nodes set V and edges

setE, and a capacity vector c, where capacity ce represents the maximum amount of ad-

versary flow passing through edge e without arousing obvious suspicion by inspection

facilities (permanent checkpoints, sensors, etc). We assume that the graph has a unique

source node (POE) s ∈ V and a unique sink node t ∈ V (drug distribution city in smug-

gling scenario). The unique source/sink assumption is no loss of generality: a graph

with multiple source nodes and sink nodes can be transformed into a single-source-sink

graph by adding two new nodes s and t as the new unique source and sink nodes respec-

tively, connecting s to each source node and t to each sink node with proper capacitated

edges. Let P denote the set of all s-t paths in G. For a path p ∈ P , we say node v ∈ p

(edge e ∈ p) if p passes through v (e). Let I denote the set of all inspection stations,

such as the tactical checkpoints in the border patrol scenario, and an inspection station

is operated if the defender assigns a security resource on it, such as staffs, canines, and

inspection facilities. Each station i ∈ I is characterized by a location, either a node

or an edge in the graph (with a bit abuse of notation, we use i interchangeable with

its location, such that i ∈ V ∪ E), and a constant parameter τi ∈ [0, 1] denoting the

proportion of adversary flow interdicted at i when operated, i.e., inspection probability.

For example, in the border patrol scenario, the officers at checkpoint i can conduct reg-

ular inspections on passing vehicles and an illegal trafficker will be caught with some

probability τi depending on the officers’ experience, which can be treated as a constant

factor. Let k < |I| be the number of security resources owned by the defender.
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4.2.1 Strategies

A defender pure strategy S = 〈Si〉 is an allocation of k security resources to k inspection

stations, i.e.,
∑

i∈I Si = k, where Si ∈ {0, 1} and Si = 1 indicates that the inspection

station i is operated. The defender pure strategy space is denoted by S. A mixed

defender strategy x = 〈xS〉 is a probability distribution over all pure strategies where

xS denotes the probability that S is played. Let X denote the defender mixed strategy

space.

An attacker strategy is a network flow f with fp representing the amount of adversary

flow passing along path p ∈ P . In order to avoid raising obvious suspicion, a feasible

attacker strategy must satisfy the capacity constraint on each edge. Let F denote the set

of all feasible attacker strategies, i.e.,

F = {f ≥ 0 :
∑

p∈P:e∈p
fp ≤ ce ∀e ∈ E}. (4.1)

Note that the commonly adopted compact representation of network flow in

an edge-based manner, i.e., f = 〈fe〉 is infeasible in NFIG. A simple example

demonstrating the infeasibility of compact representation for the attacker’s flow is

shown in the figure on the left with 2 sources and two sinks. With compact rep-

resentation, the flow f is defined over edges E such that fe denotes the amoun-

t of flow passing through edge e. In this example, fe = 10 for all edges.
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𝑠2 

𝑠1 𝑡1 

𝑡2 

10 

10 10 

10 

Now, suppose the defender allocates two resources on

edges (s1, v) and (v, t1) with inspection probabilities 1.

In this case, we cannot compute the exact amount the

flow interdicted by the defender. It can be 10 units pass-

ing through s1 − v − t2 and 10 units passing through

s2 − v − t1, and the attacker utility is 0 in this case; It

may also be 10 units passing through s1− v− t1 and 10

units passing through s2 − v − t2, and the attacker utility is 10 now. The reason for this

kind of infeasibility comes from the fact that each compact representation can be real-

ized by numerous possible flows defined over paths, and they can have different utilities
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against a given resource allocation. Thus, we adopt the path-based representation of the

network flow in NFIG.

4.2.2 Utilities

Since the attacker aims at maximizing his successful drug flow while the defender wants

to minimize it, we assume NFIG a zero-sum game. Given a pure defender strategy S

and an attacker feasible flow f , the attacker’s utility is the sum of successful flows on

all paths, i.e., Ua(S, f) =
∑

p∈P Φ(S, p)fp, where

Φ(S, p) =
∏

i∈I:i∈p
(1− τi)Si (4.2)

and Φ(S, p) represents the proportion of adversary flow on path p not interdicted by the

operated inspection stations given S. The defender utility is Ud(S, f) = −Ua(S, f).

Given a defender mixed strategy x and an attacker feasible flow f , the attacker’s

and defender’s expected utilities are: Ua(x, f) =
∑

S∈S xSUa(S, f) and Ud(x, f) =

−Ua(x, f).

4.2.3 Equilibrium

NFIG is a leader-follower game, for which the widely adopted solution concept is the

Stackelberg equilibrium (SE). Let y(x) denote the best response flow against defender

mixed strategy x. A strategy profile 〈x∗, f∗〉 forms an SE, if: i) f∗ = y(x∗), and ii)

Ud(x
∗, f∗) ≥ Ud(x, y(x)) for all x ∈ X . With the zero-sum assumption, the SE can be

obtained by the following minimax formulation:

minx∈X maxf∈F Ua(x, f). (4.3)

Since X ,F are convex sets, and Ua(x, f) is a linear function in x when fixing f and vice

versa, according to the weak version of Sion’s minimax theorem [57] (Sec. 2.1.2.2), we

have:

minx∈Xmaxf∈F Ua(x, f)=maxf∈Fminx∈X Ua(x, f) (4.4)
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A direct consequence of the minmax theorem, critical for our key solution approach

(Section ), is the equivalence of SE and the Nash equilibrium (NE), where x∗ is the best

response against f∗ and f∗ is also the best response against x∗.

4.3 Algorithms

In this section, we first provide an LP formulation to compute the equilibrium based

on the standard minimax formulation. Since this LP has exponentially large number of

variables and constraints, we then propose a novel Column and Constraint Generation

(CCG) to further improve the scalability.

4.3.1 LP Formulation

We start from the standard minimax formulation for SE:

min
x

max
f

∑
S∈S,p∈P

Φ(S, p)xSfp (4.5a)

s.t.
∑

S∈S
xS = 1 (4.5b)∑

p∈P:e∈p
fp ≤ ce ∀e ∈ E (4.5c)

x ≥ 0, f ≥ 0. (4.5d)

The objective in Eq.(4.5a) is the attacker’s expected utility Ua(x, f). The bilevel min-

imax program (4.5) can be reformulated as a linear program by replacing the inner

program with its dual, and the resulting linear program (LP) is as follows:

min
x,u

∑
e∈E

ceue (4.6a)

s.t.
∑

S∈S
xS = 1 (4.6b)∑

S∈S
xSΦ(S, p) ≤

∑
e∈p

ue ∀p ∈ P (4.6c)

x ≥ 0,u ≥ 0. (4.6d)

The dual solution with respect to inequality (4.6c) provides the equilibrium attacker

flow f , defined over all paths in P .
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4.3.2 Column and Constraint Generation

The linear program (4.6) is challenging to solve due to the exponentially large number

of variables and constraints (|S|, |P|). To address this challenge, we propose a novel

algorithm called Column and Constraint Generation (CCG), and prove the correctness

of the CCG algorithm based on the property that the SE of NFIG is the same as the NE

(Section 4.2.3).

The algorithm CCG is sketched in Algorithm 6. Initially, a small space 〈S ′,P ′〉 is

generated with arbitrary candidate defender strategies and s-t paths. Then CCG solves

a restricted version of NFIG with LP (S ′,P ′), where the defender pure strategy space

is S ′ and the attacker flow is restricted to paths only in P ′, i.e., Eqs.(4.6a)–(4.6d) with

〈S,P〉 replaced by 〈S ′,P ′〉, and obtains primal and dual solutions (x,u, f). This re-

stricted NFIG can be solved efficiently since the game is very small. Obviously, the

obtained primal solution x and dual solution f form an SE of the restricted NFIG, but

not necessarily the original NFIG. Therefore, two subproblems ColG (Column Genera-

tion) and ConG (Constraint Generation) are proposed to generate useful defender pure

strategies and s-t paths into 〈S ′,P ′〉 in order to guide the SE of the restricted NFIG to

the one of the original NFIG. Respectively, ColG generates a defender strategy S ∈ S

which is a best response against f , and ConG generates an s-t path p ∈ P with maximal

reduced cost which measures the degree of violating inequality (4.6c).

The key of the CCG algorithm is that once ColG generates the pure strategy S

already in S ′, the current solution x of restricted NFIG is the defender best response

against the adversary flow f in the original NFIG (PROPOSITION 4.1), and similarly, if

ConG generates an s-t path p with non-positive reduced cost, the current equilibrium

flow f of restricted NFIG is the attacker best response flow against x in the original

NFIG (PROPOSITION 4.7). Therefore, the NE of the original NFIG is achieved when

ColG generates a pure strategy S already in S ′ and ConG generates an s-t path p with

non-positive reduced cost. Since the NE is the same as the SE, the current solution pair

(x, f) forms the SE of the original NFIG.
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Algorithm 6: CCG Algorithm for NFIG
1 Initialize S ′ by generating arbitrary defender strategies;
2 Initialize P ′ by generating arbitrary s-t paths;
3 repeat
4 (x,u, f)← LP (S ′,P ′);
5 S ← ColG(f);
6 S ′ ← S ′ ∪ {S};
7 p← ConG(x,u);
8 P ′ ← P ′ ∪ {p};
9 until convergence;

10 return (x, f).

4.3.3 Comparison with Double Oracle

The double oracle (DO) algorithm (Sec. 2.1.2.1), first proposed by McMahan et al. [56],

is a standard method for solving two-player zero-sum games with large scale strategy

spaces, and is widely adopted by security game research [29, 30, 48, 89]. In DO, both

players commit to mixed strategies. However, in NFIG, the attacker is not playing a

mixed strategy. That is, the attacker strategy space is no longer a simplex where each

decision point corresponds to one probability distribution. Instead, an attacker strategy

is a capacity-constrained network flow and thus, the attacker strategy space is a convex

hull represented by the flow constraints. The convergence to the minimax solution

of DO algorithm is proved by the von Neumann’s minimax theorem working on the

simplex strategy spaces (Sec. 2.1.2.2). On the other hand, the convergence result of

CCG is guaranteed by the generalized version of minimax theorem, in particular, weak

version of Sion’s minimax theorem (Sec. 2.1.2.2). In implementation, each oracle in DO

generates one pure strategy best response for the corresponding player, which would be

a network flow for the adversary considering the attacker oracle. In CCG, instead, the

subproblem ConG solves an extreme point of the attacker strategy space, in this case,

an s-t path.

The central challenge and novelty of CCG is how to efficiently generate the pure de-

fender strategies and s-t paths to add to S ′ and P ′. Thus, we present the corresponding

ColG and ConG algorithms in the following sections.
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4.4 Column Generation (ColG)

This section concerns the ColG subproblem of Algorithm 6, which can be stated as

follows: given an attacker feasible flow f defined over P ′, generate the defender pure

strategy S ∈ S blocking the largest amount of flow, i.e., S = arg maxS′∈S Ud(S
′, f).

PROPOSITION 4.1 shows that once ColG generates the pure strategy S already in S ′,

the current equilibrium mixed strategy x of restricted NFIG is the best response against

f of the original NFIG.

Proposition 4.1. If ColG generates the pure strategy S already in S ′, the current equi-

librium mixed strategy x of restricted NFIG is the best response against f of the original

NFIG.

Proof. To prove this Proposition, it is sufficient to show that Ud(x, f) ≥ Ud(x
′, f) for all

x′ ∈ X . Since 〈x, f〉 forms the Nash (Stackelberg) equilibrium of the restricted NFIG

with restricted sets S ′ and P ′, we have:

Ud(x, f) ≥ Ud(S
′, f) ∀S ′ ∈ S ′

Therefore, if S ∈ S ′, we have: Ud(x, f) ≥ Ud(S, f). For any mixed strategy x′ ∈ X ,

we have:

Ud(x
′, f) =

∑
S′∈S

xS′Ud(S
′, f) ≤ Ud(S, f)

since S is the best response pure strategy against f and
∑

S′∈S xS′ = 1.

Thus, Ud(x, f) ≥ Ud(x
′, f) for all x′ ∈ X .

We conduct thorough analysis of ColG’s computational complexity, and show that

it is NP-hard for general graphs, while polynomial-time solvable for the tree-like net-

works.

Theorem 4.2. The ColG subproblem is NP-hard.

Proof. We show the NP-hardness of the Column Generation problem by reducing the

set cover problem to it. The Set-Cover problem: Given a set U , a collection Q of
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subsets of U (that is, Q ⊆ 2U ), and an integer k. The question is whether there is a

cover C ⊆ Q of size k or less, that is,
⋃
q∈C q = U and |C| ≤ k.

Given an instance 〈U,Q, k〉 of set cover problem, we reduce it to a ColG instance

〈G,P ′, I, f〉 as follows: Except the two unique source and sink nodes s, t, for each

subset q ∈ Q, we assign a vertex vq in G and an inspection station iq on vertex vq

with inspection probability τiq = 1. Now, for each element u ∈ U , we construct a

path pu ∈ P ′ as follows: pu starts from s, passing through vertices vq such that u ∈ q,

and end at t; The attacker flow f is defined on paths of P ′ such that fp = 1 for all

p ∈ P ′. Obviously, this reduction can be done in polynomial time. Next, we show that

the set cover problem instance 〈U,Q, k〉 has a cover C of size k or less if and only if the

Column Generation problem has a solution S such that all the flow in f is intervened,

i.e., Ua(S, f) = 0.

The “if” direction: If S intervenes all the flow in f , which means each path pu in P ′

passes through some inspection station iq in S, then the collection C = {q ∈ Q : iq ∈ S}

is a cover of size k or less.

The “only if” direction: If there exists a cover C of size k or less for the set cover

problem, the defender pure strategy S = {vq : q ∈ C} intervenes all the paths pu ∈ P ′

and hence all the flow in f is blocked.

Theorem 4.3. If the network G is tree-like, i.e., G − {t} is a tree, then there exists

a dynamic programming algorithm able to solve the ColG subproblem in polynomial

time.

Proof. We provide a dynamic programming algorithm for solving the ColG subproblem

on tree-like graph G with source node s in polynomial time. First, we transform G

into a tree G′ in following way: for sink node t, supposing its incoming edges are

(v1, t), ..., (vm, t), we replace t with m new sinks t1, ..., tm and replace incoming edges

with m new edges (v1, t1), ..., (vm, tm). Figure 4.2 shows an example of the tree G′

transformed from tree-like graph G. Let s be the root of tree G′. Given a vertex v, let

Tv be the subtree rooted at v, Cv be the set of child nodes of v, civ be the i-th child node

of v, and T jv be the subtree rooted at v with first j branches.
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FIGURE 4.2: Dynamic programming for tree-like graph.

Let Sv(r, j) denote the optimal allocation of r resources on T jv , and Sv(r) =

Sv(r, |Cv|) be the optimal allocation of r resources on Tv. A key property here is that

since all flows passing through T jv come from the unique path from s to v (G′ is a tree),

the resource allocation outside T jv will decrease fp with the same proportion for all paths

p from s to v ∈ T jv . Thus, the optimal resource allocation Sv(r, j) is independent with

allocation of resources on the complementary part G′ − T jv .

The above property leads to the following recursion:

Sv(r, j + 1) = arg min
r′<r

min

 U(Sv(r − r′, z)) + U(Sv′(r
′))

U(Sv(r − r′), z) + kv
′
v U(Sv′(r

′ − 1))
(4.7)

where U(Sv(r, j)) measures the amount of flow passing through T jv with resource allo-

cation Sv(r, j) on T jv and no resource put outside T jv , v′ = cj+1
v , i.e., the j + 1-th child

node of v, and kv′v be the inspection probability of the checkpoint on edge (v, v′). The

idea of this recursion is that allocating r resources on T j+1
v can be done in two possible

ways: i) putting r − r′ resources on T jv and the rest on Tv′; ii) putting r − r′ resources

on T jv , r′ − 1 resources on Tv′ , and one resource on (v, v′). The best way minimizing

the amount of flow passing through T jv gives Sv(r, j + 1). Here, we assume that check-

points are all on edges, which is reasonable because in the tree graph, each node v has

a unique parent node ṽ. Thus, we can always insert a new node v′ at the middle of edge
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(ṽ, v) and move the checkpoint on v to the new edge (v′, v), while keeping the game

unchanged.

With the above recursion, we can compute Sv(r, j) for every nodes following direc-

tion from sink nodes to s with r from 1 to the budget k and j from 1 to |Cv|. Thus, the

algorithm computes the optimal solution S∗ = Ss(k) for ColG in O(k|V |2) runtime.

4.4.1 Convex Integer Nonlinear Formulation

Disregarding the NP-hardness of ColG subproblem, we provide a compact integer pro-

gram, with nonlinear objective function Ua(S, f), to solve it exactly. The program is

proved to be convex (PROPOSITION 4.4) and hence can be solved to optimality with

many commercial solvers, like KNITRO.

min
S

∑
p∈P ′

∏
i∈I:i∈p

(1− τi)Sifp (4.8a)

s.t.
∑

i∈I
Si ≤ k (4.8b)

S ∈ {0, 1}|I|. (4.8c)

Proposition 4.4. Given an attacker flow f ∈ F , the objective function (4.8a) is convex

over decision variable S ∈ [0, 1]|I|.

Proof. To prove the convexity of Ua(S, f), it is enough to prove that Φ(S, p) is convex.

To do so, we provide an equivalent representation of Φ(S, p) defined in the following

equation:

Φ(S, p) =
∏
i∈I

(1− τi)αpiSi ,

where αpi = 1 if path p passes through inspection station i and αpi = 0 otherwise. The

Hessian matrix of Φ(S, p) is denoted by H, such that:

Hij =
∂2Φ(S, p)

∂Si∂Sj
= αpiαpjln(1− τi)ln(1− τj)Φ(S, p)
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Algorithm 7: Greedy Algorithm for Column Generation
1 Initialize S′ = ∅;
2 while |S′| < k do
3 i∗ = arg maxi/∈S′:S′∪{i}∈S Ud(S

′ ∪ {i}, f);
4 S′ = S′ ∪ {i∗};
5 return S′.

It is easy to verify that H can be represented as:

H = yyTΦ(S, p)

where yi = αpiln(1− τi). Therefore, H is positive semidefinite, and Ua(S, f) is convex

function over S ∈ [0, 1]|I|.

4.4.2 Greedy Algorithm

We also propose a polynomial-time greedy algorithm of computing the approximate

best response defender pure strategy, as shown in Algorithm 7 (we slightly abuse nota-

tion and let S represent the set of operated inspection stations). Starting from an empty

set S = ∅, we iteratively assign a security resource on an inspection station i∗ which

brings the maximal marginal utility Ud(S ∪ {i}, f)− Ud(S, f), until all k resources are

assigned. The approximate pure strategy S ′ of Algorithm 7 and the approximate mixed

strategy x′ computed by CCG with ColG solved by Algorithm 7 are proved to achieve

competitive ratios (THEOREMS 4.5 & 4.6).

Theorem 4.5. The utility of S ′ obtained by Algorithm 7 is bounded by Ud(S ′, f) −

Ud(∅, f) ≥ (1− 1
e
)(Ud(S

∗, f)− Ud(∅, f)), where S∗ is the optimal solution for ColG.

Proof. The defender utilities are always negative, therefore an approximation guarantee

in terms of utility is meaningless. To facilitate analysis, we first define a non-negative

function h for each defender allocation S such that |S| ≤ k:

hf (S) = Ud(S, f)− Ud(∅, f) =
∑
p∈P

(1− Φ(S, p))fp
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Note h denotes the marginal benefit of allocation S over the non-defending defender

strategy.

Given the adversarial flow f , we first prove that hf (S) is a monotone submodular

function, i.e., i) hf (S1) ≤ hf (S2), and ii) hf (S1∪{i})−hf (S1) ≥ hf (S2∪{i})−hf (S2),

for each S1 ⊆ S2 ⊆ I , i ∈ I \ S2.

Monotone Remember Φ(S, p) represents the proportion of adversary flow on path p

not interdicted by the operated inspection stations given S. Given S1 ⊆ S2, we

have Φ(S1, p) ≥ Φ(S2, p) for all p ∈ P . Thus, hf (S1) ≤ hf (S2).

Submodulariry For each S ⊆ I and i ∈ I \ S, we have:

hf (S ∪ {i})− hf (S) =
∑
p∈P

(Φ(S, p)− Φ(S ∪ {i}, p))fp

According to Eq.(4.2):

Φ(S, p) =
∏

i∈I:i∈p

(1− τi)Si

We have:

hf (S ∪ {i})− hf (S) =
∑

p∈P:i∈p

τi · Φ(S, p)fp

Since Φ(S1, p) ≥ Φ(S2, p) for each S ⊆ I and i ∈ I \ S and p ∈ P , we get:

hf (S1 ∪ {i})− hf (S1) ≥ hf (S2 ∪ {i})− hf (S2).

Therefore, hf (S) is a non-negative monotone submodular function. According to [90],

the greedy algorithm for submodular function maximization can achieve a 1 − 1
e

ap-

proximation ratio. Hence, Ud(S ′, f)− Ud(∅, f) ≥ (1− 1
e
)(Ud(S

∗, f)− Ud(∅, f)).

Theorem 4.6. Let (x∗, f∗) be the equilibrium solution of an NFIG, and let (x′, f ′) be

the solution computed by CCG algorithm with ColG subproblem solved by greedy Al-

gorithm 7. Then Ud(x′, f ′)− Ud(∅, f ′) ≥ (1− 1
e
)(Ud(x

∗, f∗)− Ud(∅, f ′)).
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Proof. Let S ′ be the greedy solution of Algorithm 7 against attacker’s network flow f ′,

and S∗ be the defender best response pure strategy against f ′, i.e.,

S∗ = arg max
S∈S

Ud(S, f
′) (4.9)

According to Theorem 4.5, we have:

Ud(S
′, f ′)− Ud(∅, f ′) ≥ (1− 1

e
)(Ud(S

∗, f ′)− Ud(∅, f ′))

Since x′ is the defender best response strategy against f ′ in the restricted NFIG defined

on restricted defender pure strategy space S ′, and S ′ ∈ S ′ according to the convergence

criteria of CCG algorithm, we have:

Ud(x
′, f ′)− Ud(∅, f ′)

≥ Ud(S
′, f ′)− Ud(∅, f ′)

≥ (1− 1

e
)(Ud(S

∗, f ′)− Ud(∅, f ′))

(4.10)

According to Eq.(4.9), we have:

Ud(x
∗, f ′) =

∑
S∈S

x∗SUd(S, f
′) ≤ Ud(S

∗, f ′)

Since f∗ is the attacker best response flow against x∗ in the original NFIG, we have:

Ud(x
∗, f∗) ≤ Ud(x

∗, f ′) ≤ Ud(S
∗, f ′) (4.11)

Finally, substitute Eq.(4.10) with Eq.(4.11):

Ud(x
′, f ′)− Ud(∅, f ′)

≥ (1− 1

e
)(Ud(x

∗, f∗)− Ud(∅, f ′))
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4.5 Constraint Generation (ConG)

Given the optimal primal solution (x,u) ofLP (S ′,P ′), the ConG subproblem generates

an s-t path p ∈ P that has maximal reduced cost defined as: R(p) =
∑

S∈S′ xSΦ(S, p)−∑
e∈p ue, i.e., p = maxp′∈P R(p′). Note that R(p) ≤ 0 if and only if inequality (4.6c)

associated with p is satisfied by (x,u). We show that if ConG generates an s-t path p

such that R(p) ≤ 0, the current equilibrium flow f of the restricted NFIG is the best

response against x of the original NFIG.

Proposition 4.7. If the ConG generates an s-t path p with non-positive maximal re-

duced cost, the current equilibrium flow f of the restricted NFIG is the attacker best

response pure strategy against x of the original NFIG.

Proof. Supposing the optimal solution of CoreLP (S ′,P ′) is (x,u), then the current

equilibrium flow f over P ′, which is the dual solution with respect to inequality (4.6c)

on paths in P ′, satisfies

Ua(x, f) =
∑
e∈E

ceue

based on the dual theory [74]. If the ConG generates an s-t path pwith maximal reduced

cost such that R(p) ≤ 0, we have

R(p′) ≤ R(p) ≤ 0 ∀p′ ∈ P

In other words, (x,u) is also the optimal solution of CoreLP (S ′,P) as it satisfies

inequality (4.6c) with respect to all p ∈ P . Notice that CoreLP (S ′,P) computes the

attacker best response flow f∗ against defender mixed strategy x over pure strategy set

S ′ also satisfying

Ua(x, f
∗) =

∑
e∈E

ceue

according to the dual theory. Thus, Ua(x, f) = Ua(x, f
∗), and the current equilibrium

flow f is an attacker best response pure strategy against x.
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4.5.1 Convex Integer Nonlinear Formulation

We first propose a compact convex integer program to solve the ConG problem exactly.

Let binary variable γ ∈ {0, 1}|V |+|E| denote an s-t path p, such that for every node

v ∈ V and edge e ∈ E, γv = 1 if v is on path p and γe = 1 if e is on path p. We say

node v ∈ e if edge e is adjacent with v. The convex formulation is as follows:

max
γ

∑
S∈S′

xS
∏

i∈S
(1− τi)γi −

∑
e∈E

ueγe (4.12a)

s.t.
∑

e:s∈e
γe = 1,

∑
e:t∈e

γe = 1 (4.12b)∑
e:v∈e

γe = 2γv ∀v ∈ V, v 6= s, t (4.12c)

γe ≤ γv, γe ≤ γv′ ∀e ∈ E : e = (v, v′) (4.12d)

γs = γt = 1 (4.12e)

γ ∈ {0, 1}|V |+|E|. (4.12f)

The convexity of the objective (4.12a) can be easily verified in the same way of proving

PROPOSITION 4.4. Eqs.(4.12b)–(4.12e) ensure that γ denotes a feasible s-t path p in

the sense that: i) s and t are on p (4.12e); ii) exactly one edge adjacent with s (t) is on p

(4.12b); iii) if node v, except s and t, is on p, then exactly two edges adjacent with v are

on p (4.12c); and iv) if node v is not on p, then no edge adjacent with v is on p (4.12c).

Notice that the program (4.12) without constraint (4.12d) can also solve the ConG

subproblem exactly. The integer programs are usually solved with the popular branch

and bound (B&B) framework and the efficiency of B&B depends on the quality of the

upper bound obtained by solving the linear relaxation of the program (4.12). Thus,

inequality (4.12d) is proposed to tighten the upper bound by cutting off some fractional

solutions with too high objective values, such an example is γ with: i) γe = 1 for

e′ = (s, v′), e′′ = (v′′, t); ii) γv = 0.5 for v′ and v′′; iii) γv = 0, γe = 0 for all other

nodes and edges.
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Algorithm 8: VNS for ConG
1 Generate a random s− t path p;
2 p← LocalSearch(p);
3 while no termination condition is met do
4 p′ ← randomly pick one from N l(p);
5 p′ ← LocalSearch(p′);
6 if R(p′) > R(p) then p← p′;

7 if R(p) > 0 then return p

Algorithm 9: LocalSearch (p)
1 Repeat
2 p∗ ← arg maxp′∈N l(p)R(p′);
3 if R(p∗) > R(p) then p← p∗;
4 else return p;

4.5.2 Variable Neighborhood Search (VNS)

Although the convex program (4.12) can solve the ConG subproblem exactly, it still

cannot scale up to solve large scale networks. Observe, however, in each iteration of

CCG algorithm, we actually need not find the path with maximal reduced cost; rather,

any path with a large enough (positive) reduced cost would suffice. Thus, a fast heuris-

tic search for generating such paths is satisfactory for most iterations, except when the

heuristic is unable to find a path with positive reduced cost. In this case we can call the

convex program (4.12). To this end, we propose a heuristic search algorithm (Algorith-

m 8) based on Variable Neighborhood Search (VNS) framework [91].

Two key components of VNS are: i) N l(p), denoting the set of neighbor paths of

p within distance l; and ii) LocalSearch (p) to find a local optimum starting from p

(Algorithm 9). We say that path p′ is a neighbor path within distance l of p if p′ can be

obtained by replacing a v′-v′′ sub-path of p with another v′-v′′ path of length no larger

than l. The LocalSearch (p) iteratively searches for a neighbor path p∗ with maximal

reduced cost (Line 2) and updates current incumbent p if p∗ is a better solution (Line 3),

until a local optimum is obtained whose reduced cost is higher than all its neighbor

paths.

After initialized with an arbitrary local optimum (Lines 1–2), the VNS randomly

picks a neighbor path p′ of p and applies LocalSearch (p′) to find a local optimum
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(Lines 4–5). Afterwards, the incumbent p is updated. This loop is repeated until a

termination condition is met: i) current incumbent p has a positive reduced cost (Line 7);

or ii) for cmax consecutive iterations, the incumbent p is not updated.

4.6 Experimental Evaluation

We evaluate the performance of our approach through extensive experiments. We use

CPLEX (version 12.6) to solve linear programs and KNITRO (version 9.0.0) to solve

nonlinear programs. All computations were performed on a 64-bit PC with 16 GB

RAM and a quad-core 3.4 GHz processor. All values are averaged over 40 instances

unless otherwise specified. All random planar graphs are generated by the Waxman

geographical model (WG) suitable for modeling highway networks [92]. In the WG

model, |N | nodes (cities) are placed in a rectangular domain uniformly, and each pair

of nodes at Euclidean distance d is jointed by an edge with probability p = e−λd, where

λ is a constant adjusted to achieve the desirable average degree D. The two nodes

with maximal Euclidean distance are set as the source and sink nodes of graph G. By

default, the instances are parameterized as follows: the number of inspection stations

|I| = bα(|V |+ |E|)c and the number of resources k = bβ(|V |+ |E|)c, where α and β

are tunable parameters. All inspection stations are randomly placed on the graph. The

edge capacity ce is randomly chosen in [0, 10], and inspection probability τi ∼ [0.4, 0.6].

The l and cmax are set as 4 and |V | respectively in VNS.

We compare the scalability of three versions of our algorithms: i) CCG: Algorith-

m 6 with ColG and ConG solved by programs (4.8) and (4.12); ii) CCG*: Algorithm 6,

where ColG and ConG are first solved by greedy methods (Algorithms 7 and 8), and

then call the programs (4.8) and (4.12) when greedy methods return a pure strategy S

already in S ′ or path p with R(p) ≤ 0; iii) LP: the linear program (4.6), with the bench-

mark double oracle (DO) where two oracles solve the best response pure strategies (S,

f ) for both players [29].

To evaluate the solution quality of our approach, we implement three heuristic strate-

gies as baselines. The quality of a solution x is measured by Ud(x, y(x)). The baseline
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mixed strategies are: i) DMU with marginal coverage probability of each inspection

station equal to k
|I| ; ii) DMT where marginal coverage probability of each inspection

station is normalized inspection probability; iii) DMW where marginal coverage proba-

bility of each inspection station is normalized inspection weight. The inspection weight

wi of station i is defined as the maximum amount of flow that i can interdict, i.e., the

production of τi and the maximum amount of flow passing through that edge or node;

Given the marginal coverage probabilities, the defender mixed strategies are generated

by the Combo Sampling algorithm [31].

4.6.1 Scalability Analysis
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FIGURE 4.3: Scalability of algorithms for solving NFIGs.

We compare the scalability of our algorithms on WG graphs with varying degrees:

D = 2.86 which is the mean degree of road network [93], and D ∈ {2.7, 3.0}. α = 0.3

and β = 0.15. The results are depicted in Figure 4.3, where DO cannot scale up to 50

nodes for D = 2.7 and D = 2.86 and 40 nodes for D = 3.0 with runtime cap of 1800

seconds, while LP cannot scale up to 30 nodes with memory cap of 8GB. The result-

s show that although our approaches (CCG,CCG*) involve nonlinear programs (4.8)
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and (4.12), they still outperform LP and DO significantly due to the compact repre-

sentation. Besides, CCG* also outperforms CCG a lot which shows that the greedy

methods (Algorithms 7 and 8) can obtain good enough solutions. Especially CCG* can

scale up to realistic-sized networks with 60 nodes and over 40 inspection stations and

20 resources, while the number of tactical checkpoints operated in the Southern border

is 39 in 2009 [46].

4.6.2 Solution Quality Analysis
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FIGURE 4.4: Solution quality of CCG (CCG*) for solving NFIGs.

We also compare the solution qualities of our algorithms with three baseline strate-

gies on WG graphs with varying degrees (α = 0.3 and β = 0.15), demonstrated by

Figure 4.4. It is clear that CCG* outperforms these baselines significantly. Besides,

the baseline DMW works best among the three baselines since the inspection weights

well measure the capability of inspection stations. Note that the numbers of inspection

stations and resources are proportional with the network size, and hence there exists no

monotone relationship between utility and network size.
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FIGURE 4.5: Varying α and β.

4.6.2.1 Varying Values of α and β

Figure 4.5 shows the solution qualities of CCG* and three baselines on WG graphs

(|V | = 40, D = 2.86) with varying values of α and β, from which we can see: i)

with fixed β, increasing α improves the defender utility for more available inspection

stations; ii) with fixed α, increasing β also improves the defender utility for more avail-

able resources. Moreover, CCG* outperforms these baselines significantly for all tested

values of α and β.

4.6.2.2 Robustness
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FIGURE 4.6: Robustness (20%).

In reality, the attacker might not have perfect observation on the defender strategy.

Thus, we compare the solution qualities of CCG* and baselines on WG graphs (|V | =

40, D = 2.86, α = 0.3 and β = 0.15) with the attacker’s estimation x′ of the defender

strategy x randomly generated by: x′ = x̃/|x̃| where x̃S ∼ xS · [1 − δ, 1 + δ]. The
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solution quality of x is measured by Ud(x, f ′) with f ′ being the attacker best response

against x′. The result is depicted in Figure 4.6 with δ = 20%, and the result shows that

our approach CCG* is robust enough and outperforms baselines significantly under a

high level of observation uncertainty.

4.6.2.3 Application on Southern Border Network
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well as some of the approximate locations used for tactical checkpoints, 
not all of which operate simultaneously. 

Figure 10: Road Infrastructure and Checkpoints in the San Diego Sector 
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Appendix IV: Laredo Sector Profile 
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Figure 17: Road Infrastructure and Checkpoints in the Laredo Sector 

Note: The location shown on highway 83 is a proposed checkpoint; therefore, there are five current 
permanent checkpoints. 

 
According to the Border Patrol, traffic checkpoint operations are generally 
supported by local ranchers, who permit the Border Patrol to enter their 
fenced property.  The ranchers also permit the Border Patrol to place 
sensors at locations that could be favored by smugglers, according to 
Border Patrol officials. 
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FIGURE 4.7: San Diego and Laredo sectors (circles are tactical checkpoints).

We conduct experiments on two sectors in Southern Border Patrol [94]: i) San Diego

sector with 29 nodes and degree of 2.89, two source nodes (San Ysidro and Tecate

POEs), one sink node (Los Angeles), and 12 checkpoints (Figure 4.7a); ii) Laredo sector

with 20 nodes and degree of 3, one source node (Laredo POE), one sink node (San
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FIGURE 4.8: Border patrol sectors.
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Antonio), and 6 checkpoints (Figure 4.7b). The roads can be classified into four levels:

Interstate, U.S. Hwy, State Hwy, and Hwy. The capacity of a road is randomly drawn

from: [0, 35] (Interstate), [0, 30] (U.S. Hwy), [0, 25] (State Hwy), and [0, 20] (Hwy).

k = 6 for San Diego sector and k = 3 for Laredo sector. The results are depicted in

Figure 4.8, showing that our approach significantly outperforms the baseline methods

for the realistic networks.

4.7 Chapter Summary

This chapter studies the problem of optimally interdicting an illegal network flow. We

introduce a novel Stackelberg game model called NFIG, and propose a Column and

Constraint Generation (CCG) algorithm to solve it. The computational complexity of

its ColG subproblem is analyzed. Several novel algorithms are provided to solve the two

subproblems including convex optimization, 1− 1
e

approximation method and a heuristic

search algorithm. Experimental evaluation shows that CCG scales up to realistic-sized

networks and significantly outperforms existing methods and heuristics.



Chapter 5

Combating Repeated Attacks on the

Network

Last chapter as well as earlier works model network interdiction as a one-shot leader-

follower game, where the defender randomly allocates the resources first and the ad-

versary, knowing the defender strategy with extensive surveillance, chooses an optimal

action to respond. Though the minimax solution is robust and guarantees the defender

the value of the game, such models are not ideal to capture many realistic scenarios,

such as illegal drug interdiction, due to several unreasonable assumptions. First, it is

well understood that complete rationality, unlimited observation and high level com-

putational ability are not ideal for modeling human adversaries [61, 95]. Second, the

defender’s prior knowledge of the adversary and the environment is extremely limited

in practice, while existing works in network interdiction assume full information on the

defender side. Finally, the one-shot game model neglects the repeated interactions be-

tween the defender and the adversary, which are common in many network interdiction

domains. For example, it is reported that over one thousand tons of drugs are seized on

land in 2009 within the United States [49], and the U.S. border patrol agency has to alter

the checkpoint operation policy frequently against unknown and fickle smugglers [46].

Existing works typically deal with part of these challenges, either the bounded ratio-

nality of the attacker or the repeated interactions. Most of them in the security game lit-

erature typically focus on bounded rationality of the attacker by following the concept of

85
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Quantal Response [96], in order to predict the future move of the attacker. Such models

include, but are not limited to, e.g., Subjective Utility Quantal Response (SUQR) [62],

Bayesian SUQR [8] and Robust SUQR [97]. However, those models suffer from a

number of limitations [50]. In particular, most of them failed to capture the attacker’s

adaptive behavior of changing the attacking strategy based on defender’s past moves.

Besides, all these approaches only focus on simple target protection scenarios.

Another line of related work applies online learning approaches on repeated secu-

rity games [22, 23]. Unfortunately, the scope of all these works is limited to the tar-

get protection scenarios and cannot be applied to the network security domain, where

the defender utility is a complex submodular function (we will show later). The s-

traightforward approaches for online submodular maximization have poor performance

in network security domain. In particular, the state-of-the-art algorithm for the online

submodular maximization problem is an online version of the greedy algorithm [51],

which only achieves a low (1− 1
e
)-regret and the performance guarantee only holds for

the oblivious adversary.

We are the first to study the network interdiction from a perspective that aims to ad-

dress all these challenges. In particular, inspired by the work of Xu et al. [23], we apply

the adversarial online learning approaches to tackle the network interdiction problem.

However, we have to emphasize that this application is in fact non-trivial, since the re-

peated network interdiction problem is formulated as an online submodular maximiza-

tion problem due to the network structure, for which state-of-the-art learning algorithms

fail due to their poor performance. To overcome this issue, we linearize our learning

problem by using a novel decision space transformation. The cost of this linearization

transformation, however, is the exponentially increased size of the decision space. As

such, a direct application of existing online linear learning methods, such as geometric

hedge [98], FPL [99] and Exp3 [100], will fail, due to the large decision space. Thus,

we propose a new online linear learning algorithm, which exploits the semi-bandit style

feedback in the network interdiction domain, called Semi-Bandit style Geometric deci-

sion algorithm against an Adaptive adversary (SBGA) to provide online decisions for

the defender. We formally show that SBGA achieves O(T 2/3) regret bound against

adaptive adversary compared with the best fixed strategy on hindsight, and a low regret
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compared with the near optimal adaptive defender strategy. Finally, extensive numer-

ical evaluations are conducted to demonstrate that our approach outperforms existing

online learning approaches significantly and achieves much faster convergence rate. In

particular, SBGA requires significantly fewer rounds (typically 50 rounds) to obtain sat-

isfactory low average regret solution against various adversarial behavior models, and

can efficiently scale up to realistic sized game instances.

Although we provide a novel transformation from online submodular maximization

to online linear optimization, existing approaches for online linear optimization cannot

address all the brutal challenges that we face: scalability, limited feedback and adaptive

adversary. Most works related to online linear optimization typically focus on the obliv-

ious adversary [101–103]. Bartlett et al. [98] provided the Geometric Hedge algorithm

with O(
√
T ) regret against adaptive adversary with high probability. However, their

algorithm needs to store and compute on the entire exponentially large decision space.

The most relevant approach is Bandit-style Geometric decision algorithm against an

Adaptive adversary (BGA) (Sec. 2.2.1.2) which achieves sublinear regret against adap-

tive adversary with limited feedback [52, 53]. However, the empirical evaluation shows

that its regret convergence rate is very low in practice since it fails to exploit the unique

semi-bandit feedback in our problem, and thus the variation of the unbiased estimation

could be significantly high.

The remaining content of the Chapter is organized as follows: Section 5.1 presents

the model of repeated network interdiction problems. Section 5.2 transforms the online

submodular maximization problem into an online linear optimization problem. Sec-

tion 5.3 illustrates our SBGA algorithm to solve the online linear optimization problem

with semi-bandit feedback. Section 5.4 shows the theoretical analysis of SBGA algo-

rithm. Section 5.5 presents the experimental results on the performance of our SBGA

algorithm. Section 5.6 presents an implementation of the methodologies proposed in

this chapter to solve a game theoretical online promotion of exergames for the elderly.

Section 5.7 summarizes this Chapter.
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5.1 Repeated Network Interdiction Games

The repeated Network Interdiction Games (NIG) model is the repeated version of net-

work interdiction models, such as NFIG in the previous chapter, and the escaping path

interdiction model [29, 31]. At each iteration, the game shares the same settings as

NFIG (see Sec. 4.2), except that P denotes the set of candidate s-t paths in G for the at-

tacker, such as the eight drug transportation corridors in the United States [49], instead

of all possible paths1. We denote by m the number of candidate paths, i.e., m = |P|.

The repeated NIG is illustrated as follows.

Repeated Network Interdiction Game

for t = 1, 2, ...T

1. The defender chooses an allocation St ∈ S to play.

2. The attacker chooses a network flow f t ∈ F to play.

3. The defender observes the amount of interdicted flow at

each operated checkpoint in St and receives the utility

Ud(S
t, f t).

5.1.1 Semi-bandit Feedback

Unlike existing works which assume plenty of available information for both players,

the defender in repeated NIG has no prior knowledge of the adversarial behavior. The

information available for the defender only includes the network structure G, candidate

paths for the adversary P , the inspection probability τi on each checkpoint i and an

upper bound U of the total amount of all the feasible flow, i.e., U ≥ arg maxf∈F |f |1.

The knowledge of U can be interpreted as the fact that the defender, although may not

know the exact capacity on each edge, can easily derive an upper bound of such capacity

according to the domain knowledge and the past experience. W.l.o.g., we set U to 1.

1The selected candidate paths contribute the majority of the illegal network flow, so that the com-
plexity of the model is reduced without a significant loss of optimality.



Chapter 6. Combating Repeated Attacks on the Network 89

Regarding the feedback of past plays, a natural assumption for the repeated NIG is that

the defender only knows the amount of flow interdicted by each operated checkpoint.

Such information on each operated checkpoint is called the semi-bandit feedback. On

the other side, the only requirement for the attacker is that he cannot observe the real-

time defense St before round t starts since the game is simultaneously played at each

round. Furthermore, we assume that the defender is an expected utility maximizer,

while no behavior model for the attacker is required. In other words, the attacker could

be an expected utility maximizer or irrational to any extent; could be fully adversarial,

or a random player.

The above repeated NIG model is general for many realistic network security do-

mains. For example, in the illegal drug trafficking scenario, the drug smuggling activity

on the transportation network can be formulated as an adversarial network flow. The

adversarial behavior, on the other hand, is hard to capture as the defender is facing sev-

eral sophisticated drug trafficking cartels who hire people with unknown backgrounds

to smuggle illegal drug [84]. Besides, as pointed out by the government report, the

checkpoint operation policy almost changes daily to deal with the fickle smuggler-

s [46], which is captured by the repeated manner of our model. Another example is

the escaping path interdiction problem [29], where the escaping path of the attacker can

be modeled by a unit flow on the path. The roadblock placed by the defender can be

treated as a checkpoint with interdiction probability 1.

5.1.2 Regret

LetHt denote the history information of the game by time t (inclusive), andH0 denote

no history information at all. Given a sequence of adversarial flows f1, ..., fT , where

f t may be adaptive depending on Ht, we are interested in designing an online policy

S1(H0), ..., ST (HT−1) (possibly randomized) that maximizes the defender’s expected

utility E[
∑T

t=1 Ud(S
t, f t)], where the randomization is taken over the randomness of the

policy and the environment. Alternatively, we aim at minimizing the defender’s regret:

RT = max
S∈S

∑T

t=1
Ud(S, f

t)− E[
∑T

t=1
Ud(S

t, f t)].
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The first term maxS∈S
∑T

t=1 Ud(S, f
t) is the utility of the best hindsight allocation,

which serves as the benchmark. Without any prior knowledge of the adversarial behav-

ior, we take the worst case analysis and focus on the largest regret against all possible

adaptive adversaries. This type of regret notion is common in the online learning theory

literature [104].

5.1.3 Online Submodular Maximization

As shown by Proposition 5.1, the defender utility function is submodular with alloca-

tion S. At the first glance, we may relate the repeated NIG with the online submodular

maximization problem where the decision-maker faces a sequence of submodular re-

ward function and chooses a fix sized subset to play at each round. However, existing

approaches for online submodular maximization cannot perform well in repeated NIG.

As such, we propose a novel approach to solve the repeated NIG efficiently with low

regret solution. In particular, we first provide a non-trivial transformation from the

repeated NIG as an online submodular maximization problem to an online linear op-

timization problem. To solve the transformed online linear optimization problem, we

propose a novel algorithm called SBGA which exploits the semi-bandit feedback on

operated checkpoints and obtains low regret solutions.

Proposition 5.1. The defender utility function Ud(S, f) is submodular with allocation

S.

Proof. For each S ⊆ I and i ∈ I \ S, we have:

Ud(S ∪ {i}, f)− Ud(S, f) =
∑

p∈P:i∈p
τi · Φ(S, p)fp.

Since Φ(S ′, p) ≥ Φ(S ′′, p) for any pair of S ′ ⊆ S ′′, Ud(S, f) is submodular with alloca-

tion S when f is fixed.
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5.2 From Online Submodular Maximization to Online

Linear Optimization

In this section, we show a transformation of repeated NIG to an online linear opti-

mization problem for which efficient low regret solution is possible. The intuition is as

follows: if we look at the defender utility function Ud(S, f) in details, we can find that

the only parameter unknown is the adversarial flow f . Fortunately, Ud(S, f) is actually

linear with f . In other words, we can write down Ud(S, f) as w · f where the coefficient

w, depending on the allocation S, is actually known to the defender since the interdic-

tion probability can be estimated. As such, we define a mapping φ : S → Rm such that

for each allocation S ∈ S, φ(S) = w = 〈wp〉 with wp = 1 − Φ(S, p), ∀p ∈ P . Given

an allocation S and w = φ(S), we have: Ud(S, f) = w · f .

Therefore, instead of regarding the repeated NIG as allocating resources for a se-

quence of unknown submodular functions, we can treat it as selecting decision points

w for the coming unknown linear functions. The later one is an online linear optimiza-

tion problem, shown as follows.

Online Linear Optimization Problem

for t = 1, 2, ...T

1. The defender chooses a point wt ∈ φ(S).

2. The attacker chooses a network flow f t ∈ F to play.

3. The defender receives the utility wt · f t.

φ(S) = {w|∃S ∈ S : w = φ(S)} denotes the set of points mapped from S with φ.

However, the most relevant existing approach BGA fails to solve such an online linear

optimization problem due to the slow regret convergence rate as shown in experimental

evaluation. The main drawback of BGA is that once an allocation S is played, only the

total amount of interdicted flow of S is utilized to learn the unknown adversarial flow.

In this case, BGA has to put a lot of effort in exploration of estimating the adversarial

flow. However, as we will show later, by further exploiting the semi-bandit feedback on
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each operated checkpoint of S, the exploration efficiency can be improved significantly.

Based on this idea, we propose the SBGA algorithm with nice and provable guarantees

and satisfactory practical performance.

5.3 SBGA

As depicted in Algorithm 10, the intuition of SBGA is as follows: suppose that the full

information of the adversarial flows of past plays can be accessed in repeated NIG, then

an efficient online algorithm with low regret against adaptive adversary is available, de-

noted as Geometric EXperts algorithm (GEX) (Algorithm 11). Unfortunately, we only

have semi-bandit feedback in repeated NIG. As such, SBGA samples from an explo-

ration basis Seb, exploits the received semi-bandit feedback on operated checkpoints,

and builds an “imaginary” full information game where the unknown adversarial flows

(of past plays) are replaced by their unbiased estimators f̂ . The algorithm GEX is then

applied on the “imaginary” repeated NIG to provide online decisions. We now describe

in details each components of SBGA.

5.3.1 GEX

Suppose that the adversarial flows f1, ..., f t−1 of previous rounds are known. We adopt

the algorithm proposed by Kalai and Vempala [105] to serve as GEX subroutine, shown

in Algorithm 11. In particular, GEX returns the optimal decision w in φ(S) against the

cumulative flow of previous rounds perturbed by a random noise vector z. The scale of z

is controlled by a learning parameter ε, which balances the tradeoff between exploitation

of playing the best hindsight decision so far, and exploration of adding perturbations to

make the algorithm less predictable, especially for the adaptive adversary. Such tradeoff

between exploitation and exploration is essential in the online learning theory, and GEX

successfully addresses it by setting ε to a delicate value and achieves sublinear O(
√
T )

regret [105].
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5.3.2 Exploration and Unbiased Estimator

 

 
 

 

 

 

  
 

 

 

  

  

  
  

(a) True adversarial flow

 

 
 

 

 

 

  
 

 

 

  

  

  
  

(b) Exploration with Seb = {S′, S′′}

FIGURE 5.1: Exploration with Seb = {S′, S′′}

As we mentioned before, at round t, SBGA creates an unbiased estimator f̂ t of the

unknown adversarial flow f t by sampling from an exploration basis (with some proba-

bility), and hence an “imaginary” game, for which GEX is applicable, is constructed.

To do so, we first show that the semi-bandit feedback on each operated checkpoint is

linear with the unknown adversarial flow. Specifically, for each allocation S, let rS,i,f

denote the amount of interdicted flow on operated checkpoint i ∈ S against adversarial

flow f when S is played. We have:

rS,i,f =
∑

p∈P

∏
j∈S(p,i)

(1− τj)τiαp,i · fp ∀i ∈ S

where S(p, i) denotes the set of checkpoints in S such that path p passes through be-

fore checkpoint i, and αp,i is the indicator which takes value 1 if i is on path p and 0
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otherwise. Let wS,i denote the vector such that:

wS,ip =
∏

j∈S(p,i)
(1− τj)τi · αp,i ∀p ∈ P . (5.1)

We have: rS,i,f = wS,i · f for each checkpoint i ∈ S, and wS,i is known to the defender.

Once S is played, rS,i,f is revealed for each i ∈ S. Let m× k matrix W S =
⋃
i∈S wS,i.

To illustrate the exploration in SBGA, consider an example where m = 2k and

let Seb = {S ′, S ′′}, as shown in Figure 5.1. To simplify the explanation, suppose that

the checkpoints set I = {1, ..., n} and n ≥ m. Allocation S ′ operates the first k

checkpoints in I and S ′′ operates checkpoints {k + 1, ...,m}. Let m×m matrix W =

[W S′ ,W S′′ ], whose transpose W † is illustrated in the figure. Each element of W † is

defined in (5.1). Assume that W is full rank. At round t, let rt be the vector of semi-

bandit feedbacks as shown in Figure 5.1a, and the true adversarial flow satisfiesW †f t =

rt. However, rt is not available since only one allocation is played at round t, which only

reveals half of rt. Thus, we randomly pick one allocation in Seb to play and estimate

rt with r̂t, as shown in Figure 5.1b where S ′ is drawn and semi-bandit feedbacks of S ′

are doubled in r̂t. We estimate the flow with f̂ t = (W †)−1r̂t and it is easy to see that

E[̂f t] = f t since E[̂rt] = rt.

In general, assume thatm is dividable by k and let m̄ = m
k

. Let Seb be an exploration

basis of m̄ allocations, and let m × m matrix W =
⋃
S∈SebW

S = [b1, ...,bm] where

the l-th column is denoted as bl. W.l.o.g., suppose W to be full rank.1 At round t, as

illustrated in Algorithm 10, with probability λ, SBGA uniformly samples one allocation

S in Seb to play (line 10), and observes the interdicted flow for each operated checkpoint

i with amount rS,i,f t = wS,i · f t (line 13). SBGA estimates flow f t according to the

idea mentioned before. The estimation f̂ t = (W †)−1r̂t where the vector r̂t is defined

as follows: r̂tl = (m̄/γ)bl · f t if bl ∈ W S and r̂tl = 0 otherwise (lines 14 & 15).

Proposition 5.2 shows that E[̂f t] = f t.

Proposition 5.2. f̂ t in SBGA is an unbiased estimator of f t.

1These assumptions are only for simplifying the analysis. The algorithm and analysis work for
general cases where usually m̄ = dmk e. In practice, the full rank assumption of W may not hold true for
any set of m̄ allocations. Thus, the allocation with larger rank of WS will be selected into Seb to reduce
the size of exploration basis.
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Proof. Let r̂S,t denote the vector r̂t when S ∈ Seb is drawn. r̂S,tl = (m̄/γ)bl · f t if

bl ∈ W S , and we have: ∑
S∈Seb

r̂S,t = (m̄/γ)W †f t. (5.2)

E[f̂ t] = (W †)−1E[̂rt] = (W †)−1 γ

m̄

∑
S∈Seb

r̂S,t

= (W †)−1W †f t = f t.

5.3.3 Exploitation with GEX

At this point, the unbiased estimator of the adversarial flow is obtained. At each round

t, with probability 1− λ, SBGA applies GEX routine to exploit the “imaginary” game,

where the adversarial flows are replaced by their unbiased estimators f̂1, ..., f̂ t−1, to

generate decision wt and the corresponding allocation St to play (line 6).1 Parameter λ

balances the tradeoff between exploitation of playing decisions provided by GEX and

exploration of sampling from Seb to obtain an low-variance estimation of adversarial

flow. However, it is not clear yet whether SBGA can achieve acceptable sublinear

regret against adaptive adversary since the analysis of existing approaches aimed at

cost minimization [52], while the repeated NIG is formulated as a utility maximization

problem. The following section shows that the answer is affirmative.

5.4 Theoretical Analysis

We first show that SBGA achieves a sublinear regret O(T 2/3) against the adaptive ad-

versary, compared with the best fixed allocation on hindsight.

Theorem 5.3. If m̄ = 1, set γ = T−1/3 and ε =
√

m
T

(roughly optimal), we have:

RT (SBGA) ≤ 5m1/2T 2/3; Otherwise, set γ = m̄T−1/3 and ε = 1
m

√
γ/T (roughly

optimal), we have: RT (SBGA) = O((β∞ + C)m
√
m̄T 2/3), where β∞ = ‖(W †)−1‖∞

and C is the spanning ratio of W with respect to φ(S) defined below (Definition 4).
1In order to apply the approach of Kalai and Vempala [105], the estimated flows need to be trans-

formed to meet its requirements, which is omitted here for the ease of reading, and the readers can refer
to appendix A of [52] for details.
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Algorithm 10: SBGA
1 Parameter: γ and ε, where ε is a parameter of GEX
2 Initialize Seb, let W =

⋃
S∈SebW

S = [b1, ..,bm]
3 for t = 1, ..., T do
4 Let χt = 1 with probability γ and χt = 0 otherwise
5 if χt = 0 then
6 Select wt from the distribution GEX(f̂1, ..., f̂ t−1)
7 Receive utility ut = wt · f t

8 f̂ t = 0 ∈ Rm

9 else
10 Draw S uniformly at random from Seb
11 wt = φ(S)
12 Receive utility ut = wt · f t

13 Observe interdicted flow at each i ∈ S: rS,i,f
t

14 Let r̂t ∈ Rm by r̂tl = 0 for bl /∈WS and r̂tl = (m̄/γ)bl · f t otherwise
15 f̂ t = (W †)−1r̂t

Algorithm 11: GEX
1 Parameter: ε, network flows f1, ..., f t−1 of previous rounds
2 Define a noise vector z ∈ Rm such that zi is uniformly drawn from [0, 1

ε ]
3 wt = arg maxw∈φ(S) w · (f1 + ...+ f t−1 + z)

4 return wt

Definition 4. Given a basis of Rm: W = {b1, ...,bm}, the spanning ratio of W with

respect to the subsetH ⊆ Rm is the minimal value ofC such that: for any point w ∈ H ,

we can write w =
∑m

l=1 αlb
l where the coefficient αl ∈ [−C,C].

A quick comparison of the regret bound of SBGA with the state of the art one of

BGA in [53], which is O(mT 2/3), shows that both have the same dependence of T

which is to the power of 2/3, and thus, both satisfy the Hannan consistency. When

m̄ = 1, SBGA has better reliance on the number of paths m and the regret bound is

strictly less than that of BGA. However, when m̄ ≥ 2, the dependence of SBGA over

m is unknown yet due to the term (β∞ + C) which relies on the choice of W .

5.4.1 Proof of O(T 2/3) Regret

We first explain some necessary notations. Let rt ∈ [0, 1]m denote the vector where

rtl = bl · f t for bl ∈ W . r̂t ∈ Rm is SBGA’s estimation of rt in Algorithm 1. wt ∈ φ(S)
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is the decision made by SBGA in round t. Let ŵt ∈ φ(S) be the decision recommended

by GEX in round t, and ŵt = wt if SBGA does not sample the exploration basis in

round t. ut ∈ [0, 1] is SBGA’s utility in round t, i.e., ut = wt · f t. Let ût ∈ R

denote the utility of GEX in the “imaginary” game, i.e., ût = ŵt · f̂ t. Let Gt denote

the history of the game by time t (inclusive), which consists of all valid information

of the game played so far. In particular, if we condition on a history Gt, the random

variables f1, ..., f t, r̂1, ..., r̂t, f̂1, ..., f̂ t,w1, ...,wt and χ1, ..., χt are fully determined. Let

w1:t be a sequence of decisions {w1, ...,wt} and let f1:t be a sequence of adversarial

flows {f1, ..., f t}. We denote

utility(w1:T , f1:T ) =
∑T

t=1
wt · f t

best(f1:T ) = arg maxw∈φ(S)

∑T

t=1
w · f t

opt(f1:T ) = best(f1:T ) ·
∑T

t=1
f t.

Theorem 5.3 can be directly derived from four inequalities:

E[opt(f1:T)] ≤ T since ‖f t‖1 ≤ 1 (5.3)

(1− γ)E[utility(ŵ1:T , f̂1:T )]− E[utility(w1:T , f1:T )] ≤ γT (5.4)

E[opt(̂f1:T )]−E[utility(ŵ1:T , f̂1:T )]

≤

 (8m+ 2)C
√
T/γ, if m̄ ≥ 2;

2
√
mT, if m̄ = 1.

(5.5)

E[opt(f1:T)]−E[opt(̂f1:T )]

≤

 mm̄(β∞ + 1)
√
T/γ, if m̄ ≥ 2;√

mT/γ, if m̄ = 1.

(5.6)

Proof of (5.4). We follow the similar procedure to prove (5.4) as the proof of Theorem

3 in [52].

w̄t =
∑

ŵt∈φ(S)
Pr(ŵt|Gt−1)ŵt.
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Let r̂t,S and f̂ t,S be the estimators of rt and f t when S ∈ Seb is sampled in round t,

according to (5.2):

∑
S∈Seb

f̂ t,S = (W †)−1
∑

S∈Seb
r̂t,S =

m̄

γ
f t. (5.7)

E[ût|Gt−1] = γ
∑

S∈Seb
1

m̄

∑
ŵt∈φ(S)

Pr(ŵt|Gt−1)(̂f t,S · ŵt)

= γ[
∑

S∈S

1

m̄
f̂ t,S] · w̄t =

γ

m̄
[
∑

S∈Seb
r̂t,S] · w̄t

= f t · w̄t according to (5.7).

E[ut|Gt−1] = (1− γ)(f t · w̄t) + γ
∑

S∈Seb
1

m̄
(f t · φ(S))

≥ (1− γ)E[ût|Gt−1]− γ. since ‖f t‖1 ≤ 1

E[ut] = E[E[ut|Gt−1]] ≥ E[(1− γ)E[ût|Gt−1]− γ]

= (1− γ)E[E[ût|Gt−1]]− γ = (1− γ)E[ût]− γ.

Sum it up over t = 1, ..., T , and we will get the inequality (5.4).

Proof of Inequality (5.5). We follow the sketch of proof of (2) in [53]: Let

nonzero(̂f1:T ) denote the sequence of non-zero flows in f̂1:T and let ξ denote the length

of nonzero(̂f1:T ). Let regret(GEX, f̂1:T ) denote the regret of GEX in the “imaginary”

game.

Case 1 [m̄ ≥ 2]: If m̄ ≥ 2, f̂ t can be negative, and the approach by [105] [105] has

to be adapted to serve as the GEX, which has been illustrated in appendix A of [52]:

E[regret(GEX, f̂1:T )|ξ] ≤ ε(4m+ 2)R2ξ + 4m/ε, (5.8)

where R is an upper bound of |̂f t ·w| for w ∈ φ(S):

|̂f t ·w| = |(W †)−1r̂t ·Wα| = |̂rt ·α| ≤ ‖r̂t‖1‖α‖∞

≤ Cm/γ since ‖r̂t‖1 ≤ km̄/γ = m/γ,
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where w = Wα with ‖α‖∞ ≤ C and C is the spanning ratio of W w.r.t. φ(S).

Substitute to Eq.(5.8) with E[ξ] = γT :

E[regret(GEX, f̂1:T )] = E[E[regret(GEX, f̂1:T )|ξ]]

≤ ε(4m+ 2)C2m2T/γ + 4m/ε.

Let ε =
√
γ/T/m, we have:

E[regret(GEX, f̂1:T )] ≤ (8m+ 2)C
√
T/γ.

Case 2 [m̄ = 1]: In this case, f̂ t = 1
γ
f t. The algorithm by [105] [105] can be

directly applied for GEX:

E[regret(GEX, f̂1:T )|ξ] ≤ εξ/γ +m/ε

E[regret(GEX, f̂1:T )] ≤ εT +m/ε.

Set ε =
√
m/T , we get:

E[regret(GEX, f̂1:T )] ≤ 2
√
mT.

Proof of Inequality (5.6). We follow the sketch of proof of (3) in [53], since ‖w‖2 ≤
√
m for w ∈ φ(S):

|opt(̂f1:T )− opt(f1:T )| ≤
√
m‖

∑T

t=1
(̂f t − f t)‖2. (5.9)

Define ∆t = f̂ t − f t, according to [53]:

E[‖
∑T

t=1
∆t‖2]2 ≤

∑T

t=1
E[‖∆t‖2

2]. (5.10)
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Case 1 [m̄ ≥ 2]:

‖f̂ t‖2 = ‖(W †)−1r̂t‖ ≤
√
m‖(W †)−1‖∞‖r̂t‖∞ ≤ m̄

√
mβ∞/γ

‖f t‖2‖f t‖1 ≤ 1.

‖∆t‖2 ≤ ‖f̂ t‖2 + ‖f t‖2 ≤

 1, with prob. 1− γ;
m̄
√
mβ∞
γ

+ 1, with prob. γ.

E[‖∆t‖2
2] ≤ (m̄

√
mβ∞ + 1)2/γ.

Substitute to (5.9) & (5.10):

E[|opt(̂f1:T )− opt(f1:T )|] ≤ m̄m(β∞ + 1)
√
T/γ

Case 2 [m̄ = 1]: Similarly, since ‖f̂ t‖2 = ‖ 1
γ
f t‖2 ≤ 1

γ
:

E[|opt(̂f1:T )− opt(f1:T )|] ≤
√
mT/γ.

5.4.2 Regret of SBGA with the Optimal Adaptive Policy as Bench-

mark

Besides the best fixed allocation on hindsight, we also set the optimal adaptive strategy

as benchmark. Specifically, the defender applying the optimal adaptive strategy plays

the optimal allocation against the adversarial flow at each round. Let OPT be the

cumulative defender utility of the optimal adaptive strategy. Our next result shows that

SBGA achieves a low regret compared with a constant fraction δ ofOPT . The intuition

is to show that the cumulative utility of the best fixed allocation on hindsight is at least

δ · OPT , which is true since the defender with fixed allocation can always operate k

checkpoints on those paths with maximum cumulative flows.

Theorem 5.4. Let τmin = mini∈I τi and τmax = maxi∈I τi, we have δ · OPT −

Reward(SBGA) ≤ O(T 2/3) where δ = min{1, k
m
} τmin

1−(1−τmax)k
.
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Proof. Suppose k ≤ m and let δ = k/m. Consider the fixed allocation which allocates

the k checkpoints on k pathes with maximal cumulative flows in
∑T

t=1 f t:

maxS∈S Ud(S,
∑T

t=1
f t) ≥ k

m
· τmin

∑
p∈P

∑T

t=1
f tp.

For the optimal adaptive defender strategy,

maxS∈S Ud(S, f
t) ≤ [1− (1− τmax)k]

∑
p∈P

f tp.

Therefore, we have:

maxS∈S Ud(S,
∑T

t=1 f t)

OPT (F )
≥ k

m

τmin
1− (1− τmax)k

= δ

5.5 Experimental Evaluation

To demonstrate the practical applicability of our approach, we evaluate its performance

through extensive experiments. All computations were performed on a 64-bit PC with

16 GB RAM and a quad-core 3.4 GHz processor. The tested networks are random pla-

nar graphs generated by the Waxman geographical model (WG) suitable for modeling

transportation networks [92]. By default, the instances are parameterized as follows:

the number of nodes |N | = 200 and the average degree is 3.0. The number of inspec-

tion stations n = 100. The number of candidate paths for adversarial flow m = 20, and

the number of resources k ∈ {10, 20}, corresponding with m̄ ∈ {1, 2}. It is worthwhile

to point out that m̄ is usually not large (around 2) in practice. Take the illegal drug

trafficking scenario as an example. It is reported that 88 percent of all drug shipment is

transported to the major drug markets within the United States through eight principal

corridors [49]. Meanwhile, there are 39 tactical checkpoints owned by the Border Patrol

in 2009 and the average operation percentage is about 8% for traffic jam concern [46].

Thus, the settings here are realistic. All inspection stations are randomly placed on the

graph and all candidate paths for the adversarial flow are randomly generated. The edge
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capacity ce is randomly chosen in [0.5, 1.0], and inspection probability τi ∼ [0.2, 0.6].

The total number of rounds T = 1000. The results are averaged on 100 runs on one

randomly generated instance. However, we do emphasize that the convergence trend is

almost the same across simulated instances except in the initial rounds.

We mainly compare SBGA against two benchmark algorithms: i) BGA [52], and

ii) Online Greedy algorithm for online submodular maximization [51]. The learning

parameters in all algorithms are set to their optimal or rough optimal values w.r.t. the

theoretical regret bounds. The other candidate benchmarks, including FPL for semi-

bandit optimization [99] and its variant FPL-UE [23], and the Geometric Hedge algo-

rithm [106], cannot scale up to instances with 100 checkpoints and over 10 resources.

Thus, we only test their performance on small instances with 20 checkpoints and 5

resources.

We test our algorithm against four types of attackers, which together represent the

majority of typical attacking models: i) Uniform: The attacker with uniform network

flow at each round; ii) BestResponse: At round t, the attacker best responds to the em-

pirical mixed defender strategy x of history with xS = tS/(t − 1) where tS represents

the number of times that defender plays allocation S in first t−1 rounds; iii) Adversari-

al: The adversarial type attacker aims at minimizing the defender’s utility. In particular,

at round t, the attacker plays the network flow which minimizes the defender utility of

the best fixed allocation on hindsight, under the restriction that the amount of flow is no

smaller than certain threshold, set to be half of the maximal flow; and iv) QuantalRe-

sponse (QR): It is non-trivial to apply QR model in network security domain. Thus, we

provide a simple implementation where we first uniformly generate a set of 50 network

flows F qr. At round t, the attacker responds to the empirical mixed defender strategy

x by playing a probability distribution over F qr such that a network flow f ∈ F qr is

chosen with probability pf = eλUa(x,f)∑
f ′∈Fqr e

λUa(x,f ′) . The parameter λ controls the rationality

level of the attacker. When λ = 0, the attacker uniformly chooses the network flow in

F qr to play; while when λ =∞, the attacker plays the best response flow in F qr.

The submodular maximization problem of GEX subroutine in SBGA (Line 6 of

Algorithm 10) and BGA (Line 6 of Algorithm 3) is easily formulated as a convex integer

program as program 4.8 in Section 4.4, which can be solved by KNITRO (version 9.0.0)
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efficiently in seconds for most instances tested. Observe that the GEX subroutine is the

most time-consuming part in SBGA and BGA as the remaining operations at each round

are simple matrix multiplications. However, with 100 random runs and 1000 rounds for

each run of the algorithm, the total runtime of the experiments could easily exceed the

limits. Therefore, we use the greedy algorithm (Algorithm 7 in Section 4.4) to solve the

submodular maximization problem of GEX instead, which has been shown to be good

enough in the last chapter. To this end, the runtime per round of SBGA and BGA is

negligible (less than 0.01 seconds in the tested experiments).
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FIGURE 5.2: Convergence analysis of the average regret of BGA, online greedy and
SBGA (m̄ = 1).

5.5.1 Solution Quality

The performance of tested algorithms is depicted in Figures 5.2 & 5.3. We can observe

that: i) the convergence rate of the average regret for SBGA is extremely fast and so-

lutions with low enough regret (less than 20% of the average reward of the best fixed

hindsight allocation) are obtained after about 50 rounds; ii) SBGA outperforms BGA

and online greedy algorithm significantly in both convergence rate and average regret

per round; iii) the convergence of the average regret for BGA cannot be observed due

to the extensive exploration. In fact, according to the optimal learning parameter, for
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FIGURE 5.3: Convergence analysis of the average regret of BGA, online greedy and
SBGA (m̄ = 2).

T = 1000 and m = 20, the exploration probability γ is 1. Furthermore, even if we

manually tune the parameter of BGA, it cannot catch up with SBGA (see 5.5.2); and

iv) it is obvious to see that the convergence rate of the average regret for online greedy

algorithm slows down at a high regret level, which is reasonable since it only achieves

low approximate regret.

Regarding the adversarial types, we can observe that the scale of regret against the

BestResponse type adversary is significantly larger than others, which is reasonable s-

ince the BestResponse adversary will maximize the overall successful flows, and the

corresponding network flow should have a larger amount. Even though, the average re-

gret of SBGA is still low enough (around 0.1) for practical use. All these results support

out intuition of exploiting the semi-bandit feedback and show that SBGA achieves low

regret solutions with fast convergence rate against various realistic adaptive adversaries,

whose practical applicability is acknowledged.

5.5.2 BGA with Manually Tuned Parameters

In previous evaluation, the learning parameters are set to the values that achieve the

optimal theoretical bound, which, in practice, may not perform well. For example,
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consider the game instances with T = 1000 andm = 10. In order to achieve the optimal

theoretical bound of BGA, γ = mT−1/3 will be set to 1. That is, BGA shows over-

exploration. The reason for such performance is that the learning parameter declared

in the theoretical analysis is optimal only for the theoretical upper bound, while may

not be the best selection for actual performance. Thus, we also compare SBGA and

BGA with manually tuned parameter, in particular γ which controls the balance of

exploration and exploitation, on game instances generated with n = 100 and k = m =

20. Figure 5.4 illustrates the experimental results. The learning parameter of BGA is

tuned that γ = m∗T−1/3 with m∗ ∈ {1,m/2,m}. BGA with m∗ = 1 shows the best

performance among the three BGA installations. However, it is still outperformed by

SBGA significantly.
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FIGURE 5.4: Comparion of SBGA and BGA with manually tuned parameters.

5.5.3 Robustness

Since SBGA requires a good estimation of the interdiction probability on each check-

point, we evaluate the robustness of our algorithm under the uncertainty of the esti-

mation of interdiction probability. In particular, let τ̃i denote the defender’s estima-

tion of the interdiction probability of checkpoint i, which is generated in such way:

τ̃i ∼ τi · [1 − δ, 1 + δ] where τi is the true interdiction probability and δ measures
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FIGURE 5.5: Robustness analysis of SBGA

the defender’s uncertainty on the estimation. We measure the performance of SBGA

in games with n = 100, k = m = 20, and varying values of δ ∈ {0, 0.1, 0.2, 0.3},

compared with BGA and online greedy algorithm, and the result is shown in Figure 5.5.

We can see that with higher uncertainty, the regret is larger, which is reasonable. Even

though, the average regret of SBGA still outperforms BGA and online greedy algorithm

significantly and its convergence rate did not decrease a lot.

5.5.4 Small-scale Instances
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FIGURE 5.6: Comparison of SBGA with BGA, Online Greedy, FPL-UE and
Geometric Hedge on small-scale instances (m̄ = 1).
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FIGURE 5.7: Comparison of SBGA with BGA, Online Greedy, FPL-UE and
Geometric Hedge on small-scale instances (m̄ = 2).

We test different algorithms including FPL-UE and Geometric Hedge on small-scale

instances with n = 20, k = 5, m ∈ {5, 10} and correspondingly, m̄ ∈ {1, 2}. FPL-UE

is designed for combinatorial adversarial online learning problem with reward maxi-

mization objective [23]. Geometric Hedge algorithm achieves O(T 1/2) regret against

adaptive adversary with high probability [106]. The results are shown in Figures 5.6

& 5.7. Both FPL-UE and Geometric Hedge require the computation on the entire de-

cision set φ(S). Therefore, the scalability of them is poor and the convergence rate is

slow. SBGA outperforms all other algorithms significantly after 200 rounds.

5.6 Game Theoretical Online Promotion of Exergames

for the Elderly

The methodologies proposed in this chapter, including game theoretic reasoning and

online learning, also have various potential applications. One of them is the propagation

of positive influence in the social network of the elderly. We use the popularization

of rehabilitation exercises as an example to illustrate our proposed hybrid framework



Chapter 6. Combating Repeated Attacks on the Network 108

of influence maximization on the social network of the elderly, which integrates the

models and approaches provided by this chapter.

We are living in an aging world. It is estimated that by 2050, the global elderly

population is projected to more than double its size in 2015, almost reaching 2.1 bil-

lion [107]. The elderly will face various health related issues when ageing, which will

weaken their physical and cognitive abilities.

Rehabilitation exercises are critical for the elderly to recover their physical capa-

bilities and to be able to live independently in order to decrease the social home’s bur-

den [108]. The elderly are usually advised to take the exercises frequently in order to

achieve the goal of physical recovery. However, it is a critical issue to keep enough

incentives of the elderly to take the exercises by themselves. Traditional rehabilitation

exercises are often guided in the one-to-one fashion, which makes the treatments hard

to implement due to the high cost and dependency on human resources, and the time

consumed to go to the clinics. Under these restrictions, the adherence rate of rehabilita-

tion exercises is quite low in practice. It is pointed out that only 31% elderly follow the

prescribed exercises, which makes the treatments less effective [109].

Recently, new technologies such as video games, augmented reality and virtual re-

ality have drawn extensive attentions in the rehabilitation treatment [110]. These ad-

vances in technology can efficiently improve the rehabilitation treatment since they can

decrease the monotony of the repeated exercises and provide instant feedback of el-

derly’s motions [111]. Video games with motion detection devices, such as Microsoft

Kinect, can stimulate the elderly to take exercises by attractive interfaces and interest-

ing tasks (Figure 5.8). Therefore, the elderly can complete rehabilitation treatment in

the gaming environment with enjoyment. Exergames can be played at home and many

other places, such as nursing house and community centers, and the elderly can take

the treatment anytime they want, which is much more convenient compared with the

traditional rehabilitation exercises.

However, despite these advantages of exergames, the incentive for the elderly to

play them is still a major issue which is neglected by the rehabilitation exergames de-

sign. The reason that exergames are not popular in aging population is the lack of
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engagement [112]. The elderly are usually unfamiliar with the new technology, such as

exergames, and they may even feel anxious or hostile when playing exergames [112].

Therefore, extra work has been conducted to encourage and teach the elderly to play the

exergames. For example, in the past few years, The Joint NTU-UBC Research Centre of

Excellence in Active Living for the Elderly (LILY) has participated into various social

activities in Singapore, such as the countdown in New year’s day, in order to promote

their novel exergames to the elderly, and the feedbacks are positive.

Unfortunately, it is impossible for the government or the institute of elderly caring

to promote these exergames to every senior citizen or to carry out such promotion at

every community. In this case, how to popularize exergames under budget constraints

to achieve the maximal influence of rehabilitation exercises is an extremely challenging

task. Though the problem is easily recognized to be closely related to the well known

influence maximization topic, several unique properties of the exergame popularization

issue call for specifically tailored models and methodologies, rather than existing ones

in influence maximization literature.

First, in most influence propagation models, their is a real-valued weight in the range

[0, 1] associated with each edge (i, j) between two individuals i and j, which represents

the probability that an active individual i successfully activates the neighbor node j.

This simple probabilistic model is suitable for many promotions in viral markets, such

as App advertisement through social networks. However, the dynamics of social in-

novation is certainly more complex than the linear independent model [113]. Second,

due to the shortage of existing data and domain knowledge, it is critical to learn the

promotion dynamics online.

To address these challenges, we provide an online promotion framework of the ex-

ergames for the elderly with following contributions: i) we adopt the game theoretical

dynamics of the exergame promotion, which is inspired by the dynamics of social inno-

vation [113]; ii) we formulate an online promotion problem where the decision-maker

is facing an unknown promotion dynamics; and iii) we provide a Thompson sampling

algorithm to resolve the exploration versus exploitation in the online promotion. Exten-

sive experimental evaluation is conducted.
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FIGURE 5.8: Kinect basketball exergame.

5.6.1 Related Work

Recently, novel technologies in virtual reality, augmented reality and motion detec-

tion make it possible of playing exergames for the purpose of rehabilitation. These

exergames provide a relaxing and entertaining environment for the elderly to take the

treatment instead of feeling monotony and isolation in traditional exercises. We review

some well established exergames in Section 5.6.1.1. In Section 5.6.1.2, we review some

research on the influence maximization in the social network.

5.6.1.1 Exergames for Elderly

Elderly may suffer from various physical issues when ageing, such as the reduction of

the motor and cognitive capabilities. It is shown that repetitive exercises can provide

a sufficient amount of stimulation on elderly’s brain and hence recover the control on

one’s motion capability [114]. Other studies on exergames indicate that new technolo-

gies, such as video games, can increase the elderly’s motivation of repetitive exercises

and enhance the efficiency of recovery of motor and cognitive capability [110, 115]. Ex-

ergames can provide attractive graphical virtual environments, which can be designed

in multiple ways to help the elderly be more engaged, immersed and motivated in the

rehabilitation treatment [116].
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Exergames are usually implemented on the wirelessly controllable platforms, in-

cluding Nintendo Wiimote and Microsoft Kinect, which are popular due to their non-

intrusive and control-free properties. These wireless devices require less human inter-

vention and make the elderly feel more comfortable in an unrestricted environment.

Therefore, they can make the elderly feel independent and self-determinate, and the

quality of rehabilitation treatment is improved [117].

Due to the unfamiliarity of the exergames to the elderly, some works focus on incen-

tivizing the elderly to play the exergames. Various key factors to the exergames design

are pointed out, including the visibility, feedback and identification of the target user-

s [110]. Motition-based games are proposed which combines the motion detection with

entertainment in games [111].

5.6.1.2 Influence Maximization

In an informal definition, the influence maximization aims at finding a seed set of nodes

which can maximize the influence propagation in networks. The influence maximiza-

tion is conducted in the social network, which can either be online or bonded by friend-

ship and relationship. The problem has drawn extensive attentions from academy and

industry who wants to promote their products, services and innovative ideas through the

powerful word-of-mouth effect. Recently, some applications based on influence max-

imization algorithms have been deployed in the real world to recommend intervention

plan for use by homeless shelters, with the goal of raising awareness about HIV within

homeless youth [118], which supports the potential of influence maximization to solve

the realistic problems.

Influence maximization was first studied by Domingos and Richardson [119, 120]

as an algorithmic problem, where they provide the probabilistic methods. Kempe, K-

leinberg, and Tardos [121] model the influence maximization problem as a discrete

optimization problem. In their model, a social network is formulated as a graph where

the nodes represent the individuals and edges denote the connections and relationship
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between pairs of individuals. The propagation of influence within the network is cap-

tured by a stochastic cascade model. The influence maximization problem is defined as

follows:

Definition 5.5. Given a social network G, an influence cascade model and a fixed num-

ber k, find a set of k nodes in G (seeds) such that following the designated influence

cascade model, the expected number of nodes which are influenced by the seeds is max-

imized.

It is proved that the optimization problem associated with influence maximization

is NP-hard [121], and a greedy based approximation algorithm is available to guarantee

that the objective is within (1− 1/e) of the optimum.

5.6.2 Game Theoretical Online Promotion

Singapore has over 100 community centers (Fig. 5.9), which play an important in ac-

tive aging and are ideal for promoting the exergames. Different community centers are

not separated, instead, they affect each other. For example, the citizens visiting neigh-

borhood community centers are more likely to be friends and a community center with

exergames promotion could spread the positive attitude towards the exergames to its

neighborhoods. We capture the dynamics of influence propagation with the coordina-

tion game which is suitable to model human’s decision making in social life [113]. We

then provide an online promotion framework where the decision-maker sequentially se-

lects subsets of community centers of size k to conduct exergames promotion and aims

to maximize the expected number of community centers with positive attitudes toward

exergames.

(a) Clementi community center (b) Singapore zones map

FIGURE 5.9: Community center and zones in Singapore.
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5.6.2.1 Coordination Games

P N

P 1 + α, 1 + α 0, 0

N 0, 0 1, 1

Let G = (V,E) be a directed graph with node set V representing all community

centers and edge set E. The number of nodes is denoted by n. Each edge (i, j) is

associated with a value wij , which can be interpreted as the impact that i has on j. Let

Ni denote the set of neighbors of i. That is, Ni = {j ∈ V |(j, i) ∈ E}. As one can

imagine, wij is higher for a pair of geographically close community centers i and j. As

we can set wij = 0 when (i, j) /∈ E, the graph G can be completely represented by the

node set V and a nonnegative n× n matrix W = 〈wij〉 where wii = 0 for all i ∈ V .

Assume each community center has two attitudes toward the exergames, P for “pos-

itive” and N for “negative”. Our goal is to make more nodes select P . The state of the

process at time t is a vector xt ∈ {P,N}n where xti is the choice of node i. Each n-

ode plays the coordination game with its neighbors, displayed in the above table where

α > 0 is the benefit added by P . The utility of i is

Ui(x
t) =

∑
j∈Ni

wji · ui(xti, xtj) (5.11)

At each time t, we assume that each agent will update his choice following the log-

linear rule [113] where the agent will choose P at time t+ 1 with probability (β ≥ 0):

eβUi(P,x
t
−i)

eβUi(P,x
t
−i) + eβUi(N,x

t
−i)

(5.12)

Our goal is to pick a set of K nodes S ⊆ V to maximize the expected number of

nodes choosing P when t is large enough. However, in practice, we have no information

regarding the influence propagation dynamics on the network, including W , α and β.

Thus, we formulate an online promotion problem to learn the influence propagation

dynamics.
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5.6.2.2 Online Promotion

Online Promotion

input: G = (V,E), K

for t = 1, 2, ...

. select a set of K nodes S ⊆ V based on xt−1

. set yt−1
i = P for all i ∈ S and yt−1

i = xt−1
i otherwise

. observe xt

. receive an unknown reward r(xt−1,yt−1)

The reward r(xt−1,yt−1) is defined as σ(yt−1)− σ(xt−1) where

σ(x) = lim
t→∞

E[
∑
i∈V

Ixti=P |x
0 = x] (5.13)

In other words, σ(x) denotes the expected number of influenced nodes when t → ∞

starting from initial state x. r(xt−1,yt−1) can be interpreted as the marginal improve-

ment of influence when promote exergames on S. The goal of the decision-maker is

to maximize the cumulative reward during play. The difficulty here is that, the reward

r(xt−1,yt−1), depending on the influence propagation dynamics, is unknown to the

decision-maker, thus, the observed information of states are critical to estimate the true

parameters of the dynamic.

5.6.3 Thompson Sampling

We adopt the Thompson sampling method to solve the above online promotion problem,

which has drawn increasing attention in solving contextual bandit problems [122]. The

idea is as follows. Let Θ = {W,α, β} be the parameter of the model, and let p(Θ)

be the prior distribution of Θ. At each time step t, we sample a parameter Θ from the

posterior distribution p(Θ|Ht) where Ht denotes the history of observed states in the

past t − 1 time steps, i.e., Ht = {x0,y0, ...,xt−1}. After Θ is sampled, we call an

oracle O(Θ,xt−1) to solve for the set of K nodes which bring the maximal marginal
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improvement. In other words, the oracle solves the following optimization problem.

max
S

σ(y)− σ(x) (5.14a)

s.t. yt−1
i = P∀i ∈ S (5.14b)

yt−1
i = xi∀i /∈ S (5.14c)

|S| ≤ K. (5.14d)

5.6.4 Preliminary Experimental Evaluation

We conduct experiments on a simpler model of the influence propagation, independent

cascade model, which is widely adopted in influence maximization literature. We leave

the implementation of Thompson sampling for game theoretical online promotion in

future work.

5.6.4.1 Independent Cascade Model

The random process of influence propagation follows independent cascade (IC) mod-

el [123, 124]. In IC model, each edge (i, j) ∈ E is associated with two real values

pi,j ∈ [0, 1] where pi,j represents the probability of j being influenced by i if i is already

influenced and has positive attitude to exergames. Starting with the initial set of influ-

enced nodes S, the influence spreads in discrete steps randomly as follows. When node

i is first influenced at step t, it has a single chance to affect each currently uninfluenced

neighborhood j with a successful probability pi,j . If i succeeds to affect j, then j will

be influenced in step t + 1; but whether or not i succeeds, it cannot make any further

attempts to affect j in subsequent rounds. The process runs until no more influence are

possible.

Kempe et al. show that the above influence maximization problem is NP-hard due to

a reduction from Hitting Set problem [121]. Despite the negative result of NP-hardness,

it is shown that the influence function σ(S) is submodular [121]. In other words, the

marginal gain of σ(S) from adding an element to a set S is at least as high as the
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Algorithm 12: Greedy Hill-Climbing Algorithm
1 Initialize S = ∅;
2 while |S| < k do
3 i∗ = arg maxi∈V σ(S ∪ {i})− σ(S);
4 S = S ∪ {i∗};
5 return S.

marginal gain from adding the same element to a superset of S. Formally, σ(S) satisfies:

σ(S ∪ {i})− σ(S) ≥ σ(T ∪ {i})− σ(T ),

for any individual i and any pair of sets S ⊆ T . It is well known that the submodu-

lar maximization problem admits an approximation based on greedy search which can

solve for an approximated optimum to within a factor of (1−1/e). The greedy algorith-

m starts with the empty set, and adds an element which brings the maximum marginal

improvement repeatedly until k elements are added.

Theorem 5.6. [125, 126] For a monotone and non-negative submodular function σ, let

S be the set obtained by the above greedy algorithm which chooses an element bringing

the maximum marginal improvement repeatedly until |S| = k. Let S∗ be a set which

maximizes the value of σ over all k-element sets. Then σ(S) ≥ (1− 1/e) · σ(S∗).

5.6.4.2 Methodology for IC Model

We provide the algorithms based on Theorem 5.6. Algorithm 12 illustrates the greedy

hill-climbing method as we explained before. However, algorithm 12 cannot be directly

implemented as we may not have close form representation of σ. In other words, given

a set S, it is not trivial to evaluate the underlying function exactly.

Fortunately, the simulation of the influence propagation is easy to conduct and we

can get arbitrarily close approximations to σ(S) with high probability given enough

sampling of the influenced sets from simulation. Furthermore, Kempe et al. [121] ex-

tend the result of Nemhauser et al. [126] and show that for any ε > 0, there exists a

γ > 0 such that we can ensure a (1 − 1/e − ε)-approximation of σ with Algorithm 12

by evaluation the value of σ with its (1 + γ)-approximation. Algorithm 13 simulates
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Algorithm 13: Monte-Carlo Simulation of σ
1 Parameter: M sampling trails, a random generator rand which outputs a random real

number in [0, 1], the set S to be evaluated, T steps of influence propagation;
2 Initialize σ̄ = 0, NumOfTrails = 0;
3 while NumOfTrails < M do
4 NumOfTrails = NumOfTrails+ 1;
5 φ(S) = S;
6 S0 = S;
7 S1 = ... = ST = ∅;
8 for t = 0 to T − 1 do
9 for i ∈ St do

10 for j ∈ Neighbor(i) do
11 if j /∈ φ(S) & rand < pi,j then
12 St+1 = St+1 ∪ {j};
13 φ(S) = φ(S) ∪ {j};

14 σ̄ = σ̄ + |φ(S)|
M ;

15 return σ(S) = σ̄;

the value of σ(S) with Monte-Carlo sampling, by averaging M sampled sets of φ(S).

When M →∞, the output value σ̄ approaches the exact value of σ(S) with probability

equals to 1. M needs to be tuned to balance between the accuracy and the computational

cost.

5.6.4.3 Experimental Evaluation

Experiments were conducted to support our IC approach to achieve maximum influence

in an elderly social network. The programs for simulation were written in Python 2.7

and were performed on a 64-bit PC with 16 GB RAM and Intel(R) Core(TM) i7-4770

CPU @ 3.40GHz. The operating system is Linux Ubuntu 17.04. All simulated social

networks were generated by a random undirected graph generator in a Python pack-

age called SNAP developed by researchers in Stanford University. By specifying the

number of nodes and number of edges, the graph can be randomly created. And by

specifying a fixed random number in the generator, the network can be ensured to be

the same in each experiment setting.In each experiment, we fixed the seed set size as 5,

and the propagation step as 3.
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We conducted the experiments to evaluate i) the runtime performance and number

of influenced nodes under different scales of the network; ii) the runtime performance

and number of influenced nodes under different Monte-Carlo sampling size M and iii)

the number of influenced nodes compared with a heuristic approach.

FIGURE 5.10: Running time vs different scale of network.

FIGURE 5.11: Number of influenced nodes vs different scale of network.

Scalability Analysis: By fixing the Monte-Carlo sampling size M as 10, we changed

the scalability of the network by changing nodes from 100 to 600 with step 100, each

group with 3 cases of average degrees, 1,1.5 and 2, for each node to evaluate the running

time and the number of influenced nodes. The running time was in the unit of seconds.

From Fig 3, we can see that there is an inconsistency at nodes 500, and this is probably

due to twice experiment conduction. However, the running time is approximately hav-

ing a quadratic relationship with the number of nodes(i.e. the scale).While from Fig 4,

the number of influenced nodes is increasing if average of degrees of each node increase

and if the nodes increases.
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FIGURE 5.12: Running time vs different Monte-Carlo sampling size.

FIGURE 5.13: Number of influenced nodes vs different Monte-Carlo sampling size.

Sampling Size Analysis: Under different Monte-Carlo sampling sizes M, we select

nodes 100 as basis with average degree of 1,1.5 and 2 to evaluate the running time and

the number of influenced nodes. The running time was in the unit of seconds. From Fig

5, we can see that the running time is approximately having a linear relationship with

the number of nodes(i.e. the scale).While from Fig 6, the number of influences keeps

approximately as a constant with increasing M.

FIGURE 5.14: Comparison of number of influenced nodes vs different scale of
network.
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FIGURE 5.15: Comparison of number of influenced nodes vs different Monte-Carlo
sampling size.

Comparison with Heuristic Approach: The heuristic approach we used was to spec-

ify each node with a heuristic , which is the sum of its connected edges probabilities

(edge weight).Then we selected the seed set based on that and to evaluate the number

of influenced nodes based on the seed set. A comparison was made to our approach and

limitations were found out and given in the later part of the paper. From Fig 7, with

node 100 as basis, our approach is slightly better than the heuristic approach (10 out of

18 cases). And from Fig 8, with increasing Monte-Carlo sampling size, our approach is

much better than the heuristic approach(13 out of 18 cases).

5.7 Chapter Summary

This chapter provides the first defender strategy in repeated network security domains

with no prior knowledge of the adversarial behavior model and the environment. In

particular, we proposed an adversarial online learning approach and non-trivially mod-

eled the repeated network interdiction game as an online linear optimization problem,

for which we provided a novel online learning algorithm, SBGA, to exploit the unique

semi-bandit feedback in network interdiction domains. We formally proved that SGBA

achieves low regret bounds compared both with best fixed strategy on hindsight, and

the near optimal adaptive strategy. We have also run extensive experiments to show that

SBGA efficiently obtains robust solutions with fast convergence rate against various re-

alistic adversarial types. In addition, it significantly outperforms the existing methods.

These imply the usefulness of our algorithm in many practical scenarios. We finally
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show that the game theoretical reasoning and online learning paradigm can be utilized

to solve the promotion of exergames for the elderly.





Chapter 6

Conclusions and Future Work

6.1 Conclusions

In the past decade, the security game research, as a creative application of game theory

in security domains, pioneers a vast number of applications and systems which have

been successfully deployed in the real world, and make significantly positive influence

in several critical domains. Along with the success and progress of the security game

models, several critical factors have been revealed, such as the existence of multiple ad-

versaries, the human behavior modeling, and planning and learning in repeated games.

The network-structured security games, with the capability to model many realistic and

important security domains, have long been investigated in a narrow scope, while ne-

glect the forementioned issues. This thesis, extends the existing network security games

research, and provides the first models and algorithms for several fundamental problem-

s.

Motivated by realistic scenarios, the models and algorithms in this thesis stand in

high levels and generalize various real-world problems. The network restricted cooper-

ation captures not only the interaction among terrorist groups, but individuals in certain

organization also. Many adversarial measures on the network are in the form of a flow,

including the illegal drug smuggling, the disease infection, and so on. The semi-bandit

123
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type of feedback commonly exists, and furthermore, the philosophy of exploiting al-

l pieces of information also provides inspiration in application of repeated games for

other domains.

The first contribution of this thesis is a comprehensive solution for combating the

cooperative adversaries on a communication network. We provide the first incorpora-

tion between Stackelberg security games and the cooperative game theory. The pro-

posed branch and price algorithmic framework effectively mitigates the computational

complexity revealed by our theoretical analysis which proves the non-existence of the

polynomial-time approximation scheme for the defender’s decision-making problem.

Our framework involves several novel approaches, including a lossless linear relaxation,

interior point stabilization, and constant factor approximation, to achieve a scalable so-

lution for realistic-sized instances.

The second contribution is a thorough investigation of the network flow interdiction

problem. The key formulation is a linear program, which involves exponentially large

numbers of variables and constraints. While existing approaches fail to provide scalable

and optimal solutions, we provide a CCG (Column and Constraint Generation) frame-

work, which generalizes the double oracle algorithm from mixed strategies of players

to strategies in explicitly represented convex hulls. The CCG algorithm is ensured to

converge to the optimal solution according to the weak version of Sion’s minimax theo-

rem. The computational complexity of the column generation sub-problem is presented,

which is shown in the class of NP-hard problems. We provide a polynomial-time dy-

namic programming algorithm for the column generation sub-problem with tree-like

network structures. Convex integer programs are proposed for both the column gener-

ation and constraint generation sub-problems, as well as efficient and competitive ap-

proximation methods. The mixture of various novel approaches inside the CCG frame-

work can solve large-scale instances with realistic network structures, as shown with

extensive experimental evaluation.

The final contribution is the first low-regret and effective online policy for the de-

fender in repeated network interdiction games. We are the first to investigate the repeat-

ed interaction between the defender and attacker in network security games. We apply

the online learning methodology, and introduce several key components to achieving
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the low-regret solution. We first provide a novel transformation of the straightforward

online submodular maximization problem into an online linear optimization problem.

While both state-of-the-art algorithms for online submodular maximization and online

linear optimization fail in convergence rate of the average regret or providing sublin-

ear regret, we exploit the semi-bandit information in the network interdiction domain

and propose the SBGA algorithm, which not only enjoys nice theoretical property of

O(T 2/3) regret, and shows a significantly fast convergence rate of the average regret

compared with the benchmark approaches.

6.2 Future Directions

This thesis provides the first models and algorithms for several network-structured secu-

rity domains. There are several extensions and applications to further enrich the network

security games research. The first extension is to dig into the human behavior models

to improve the effectiveness of the defense. Notice that the online learning approaches

mostly focus on the worst case regret, which, although are robust enough, may be too

conservative. We will incorporate novel human behavior models to enhance our prior

knowledge of the adversary, and provide better solutions. The challenge is, we need to

understand what is the proper form of the adversarial behavior model and how to infer

the adversarial behavior model with incomplete feedback.

The second extension is the combination of the various factors such as the existence

of multiple cooperative adversaries with the repeated game modeling. Though we pro-

pose to model the cooperation among multiple adversaries with coalitional games, the

perfect rationality is hard to be satisfied and the network interdiction problems naturally

involve repeated interactions. One possible direction is to utilize the existing models on

the dynamic of the terrorist network, such as how the network is recovered. Based on

such domain knowledge, we can build a comprehensive model and consider the repeated

network blocking against adversary with certain behavior models.
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Oskar Skibski, Ramasuri Narayanam, and Michael J Wooldridge. Computational

analysis of connectivity games with applications to the investigation of terrorist

networks. In Proceedings of the 23rd International Joint Conference on Artificial

Intelligence (IJCAI’13), pages 293–301, 2013.

[43] Manish Jain, Bo An, and Milind Tambe. An overview of recent application trends

at the aamas conference: Security, sustainability and safety. AI Magazine, 33(3):

14, 2012.

[44] Yevgeniy Vorobeychik, Bo An, Milind Tambe, and Satinder P. Singh. Com-

puting solutions in infinite-horizon discounted adversarial patrolling games. In

Proceedings of the 24th International Conference on Automated Planning and

Scheduling (ICAPS’14), pages 314–322, 2014.

[45] Joshua Letchford and Vincent Conitzer. Solving security games on graphs via

marginal probabilities. In Proceedings of the 27th AAAI Conference on Artificial

Intelligence (AAAI’13), pages 591–597, 2013.

[46] GAO. BORDER PATROL: Checkpoints Contribute to Border Patrols Mission,

but More Consistent Data Collection and Performance Measurement Could Im-

prove Effectiveness. U.S. Government Accountability Office, 2009.

[47] R.L. Church, M.P. Scaparra, and R.S. Middleton. Identifying critical infrastruc-

ture: The median and covering facility interdiction problems. Annals of the As-

sociation of American Geographers, 94(3):491–502, 2004.

[48] Manish Jain, Vincent Conitzer, and Milind Tambe. Security scheduling for real-

world networks. In Proceedings of the 12th International Conference on Au-

tonomous Agents and Multiagent Systems (AAMAS’13), pages 215–222, 2013.



Bibliography 133

[49] US DEPARTMENT OF JUSTICE NATIONAL DRUG INTELLIGENCE CTR.

National drug threat assessment, 2010.

[50] Debarun Kar, Fei Fang, Francesco Maria Delle Fave, Nicole Sintov, and Milind

Tambe. “a game of thrones”: When human behavior models compete in repeated

Stackelberg security games. In Proceedings of the 14th International Conference

on Autonomous Agents & Multiagent Systems (AAMAS’15), pages 1381–1390,

2015.

[51] Matthew J. Streeter and Daniel Golovin. An online algorithm for maximizing

submodular functions. In Proceedings of the Twenty-Second Annual Conference

on Neural Information Processing Systems (NIPS’08), pages 1577–1584, 2008.

[52] H. Brendan McMahan and Avrim Blum. Online geometric optimization in the

bandit setting against an adaptive adversary. In Proceedings of the 17th Annual

Conference on Learning Theory (COLT’04), pages 109–123, 2004.

[53] Varsha Dani and Thomas P Hayes. Robbing the bandit: Less regret in online ge-

ometric optimization against an adaptive adversary. In Proceedings of the Seven-

teenth Annual ACM-SIAM Symposium on Discrete Algorithms (SODA’06), pages

937–943. Society for Industrial and Applied Mathematics, 2006.

[54] Heinrich von Stackelberg. Marktform und gleichgewicht. Springer, 1934.

[55] Bernhard Von Stengel and Shmuel Zamir. Leadership with commitment to mixed

strategies. Technical Report LSE-CDAM-2004-01, CDAM Research Report.,

2004.

[56] H. Brendan McMahan, Geoffrey J. Gordon, and Avrim Blum. Planning in the

presence of cost functions controlled by an adversary. In Machine Learning,

Proceedings of the Twentieth International Conference (ICML’03), pages 536–

543, 2003.

[57] Maurice Sion. On general minimax theorems. Pacific Journal of mathematics, 8

(1):171–176, 1958.



Bibliography 134

[58] Yoram Bachrach and Jeffrey S Rosenschein. Coalitional skill games. In Pro-

ceedings of the 7th International Joint Conference on Autonomous Agents and

Multiagent Systems (AAMAS’08), pages 1023–1030, 2008.

[59] Vincent Conitzer and Tuomas Sandholm. Computing the optimal strategy to

commit to. In Proceedings 7th ACM Conference on Electronic Commerce

(EC’06),, pages 82–90, 2006.

[60] Bo An, David Kempe, Christopher Kiekintveld, Eric Shieh, Satinder P. Singh,

Milind Tambe, and Yevgeniy Vorobeychik. Security games with limited surveil-

lance. In Proceedings of the Twenty-Sixth AAAI Conference on Artificial Intelli-

gence (AAAI’12), 2012.

[61] Bo An, Matthew Brown, Yevgeniy Vorobeychik, and Milind Tambe. Security

games with surveillance cost and optimal timing of attack execution. In Proceed-

ings of the 12th International Conference on Autonomous Agents and Multiagent

Systems (AAMAS’13), pages 223–230, 2013.

[62] Thanh Hong Nguyen, Rong Yang, Amos Azaria, Sarit Kraus, and Milind

Tambe. Analyzing the effectiveness of adversary modeling in security games.

In Proceedings of the Twenty-Seventh AAAI Conference on Artificial Intelligence

(AAAI’13), 2013.

[63] F Pan, W Charlton, and DP Morton. Stochastic network interdiction of nuclear

material smuggling. Network Interdiction and Stochastic Integer Programming,

pages 1–19, 2001.

[64] F. Pan. Stochastic network interdiction: models and methods. PhD thesis, Uni-

versity of Texas, Austin, 2005.

[65] Brian J Phillips. How Terrorist Organizations Survive: Cooperation and Com-

petition in Terrorist Group Networks. PhD thesis, University of Pittsburgh, 2012.

[66] Colin L. Powell. Remarks to the United Nations Security Coun-

cil. http://2001-2009.state.gov/secretary/former/powell/

remarks/2003/17300.htm, 2003.

http://2001-2009.state.gov/secretary/former/powell/remarks/2003/17300.htm
http://2001-2009.state.gov/secretary/former/powell/remarks/2003/17300.htm


Bibliography 135

[67] James Bennett. Israeli killed as his commandos demolish west bank house. The

New York Times, 2002.

[68] John S. Pistole. Identifying, Tracking and Dismantling the Financial Struc-

ture of Terrorist Organizations. http://www2.fbi.gov/congress/

congress03/pistole092503.htm, 2003.

[69] K Alan Kronstadt. Terrorist attacks in Mumbai, India, and implications for US

interests. Congressional Research Service, 2008.

[70] Georgios Chalkiadakis, Edith Elkind, and Michael Wooldridge. Computational

aspects of cooperative game theory. Synthesis Lectures on Artificial Intelligence

and Machine Learning, 5(6):1–168, 2011.

[71] Elias Dahlhaus, David S. Johnson, Christos H. Papadimitriou, Paul D. Seymour,

and Mihalis Yannakakis. The complexity of multiterminal cuts. SIAM J. Com-

put., 23(4):864–894, 1994.

[72] Christos Papadimitriou and Mihalis Yannakakis. Optimization, approximation,

and complexity classes. In Proceedings of the 20th Annual ACM Symposium on

Theory of Computing (STOC’88), pages 229–234, 1988.

[73] Louis-Martin Rousseau, Michel Gendreau, and Dominique Feillet. Interior point

stabilization for column generation. Oper. Res. Lett., 35(5):660–668, 2007.

[74] Dimitris Bertsimas and John N Tsitsiklis. Introduction to Linear Optimization.

Athena Scientific, 1997.

[75] Siqian Shen, J. Cole Smith, and Roshan Goli. Exact interdiction models and

algorithms for disconnecting networks via node deletions. Discrete Optimization,

9(3):172–188, 2012.

[76] David Pritchard. An LP with integrality gap 1+ ε for multidimensional knapsack.

arXiv preprint arXiv:1005.3324, 2010.
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[104] Nicolò Cesa-Bianchi and Gábor Lugosi. Prediction, Learning, and Games. Cam-

bridge University Press, 2006.

[105] Adam Kalai and Santosh Vempala. Efficient algorithms for online decision prob-

lems. In Proceedings of the 16th Annual Conference on Computational Learning

Theory and 7th Kernel Workshop (COLT’03), pages 26–40, 2003.

[106] Varsha Dani, Thomas P. Hayes, and Sham Kakade. The price of bandit infor-

mation for online optimization. In Proceedings of the Twenty-First Annual Con-

ference on Neural Information Processing Systems (NIPS’07), pages 345–352,

2007.

[107] United Nations. World population ageing 2015. Department of Economic and

Social Affairs: Population Division, 129, 2015.



Bibliography 139

[108] Di Wang, Budhitama Subagdja, Yilin Kang, Ah-Hwee Tan, and Daqing Zhang.

Towards intelligent caring agents for aging-in-place: Issues and challenges. In

Computational Intelligence for Human-like Intelligence (CIHLI), 2014 IEEE

Symposium on, pages 1–8. IEEE, 2014.

[109] Marianne Shaughnessy, Barbara M Resnick, and Richard F Macko. Testing a

model of post-stroke exercise behavior. Rehabilitation nursing, 31(1):15–21,

2006.

[110] Gerard Jounghyun Kim et al. A swot analysis of the field of virtual reality reha-

bilitation and therapy. Presence: Teleoperators and Virtual Environments, 14(2):

119–146, 2005.

[111] Gazihan Alankus, Amanda Lazar, Matt May, and Caitlin Kelleher. Towards cus-

tomizable games for stroke rehabilitation. In Proceedings of the SIGCHI Confer-

ence on Human Factors in Computing Systems, pages 2113–2122. ACM, 2010.

[112] C Leonardi, C Mennecozzi, E Not, F Pianesi, and M Zancanaro. Designing a

familiar technology for elderly people. Gerontechnology, 7(2):151, 2008.

[113] H Peyton Young. The dynamics of social innovation. Proceedings of the National

Academy of Sciences, 108(Supplement 4):21285–21291, 2011.

[114] Jeffrey A Kleim, Theresa A Jones, and Timothy Schallert. Motor enrichment and

the induction of plasticity before or after brain injury. Neurochemical research,

28(11):1757–1769, 2003.

[115] David Jack, Rares Boian, Alma S Merians, Marilyn Tremaine, Grigore C Bur-

dea, Sergei V Adamovich, Michael Recce, and Howard Poizner. Virtual reality-

enhanced stroke rehabilitation. IEEE transactions on neural systems and reha-

bilitation engineering, 9(3):308–318, 2001.

[116] Bob G Witmer and Michael J Singer. Measuring presence in virtual environ-

ments: A presence questionnaire. Presence: Teleoperators and virtual environ-

ments, 7(3):225–240, 1998.



Bibliography 140

[117] David Felce and Jonathan Perry. Quality of life: Its definition and measurement.

Research in developmental disabilities, 16(1):51–74, 1995.

[118] Amulya Yadav, Hau Chan, Albert Xin Jiang, Haifeng Xu, Eric Rice, and Milind

Tambe. Using social networks to aid homeless shelters: Dynamic influence maxi-

mization under uncertainty. In Proceedings of the 2016 International Conference

on Autonomous Agents & Multiagent Systems, pages 740–748, 2016.

[119] Pedro Domingos and Matt Richardson. Mining the network value of customers.

In Proceedings of the seventh ACM SIGKDD international conference on Knowl-

edge discovery and data mining, pages 57–66, 2001.

[120] Matthew Richardson and Pedro Domingos. Mining knowledge-sharing sites for

viral marketing. In Proceedings of the eighth ACM SIGKDD international con-

ference on Knowledge discovery and data mining, pages 61–70, 2002.

[121] David Kempe, Jon Kleinberg, and Éva Tardos. Maximizing the spread of in-
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Notations of Chapter 2

ai an action or pure strategy in for player i

Ai a set of actions or pure strategies for player i

A online algorithm

bj the j-th base in B

B basis of dimension n in BGA

BR(σl) the set of best response strategies for the follower

ct cost vector at iteration t

ĉt unbiased estimator of ct

C a coalition, i.e., a subset of N

CS a coalition structure, i.e., a partition of N

E the edge set in G

f the player “follower” in Stackelberg games

f t a convex loss function at iteration t

F the bounded family of loss functions available for the

adversary

g the follower response function

G a network or graph
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Ht the history information by time t (inclusive)

Hl
t the history information available for the learner by time

t

i a player in set N

l the player “leader” in Stackelberg games

lt linear loss in online linear optimization at iteration t

l̂t unbiased estimator of lt

N a set of players

RT cumulative regret until time T

S a set of skills

Si the set of skills owned by agent i

S(C) the set of skills owned by a coalition C

S(t) the set of skills required by a task t

t a task in T

T a set of tasks (coalitional skill games); time horizon (on-

line convex optimization)

T (C) the set of tasks the coalition C can perform

u task value function mapping a subset of tasks to a real

number

ui payoff function for player i

Ui(σi, σ−i) utility (expected payoff) of player i w.r.t. σ

V adversary model

v characteristic function
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V the vertex set in G

wt decision point picked at iteration t

y payoff vector

zt random noise at iteration t in FPL

γ learning parameter in BGA

∆Ai the simplex set of all probability distributions over Aii

ε learning parameter in FPL

σ the mixed strategy profile of all players

σi the mixed strategy of player i

σi(ai) probability of selecting action ai

σ−i the mixed strategy profile for players except i





Notations of Chapter 3

a an instance of optimization problem A

a an attacking plan

at the number of targets of type t that coalition C plans to

attack

A the optimization problem to be reduced to B in linear

reduction

b an instance of optimization problem B

B the optimization problem reduced from A in linear re-

duction

B decision variable representing the defender’s strategy

Bij binary indicator denoting whether edge (i, j) is blocked

cost(x) objective value of x in problem a

cost(y) objective value of y in problem b

C a coalition, i.e., a set of terrorists

C the set of all coalitions

C ′ the set of coalitions whose induced subgraphs are con-

nected components themselves or consist of several con-

nected components of G(B)
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Ck the k-th coalition in C

CQ a collection of subsets of Q

CQ∗ the exact cover of Q

CS a coalition structure

CS∗ the coalition structure with the maximum total values

CS∗(B) the coalition structure consisting of all coalitions whose

induced subgraphs are connected components of G(B)

D a polyhedron of the dual master problem confined by the

complementary slackness conditions

E the set of edges representing connections between pairs

of terrorists

E ′ the set of edges in G′

E∗ the minimum weight set of edges in k-TERMINAL CUT

problem

E(B) the set of remaining edges after defender’s block speci-

fied by B

E(C) the edge set of induced subgraph GC

f a polynomial time algorithm in linear reduction

g a polynomial time algorithm in linear reduction

f ,g dual solution of the restricted master problem

G terrorist network

G′ a connected component of G

GC induced subgraph of C
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G(B) the remaining graph after defender’s block specified by

B

h+
ij, h

−
ij the amount of flow from starting point to ending point l,

passing through edge (i, j) in positive direction i → j

and negative direction j → i respectively

H the set of k specified terminals in k-TERMINAL CUT

problem

i a terrorist in N

k number of terminals in k-TERMINAL CUT problem

Kl the l-th connected component in K

K the set of connected components of G(B)

mis capacity of skill s for terrorist i, i.e., the maximum num-

ber of attacks supported by skill s

M a large enough constant

N a set of terrorists (individuals or groups)

N ′ the set of terrorists in G′

opt(a) the optimal solution of problem a

opt(b) the optimal solution of problem b

pt value on a target of type t for the terrorists

Q a finite set in the EXACT-COVER problem

rk reduced cost of coalition Ck, associated with variable xk

S the set of all skills

Si the set of skills owned by terrorist i

S(t) the set of skills required to attack a target of type t
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t a type of target in T

T a set of types of targets

u(a) the sum of values of all targets attacked

Ud(B) the defender’s utility of playing strategy B

vk the value of the k-th coalition in C

v(C) value of coalition C

wij positive weight associated with edge (i, j) in k-

TERMINAL CUT problem

Wmax the maximum cost of blocking an edge in G

x a solution of problem a

x decision variable of attacker’s strategy

xk binary indicator denoting whether Ck belongs to the

coalition structure formed by the terrorists

y a solution of problem b

y payoff vector

yi payoff for each terrorist i

α a positive constant in linear reduction

αi indicator of whether i is in C of the BMILP (3.10)

αki binary indicator of whether i is in coalition Ck

β a positive constant in linear reduction

βCl binary indicator indicating whether the induced sub-

graph GC is Kl itself or consists of Kl
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ε parameter of ε-core, the set of all outcomes that any

coalition cannot gain more than ε by deviating from the

current coalition structure

ε∗ parameter of the least-core

λij blocking cost associated with edge (i, j)

φ,ϕ auxiliary variables in reformulated MILP (3.12)

µ, ω vectors whose elements are uniformly distributed be-

tween 0 and 1

ξ binary variable that ξij = αiαj





Notations of Chapter 4

ce capacity on edge e

C cover set in Q

d Euclidean distance

e an edge in E

E the edges set in G

f an attacker strategy, i.e., a network flow

f∗ minimax strategy for attacker

F the set of all feasible attacker strategies

fp the amount of adversary flow passing along path p

G capacitated graph representing the transportation net-

work

h the marginal benefit of an allocation over the non-

defending defender strategy

H the Hessian matrix of Φ(S, p)

i an inspection station

I the set of all inspection stations

k the number of security resources owned by the defender;

the capacity in the Set-Cover problem
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N l(p) the set of neighbor paths of p within distance l

p an s-t path in G

P the set of all s-t paths in G

P ′ the restricted set of s-t paths in G

Q a collection of subsets of U

R reduced cost associated with path p

s the source node in V

S a defender pure strategy

Si binary indicator of whether i is operated

S the defender pure strategy space

S ′ the restricted defender pure strategy space

t the sink node in V

U ground set in the Set-Cover problem

ue dual variable associated with e

Ua attacker’s utility

Ud defender’s utility

v a node in V

V the nodes set in G

x a mixed defender strategy

x∗ minimax strategy for defender

xS the probability that S is played

X the defender mixed strategy space
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y(x) the best response flow against defender mixed strategy x

y yi = αpi ln(1− τi)

γ binary variable representing an s-t path p

λ constant parameter in Waxman geographical model

τi inspection probability of i

Φ(S, p) the proportion of adversary flow on path p not interdicted

by the defender strategy S





Notations of Chapter 5

ce capacity on edge e

C the spanning ratio of W

f an attacker strategy, i.e., a network flow

f̂ unbiased estimator of f

f t the adversarial network flow at round t

F qr a pool of uniformly generated network flows for QR

model adversary

G capacitated graph representing the transportation net-

work

m the number of candidate paths, i.e., m = |P|

m̄ m
k

n number of inspection stations

|N | number of nodes

H0 notation for no history information

Ht the history information of the game by time t (inclusive)

k number of resources

p an s-t path in G
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P the set of candidate s-t paths in G

rS,i,f the amount of interdicted flow on operated checkpoint

i ∈ S against adversarial flow f when S is played

rt the vector of semi-bandit feedbacks

r̂t unbiased estimator of rt

RT cumulative regret until time T

S a defender pure strategy

S the defender pure strategy space

Seb exploration basis

St real-time defense at round t

S(p, i) the set of checkpoints in S such that path p passes

through before checkpoint i

t an iteration of the repeated network flow interdiction

game

ut SBGA’s utility in round t

ût the utility of GEX in the “imaginary” game

Ud defender’s utility

w a vector associated with S where wp = 1− Φ(S, p)

wt the decision point selected by defender at round t

ŵt the decision recommended by GEX in round t

wS,i
p the proportion of flow on path p interdicted at checkpoint

i when S is operated

W S matrix consisting of wS,i
p over paths in P
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z random noise

αp,i indicator of whether i is on path p

∆t f̂ t − f t

ε learning parameter in GEX

λ the learning parameter of SBGA; the parameter in QR

model

τmin minimum interdiction probability of all checkpoints

τmax maximum interdiction probability of all checkpoints

φ a mapping which maps S to its corresponding vector w

φ(S) the set of all points mapped from S with φ

Φ(S, p) the proportion of adversary flow on path p not interdicted

by the defender strategy S
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