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Abstract—Recent research on multi-agent reinforcement learn-
ing (MARL) has shown that action coordination of multi-agents
can be significantly enhanced by introducing communication
learning mechanisms. Meanwhile, graph neural network (GNN)
provides a promising paradigm for communication learning of
MARL. Under this paradigm, agents and communication chan-
nels can be regarded as nodes and edges in the graph, and agents
can aggregate information from neighboring agents through
GNN. However, this GNN-based communication paradigm is
susceptible to adversarial attacks and noise perturbations, and
how to achieve robust communication learning under perturba-
tions has been largely neglected. To this end, this paper explores
this problem and introduces a robust communication learning
mechanism with graph information bottleneck optimization,
which can optimally realize the robustness and effectiveness of
communication learning. We introduce two information-theoretic
regularizers to learn the minimal sufficient message represen-
tation for multi-agent communication. The regularizers aim at
maximizing the mutual information (MI) between the message
representation and action selection while minimizing the MI
between the agent feature and message representation. Besides,
we present a MARL framework that can integrate the proposed
communication mechanism with existing value decomposition
methods. Experimental results demonstrate that the proposed
method is more robust and efficient than state-of-the-art GNN-
based MARL methods.

Index Terms—Graph neural network, Multi-agent reinforce-
ment learning, Graph information bottleneck optimization, Com-
munication learning.

I. INTRODUCTION

REINFORCEMENT learning has achieved notable
progress in tackling single-agent complicated tasks,

such as robot navigation [1] and vehicle control [2].
Meanwhile, many real-world scenarios such as intelligent
traffic systems [3], contain not only one agent but usually
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multiple agents involved in learning cooperative tasks.
Such scenarios naturally lead to the prevalence of multi-
agent reinforcement learning (MARL), where crucial
challenges include scalability and non-stationarity (caused
by partial observability limitation). Recently, the paradigm
of centralized training with decentralized execution (CTDE)
has been comprehensively adopted to tackle these challenges,
in which agents execute only based on decentralized local
information but their policies can be trained with additional
global information [4], [5]. Value function decomposition
methods [6], [7], [8], [9] further explore this paradigm, which
decomposes the global value function into a set of individual
value functions. However, these methods still fail to perform
well in scenarios where action coordination is required,
because the partial observability during the execution period
will increase the uncertainty of one agent to actions of other
agents, resulting in difficulty in action coordination.

Allowing agents to learn to communicate efficiently can
strengthen action coordination and eventually enhance the
quality of learned policies. To this end, numerous multi-agent
communicative reinforcement learning (MACRL) methods
[10], [11], [12], [13], [14], [15] have been proposed, which
allow agents to exchange messages during the decentralized
execution phase, such as local individual observations or agent
feature embeddings. Recently, graph neural network (GNN)
has been developed as an efficient representation learning
method, which can process the topological information and at-
tribute information of the graph-structured data to feature rep-
resentation learning for the final tasks. GNN has been utilized
to build communication learning mechanisms of MACRL,
which generally regards agents and communication channels
as nodes and edges in the graph, with the action selection
corresponding to node labeling. Many state-of-the-art MACRL
methods fall into this GNN-based communication paradigm,
such as TarMAC [16].

The crucial task of GNN-based MACRL is to learn effi-
cient message representation that carries both agent feature
information and topological relationship information for action
selection and coordination. However, the message represen-
tation learning of recent GNN-based MACRL methods still
encounter some challenges. On the one side, the message
representation aggregates the information of features of neigh-
bor agents, which may contain useless information that nega-
tively affects action selection. On the other side, GNN-based
MACRL relies on the edges of the graph to implement the
messages exchange among agents, which makes it susceptible
to adversarial attacks and noise perturbations on the agent
features and topological structure.
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Fig. 1. MAGI aims at optimizing the communication message representation
to extract sufficient and minimal information within the D = (A,H) to select
optimal actions Y .

As shown in Figure 1, D = (A,H) carries information
from both the graph topological structure A and agent fea-
ture embeddings H . If communication message representation
carries irrelevant information from A and H , it is suscepti-
ble to hyperparameter change of model, adversarial attacks,
and noise perturbations on D. The performance of MACRL
methods tends to degrade under adversarial attacks, which can
leave many practical applications based on MACRL models at
high risk. For example, researchers have shown that in multi-
agent autonomous driving systems, adversarial attacks on the
communication process between multi-agent vehicles can trick
autonomous vehicles into making abnormal judgments, such
as driving into the opposite lane [17].

Therefore, in this paper, we rethink what is and how to ob-
tain an “optimal” communication message representation that
contains sufficient information to facilitate action coordination
while avoiding the impact of adversarial attacks. For general
representation learning, the Information Bottleneck (IB) [18]
introduces an essential principle: the optimal representation
should contain sufficient and minimal information useful for
the final tasks. Inspired by this principle, we define the optimal
message representation as the representation that contains
sufficient and minimal information for the action selection task
as shown in Figure 1. However, extending the IB principle to
GNN-based MACRL methods to obtain the optimal message
encounters two main challenges as follows. 1) The topolog-
ical structure information contained in the graph structure is
essential for communication message representation, but this
information is discrete and therefore it is difficult to optimize.
2) Previous IB-based representation learning methods gener-
ally restricts input data to satisfy independent and identically
distributed condition (i.i.d.). Therefore, the IB principle is
difficult to implement in MACRL, because conditions are not
supported for the agent feature.

To tackle these challenges, we propose a Multi-Agent
communication mechanism with Graph Information bottleneck
optimization (MAGI) for communication message represen-
tation learning. To address the first challenge, we propose
two information-theoretic regularizers to derive the minimal
sufficient communication message: one to constrain the in-
formation from the graph topological structure and agent

feature embeddings, and the other to maximize the information
for the action selection and coordination in the message
representation. With these two regularizers, we can ensure that
learned communication messages is both sufficient (efficiently
facilitating the action selection of agents) and minimal (mes-
sage representations do not contain unnecessary information).
In addition, to address the second challenge caused by the
non-i.i.d. property of agent features, we leverage the local-
dependence assumption of agent features to capture infor-
mation from graph topological structure A and agent feature
embeddings H hierarchically. The main contributions of our
work are summarized as follows:

1) To the best knowledge, our work is the first attempt
to extend the graph information bottleneck principle [19] to
GNN-based MACRL methods, which achieve efficient and
robust multi-agent communication learning.

2) We propose two information-theoretic regularizers to
obtain the optimal message representation that contains suffi-
cient and minimal information for action selection and action
coordination downstream tasks.

3) We propose a general MARL framework that can flexibly
integrate the proposed communication learning mechanism
with any value function factorization methods.

4) We evaluate the proposed method on several MARL
environments, including SMAC [20] and MAgent [21]. Ex-
perimental results demonstrate that MAGI is more robust and
efficient than the state-of-the-art MACRL methods.

II. RELATED WORK

A. Multi-agent communicative reinforcement learning

Multi-agent communicative reinforcement learning methods
aim at achieving consensus and cooperation of multiple agents
through communication learning. Agents need to enhance
action coordination by learning to communicate with other
agents and process the message representations they receive.
Previous MACRL methods can be divided into two main
categories. The first category focuses on generating meaning-
ful messages for the message senders. One straightforward
approach is to treat raw local observations or the local
information history as messages. For example, NDQ [11]
aims to generate minimal messages for different teammates,
allowing them to learn decomposable value functions. NDQ
optimizes the message generator utilizing two information-
theoretic regularizers to achieve expressive communication.

The second category of work aims to efficiently extract
the most useful messages at the receiver’s end. For example,
MASIA [12] explicitly addresses the optimization of multiple
received messages and introduces two self-supervised repre-
sentation objectives. These objectives aim to make the received
information representation both abstract of the true states
and predictive of the multi-step future information. TarMAC
[15] achieves targeted communication through a soft-attention
mechanism, in which the sender broadcasts a key encoding
the agents’ properties, and the receiver processes all received
messages for a weighted sum of messages to make decisions.

The most relevant works to the idea of this paper are
NDQ [11] and MASIA [12], both of which aim to achieve

This article has been accepted for publication in IEEE Transactions on Pattern Analysis and Machine Intelligence. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TPAMI.2023.3337534

© 2023 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.

See https://www.ieee.org/publications/rights/index.html for more information.
Authorized licensed use limited to: Nanyang Technological University Library. Downloaded on December 05,2023 at 14:54:23 UTC from IEEE Xplore.  Restrictions apply. 



JOURNAL OF LATEX CLASS FILES 3

efficient communication. NDQ aims to ensure communication
is both expressive (effectively reducing the uncertainty of
action-value functions of agents) and succinct (only sending
necessary and useful information). MASIA focuses on ensur-
ing communication is both compact (high information density)
and sufficient (containing a rich amount of information). Our
method is designed to ensure communication is sufficient
(efficiently facilitating the action selection of agents), minimal
(not containing unnecessary information), and robust (not vul-
nerable to adversarial attacks and noise). Different from NDQ
and MASIA, we aim at the redundancy and efficiency issue
of communication information in the GNN-based MACRL
methods and consider the robustness of these methods, which
NDQ and MASIA do not pay attention to.

B. GNN-based MACRL
In contrast to the above methods, GNN-based MACRL

methods generally utilize neighboring communication archi-
tecture. In this architecture, agents communicate with neigh-
bors simultaneously, which can reduce communication costs.
Meanwhile, the powerful information aggregation ability and
representation learning capability provided by GNN can make
GNN-based MACRL methods suitable for large-scale agent
scenarios. DGN [22] first extends GNN to MACRL methods
and adopts neighboring architecture, where multiple rounds
of communications are utilized to widen the receptive field.
NerveNet [23] utilizes GNN to represent the policy of the
agent and propagate information over the graph structure of
agents and then predicts actions for the agents.

HAMA [24] adopts a hierarchical GNN based on a pre-
defined hierarchical graph and attention mechanism to facili-
tate agents to capture interrelations. However, the predefined
fixed grouping scheme adopted by HAMA restricts its adapt-
ability in dynamic settings. GA2NET [25] adopts a two-stage
attentional mechanism to model the multi-agent setting, which
can infer whether there is interaction between two agents
and then evaluate the importance of interaction. TarMAC [16]
utilizes GNN with a soft attention mechanism to learn whom
to receive messages and what messages to pass. MAGIC [15]
presents an attentional GNN to operate on the constructed
graph for multiple rounds of communication, which can tackle
the issue of when to communicate.

Recent GNN-based MACRL methods have successfully
promoted action coordination by efficient communication
learning, which aggregates information on agent features and
models interactions among agents by diverse graph neural net-
works. Despite significant progress in GNN-based MACRL, if
these methods encounter adversarial attacks and noise pertur-
bations, multi-agent action coordination will rapidly disinte-
grate. The issue that how to achieve robust communication
under adversarial attacks and noise perturbations has been
largely unstudied. Our work intends to provide a promising
way to address this, which extends the graph information
bottleneck optimization to GNN-based MACRL methods.

C. Value function decomposition
For effectiveness and scalability in multi-agent environ-

ments, CTDE has become a prevalent MARL paradigm.

Value function factorization methods further explore the CTDE
paradigm based on the Individual-Global-Max (IGM) principle
[9], which is an essential assumption that ensures consistency
between local greedy action selections and joint action se-
lections. VDN [7] adopts linear value factorization to ensure
the sufficient condition for the IGM principle. Due to its
excellent scalability, this simple linear architecture has become
very prevalent in MARL and has inspired many subsequent
approaches. QMIX [8] presents a monotonic mixing network
to enhance the expressiveness of the decomposed function
class. QTRAN [6] aims at realizing the entire IGM function
class, however, its proposed goal is computationally intractable
and necessitates two additional soft regularizers to approxi-
mate IGM, where the strict IGM guarantee is not guaranteed.
QPLEX[9] extends the IGM principle into the dueling network
architecture, however, it has potential limitations in terms of
scalability. Our work utilizes different value decomposition
methods in the proposed MARL framework to demonstrate
the flexibility of the proposed method.

D. Adversarial attack

Sun et al. [26] introduce a general definition of adversarial
attacks on graph data: (General Adversarial Attack on Graph
Data) Given a graph data D = (A,H), after slightly modifying
D (denoted as D̂), the adversarial samples D̂ and D should be
similar under the imperceptibility metrics, but the performance
of graph downstream task (such as action selection task in
our work) becomes much worse than before. In general, the
adversarial perturbations can be categorized as modifying node
features, modifying (adding/deleting) edges.

1) Modifying node features: Adversarial attacks can slightly
modify the node features while maintaining the structure of
the graph. Ma et al. [27] add adversarial perturbation on
node features and set a novel local constraint on node access,
prohibiting perturbation on the top node, and only a few nodes
can be disturbed, which is more realistic in practice. Wu et
al. [28] present an integrated gradients-based attack method
that adds perturbations on both the node features and edges.
2) Modifying Edges: Adversarial attacks can add or delete
edges to existing nodes with a given total action budget. Xu
et al.[29] present a novel gradient-based attack method that
only changes a small number of edges, including addition
and deletion. However, this method can lead to a noticeable
decrease in the performance of downstream tasks. Zang et al.
[30] find a set of anchor nodes to mislead the classification
of all nodes in the graph by flipping the connections between
the anchors and the target node.

E. Adversarial Attacks and Defenses in MACRL

Robust single-agent RL has been investigated from differ-
ent perspectives [31], and recently, the issue of adversarial
attacks and defenses in MACRL has gained significant at-
tention. Researchers have been exploring various approaches
to achieve robust communication in the face of adversarial
attacks. Tu et al. [32] focus on exploring adversarial attacks
specifically in the multi-agent setting where perturbations are
introduced to learned intermediate representations. Mitchell et
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al. [33] propose a method that utilizes a Gaussian Process-
based probabilistic module to calculate posterior probabilities,
determining the truthfulness of each partner. Xue et al. [34]
propose a two-stage message filter that involves learning an
anomaly detector and a message reconstructor to recover the
true messages. They employ two populations of defenders and
attackers for training, aiming to improve the generalizability
of defense mechanisms. Sun et al. [35] introduce the first
certifiable defense in MARL against communication attacks,
which considers a particularly strong threat model in which
half of communication messages can be arbitrarily compro-
mised. Nevertheless, these previous methods generally focus
on the malicious perturbations on the received message itself,
but the adversarial attacks can also be the perturbations on
the communication structure and agent feature, which has not
been paid attention to in the previous work. This paper tries to
solve this problem by using the GNN-based MACRL methods
as a starting point.

III. METHODOLOGY

A. Problem Fomulation

The MARL problems can be generally modeled as a
Decentralized Partially Observable Markov Decision Process
(Dec-POMDP), which can be characterized by a tuple <
I, S, U, P,R,O >. I represents the finite set of agents indexed
from 1 to n. S represents the finite set of states. O denotes
the joint observations, in which oi ∈ O is local observation
of agent i. U represents the finite space of joint actions. At
each timestep, the agent i takes its action ai depending on
its local observation oi. a = (a1, . . . , an) ∈ U denotes a
joint action. The state changes depending on the Markovian
transition P : S × U → S. R : S × U → R represents
the reward function. The overall task of the agent i is max-
imizing its total discounted reward Ri =

∑T
t=0 γ

trti , where
γ ∈ [0, 1] means a discount factor. Agents aim to learn an
optimal joint policy π(τ, a) to maximize the global value
Qπ

tot(τ, a) = Es,a[
∑∞

t=0 γ
tR(s, a)] , where τ means the joint

observation history.
In our work, we model the multi-agent system utilizing a

graph G = (V,E,H) with n nodes, where V = {1, 2, . . . n}
means the agent/node set, E ⊆ V ×V represents the edge set,
H ∈ Rn×f means the agent features/node attributes. We utilize
A ∈ R n×n to denote the adjacency matrix of G, if (i, j) ∈
E, then Aij = 1, otherwise Aij = 0. We leverage d(i, j)
to denote the shortest path distance of two agents i, j(∈ V ).
Thus, the input feature information data for the GNN-based
communication learning mechanism can be overall denoted
as D = (A,H). We focus on extracting agent-level message
representations MH ∈ Rn×f ′

from D so that MH can be
utilized to facilitate the agent to select actions Y . The subscript
with an agent i ∈ V is leveraged to denote the affiliation
with the agent i. For example, the communication message
representation of agent i is denoted by MH,i = mi and its
corresponding optimal action selection is represented by Yi =
ai.

Fig. 2. The overall framework of MAGI.

B. Overall Framework

The overall framework of the proposed method is illustrated
in Figure 2. For agent i, it obtains local observation oi and
utilizes gated recurrent unit (GRU) and multi-layer perceptron
(MLP) to generate the agent feature hi. Then we fed feature
hi into the communication learning module, where graph
neural network is leveraged to produce the communication
message representation mi. In our work, we utilize graph
attention network (GAT) [36] as the GNN structure in the
communication learning module. We fuse the feature informa-
tion of neighbor agents and topological structure information
by stacking multiple GNN layers. High-level communication
message representation of each agent can be extracted by
multiple rounds of communication. Besides, we utilize graph
information bottleneck optimization to further obtain the opti-
mal message representations, which are minimal and sufficient
for decision making.

Then, for agent i, the message mi is concatenated with the
current local history τi to serve as an input to the local action-
value function Qi (τi, ai,mi). As shown in Figure 2, we fed
local action-values of all agents into the mixing network and
finally obtained the estimation of global action-value Qtot.
In this work, we select the mixing networks proposed by
VDN[7], QMIX [8], and QPLEX[9], and it can be flexibly
replaced by other mixing networks of existing value factoriza-
tion methods. For instance, in the case of QMIX, the mixing
network consists of MLPs. However, the weights and biases
of the mixing network are obtained from a hypernetwork to
ensure adherence to the monotonicity constraints. In the next
section, we will introduce the multi-agent communication via
graph information bottleneck optimization (MAGI) module of
this framework in detail.

C. Multi-Agent Communication via Graph Information Bot-
tleneck

The objective of the Multi-Agent communication via Graph
Information bottleneck (MAGI) module is to obtain the opti-
mal communication message representation, which is minimal
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and sufficient. To achieve this objective, MAGI necessitates
the communication message MH to maximize the mutual
information for selecting optimal actions Y and minimize the
information from the feature D = (A,H). The objective of
MAGI is represented in Eq.(1), where I(·; ·) means the mutual
information,

minMAGIβ(D, Y ;M) ≜ [−I(Y ;M) + βI(D;M)]. (1)

In the MAGI, we introduce a local-dependence assumption
[19] for the graph-structured agent features: for each agent
i, given the neighbor-related agents within certain hops, the
other agent features are independent of the agent feature
of agent i. We utilize this assumption to restrict the opti-
mal communication message representations space Ω, which
makes the optimization of the MAGI objective more tractable.
Concretely, we utilize P(MH | D) to hierarchically iterate
communication message representations to model the corre-
lation of agent features, where P(·) means joint probabilistic
distribution function. Each GNN layer corresponds to a round
of communication message exchange among the agent with
its neighboring agents.

In each message exchange round l, we utilize the local-
dependence assumption. The communication message of each
agent can be refined by aggregating the agent features of
its neighboring agents, w.r.t a graph structure M l

A. Thus,
(M l

A)1≤l≤L is obtained by adjusting the original graph topo-
logical structure A locally, which can essentially control the
message flow from graph topological structure A. In the end,
we utilize high-level communication message representation
M l

H to achieve action selection and action coordination.
Therefore, the objective of MAGI optimization can be reduced
to the following representation:

min
P(M l

H |D)∈Ω
MAGIβ(D, Y ;M l

H)

≜
[
−I(Y ;ML

H) + βI(D;ML
H)

]
,

(2)

In this equation, we just need to optimize the distributions of
these two series: P(M l

H |M
l−1
H ,M l

A) and P(M l
A |M

l−1
H , A).

These distributions are easier to optimize because they have
local dependence between agents. We utilize the simplistic
MAGI principle and some appropriate parameterization of
P(M l

H | M l−1
H ,M l

A) and P(M l
A | M l−1

H , A), however,
the computation of I(Y ;ML

H) and I(D;ML
H) of Eq.(2) is

still intractable. Thus, we should introduce variational bound
regularizers on the two terms of Eq.(2), which facilitates the
optimization of the final objective. As demonstrated in [18], we
can derive the lower bound of term I(Y ;ML

H) and the upper
bound of term I(D;ML

H), which are shown in Eq.(3) and
Eq.(4), respectively. For any distributions V1(Yi | ML

H,i) for
agent i ∈ V and V2(Y ), the lower bound of term I(Y ;ML

H)
is shown in Eq.(3),

I(Y ;ML
H) ≥ 1 + E

[
log

∏
i∈V V1(Yi |ML

H,i)

V2(Y )

]

+EP(Y )P(ML
H)

[∏
i∈V V1(Yi |ML

H,i)

V2(Y )

]
.

(3)

We choose two sets of indices SH , SA ⊂ [L] such that D ⊥
ML

H | (M l
H)l∈SH

∪ (M l
A)l∈SA

depending on the Markovian
dependence, where the M1 ⊥ M2 | M3 denote that M1 and
M2 are conditionally independent given the M3. For the any
distributions V(M l

H), l ∈ SH and V(M l
A), l ∈ SA,

I(D;ML
H) ≤ I(D; (M l

H)l∈SH
∪ (M l

A)l∈SA

)
≤

∑
l∈SA

AIBl +
∑
l∈SH

HIBl, (4)

AIBl = E

[
log

P(M l
A | A,M l−1

H )

V(M l
A)

]
, (5)

HIBl = E

[
log

P(Zl
X |M

l−1
H ,M l

A)

V
(
M l

H

) ]
. (6)

Eq.(4) illustrates that we should select a set of random
variables with index SH and SA to satisfy the conditional
independence between ML

H and D. SH and SA have the
following attributes: 1) If the maximum index in SH is l, the
SA includes all the integers of [l+1, L]. 2) SH ̸= ∅. To utilize
MAGI principle, we should model P(M l

A | M
l−1
H , A) and

P(M l
H | M

l−1
H ,M l

A). Next, we select certain variational dis-
tributions V(M l

H) and V(M l
A) to estimate the corresponding

AIBl and HIBl for the regularization, and some V1(Yi |ML
H,i.

and V2(Y ) to obtain the lower bound in Eq.(3). Thus, we can
acquire the upper bound to optimize the objective by plugging
Eq.(3) and Eq.(4) into the Eq.(2).

In this work, we leverage graph attention network (GAT)
[36] as the GNN structure in the communication learning
module. In each layer of the graph attention network, MAGI
first needs to refine the graph structure of agents utilizing
the attention weights to acquire M l

A and next refine commu-
nication message representations M l

H by propagating M l−1
H

over M l
A. For the neighboring agents sampling, we leverage

categorical distribution and regard attention weights as the pa-
rameters of the categorical distributions, which can sample the
topological structure of the refined graph to capture topological
structure information. Next, we extract k neighboring agents
with alternatives from the built pool of agents Vic for agent i,
in which Vic contains the agents whose shortest path distance
to agent i is c. We leverage C to be the upper constraint
of c to guarantee the assumption of local dependence. Next,
we sum-pool the neighboring agents and utilize the output to
calculate the parameters of the Gaussian distribution, in which
the refined agent features will be sampled.

Then, we aim to optimize the parameters of the MAGI
module. The bounds of term I(Y ;ML

H) in Eq.(3) and term
I(D;ML

H) in Eq.(4) should be specified, further the bound of
MAGI optimization objective in Eq.(2) should be calculated.
In order to characterize AIBl in Eq.(4), we take assump-
tion that V(M l

A) satisfies the non-informative distribution.
Concretely, we leverage the uniform categorical distribution:
MA ∼ V (MA), MA,i = ∪Td=1

{
j ∈ Vic | j

iid∼ Cat
(

1
|Vic|

)}
and MA,i ⊥MA,j if i ̸= j. We leverage Cat(ϕ) to denote the
categorical distribution with parameter ϕ, which corresponds
to different categories of probabilities and therefore ∥ϕ∥1 = 1.
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After ϕl
ic is calculated, we can acquire an empirical estimation

of AIBl,

ÂIB
l
= EP(M l

A|A,M l−1
H )[log

P(M l
A | A,M l−1

X )

V(M l
A)

], (7)

which is instantiated as follows,

ÂIB
l
=

∑
i∈V,d∈[T ]

KL(Cat(ϕl
id)||Cat(

1

|Vid|
)). (8)

To further estimate HIBl, we conduct V(M l
H) as a mixture of

Gaussian distributions. Concretely, for any agent i, MH ∼
V (MH), we set MH,i ∼

∑m
u=1 wu Gaussian

(
µ0,u, σ

2
0,u

)
,

where wu, µ0,u, σ0,u mean learnable parameters shared by all
agents and MH,i ⊥MH,j , if i ̸= j. We can estimate HIBl by
leveraging the sampled M l

H :

ĤIB
l
=

∑
i∈V

[log Φ
(
M l

H,i;µi, σ
2
i

)
− log(

n∑
u=1

wuΦ
(
M l

H,i;µ0,u, σ
2
0,u

)
)].

(9)

Thus, we can select appropriate index set SH , SA that guar-
antee the assumption in Eq.(4) and utilize substitution:

I(D;ML
H)→

∑
l∈SA

ÂIB
l
+

∑
l∈SH

ĤIB
l
. (10)

To characterize Eq.(3), we can straightly set V2(Y ) = P(Y )
and V1(Yi | ZL

H,i) = Cat(ML
H,i)Wout Thus, the Eq.(3) can

reduce to the cross-entropy loss without constants as follows,

I(Y ;ML
H)→ −

∑
i∈V

Cross-Entropy (ML
H,iWout ;Yi). (11)

Plugging Eq.(10) and Eq.(11) into Eq.(2), the MAGI op-
timization objective can be obtained to train our proposed
communication learning module.

Except for the MAGI optimization constraints on the com-
munication message representations learning in the commu-
nication module, all the parameters in other modules in the
framework are updated by minimizing the TD loss LTD. In
the end, TD loss is shown in Eq.(12),

LTD =
[
r + γmax

a′
Qtot

(
τ ′, a′; θ−

)
−Qtot(τ, a; θ)

]2
, (12)

where θ means all the parameters in the proposed method
and θ− means the parameters of target network. The overall
optimization objective of the proposed method is shown as
follows,

L = LTD + λLIB , (13)

where λ denotes a hyper-parameter that can be fine-tuned to
achieve a trade-off between the graph information bottleneck
optimization loss LIB = MAGIβ(D, Y ;M l

H) and the TD loss
LTD. The hyper-parameter λ is set to be λ = 0.1 depending
on experimental results.

The detail of the instantiation of the proposed method is
shown in Algorithm 1. Steps 1-4 show the feature processing
phase. For each timestep t ∈ T , each agent i ∈ N obtains
its observation oi and uses GRU and MLP to generate its
initial agent feature. Steps 5-6 describe the process of building

Algorithm 1 Instantiation of MAGI

Input: oi ∈ O and at−1
i ∈ A of agent i.

Initialize: The weights of networks W , the number of neigh-
boring agents to be sampled k, the integral limitation to impose
local dependence C.
Output: Qtot.

1: for each timestep t ∈ T do
2: for each agent i ∈ N do
3: % During the decentralized execution phase
4: Process agent feature hi by GRU and MLP
5: Build data matrix D = (A,H) based on hi

6: Fed D to L− layers GAT
7: for layers = 1, . . . , L do
8: M̃ l−1

H,i ← σ
(
M l−1

H,i

)
W l

9: build sets Vic ← {j ∈ V | d(i, j) = c}
10: for c ∈ [C] do
11: ϕl

ic ← softmax
{(

M̃ l−1
H,i ⊕ M̃ l−1

H,j

)
aT

}
12: M l

A,i ← ∪Cc=1

{
j ∈ Vic | j

iid∼ Cat
(
ϕl−1
ic

)}
13: end for
14: M̄ l

H,i ←
∑

j∈M l
H,i

M̃ l−1
A,i

15: µl
i ← M̄ l

H,i [0 : f ′]

16: σ2l
i ← softplus

(
M̄ l

H,i [f
′ : 2f ′]

)
17: M l

H,i ∼ Gaussian
(
µl
i, σ

2l
i

)
18: end for
19: Acquire final message representation mi = ML

H,i

20: Compute action-value Qi based on mi and τi
21: ati ← π (Qi) (ϵ− greed )
22: Store episode history τi and ati in replay buffer
23: % During centralized training phase
24: Fed Qi to mixing network and acquire Qtot

25: Minimize loss function according to Eq.(13)
26: Update weights W of all networks
27: end for
28: end for

a graph using agent features. The core process of message
representation optimization is instantiated in Steps 7-18. In
each layer, MAGI first refines the graph structure utilizing
the attention weights to obtain M l

A,i (Steps 8-13) and then
refines message representations M l

H,i by propagating M l−1
H,i

over M l
A,i (Steps 14-18).

Step 14 is the sum-pooling operation of the neighbor agents,
and the output will be leveraged to calculate the parameters
for a Gaussian distribution in which the refined message repre-
sentations will be sampled. MAGI relies loosely on the graph
structure because A is only utilized to decide the potential
neighbor agents for each agent, and performs message passing
depending on MA. This property makes our models very
robust against structural attacks/perturbations. Our models also
keep robustness to the feature perturbations, which is similar to
other IB-based methods. In Steps 19-22, agent i calculates the
local value based on the obtained message mi and then selects
action ati. In Steps 23-27 describe the centralized training
phase, which uses the loss function in Eq.(13).
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IV. EXPERIMENTS

In this section, we select StarCraft II Multi-Agent Chal-
lenge (SMAC)[20] and MAgent[21] as our benchmarks. We
conduct various experiments on these complicated benchmarks
to answer: Q1: Are the proposed method and other GNN-
based MACRL methods vulnerable to adversarial attacks and
noise perturbations? Q2: Can MAGI optimization enhance
the robustness of communication learning under adversarial
attacks and noise perturbations? Q3: Can MAGI achieve
efficient communication that facilitates action coordination?
Q4: Whether MAGI can be applied to large-scale multi-agent
scenarios? Q5: Which component of the proposed framework
contributes to the performance improvement? Q6: Can MAGI
flexibly integrate with existing value function factorization
methods? Q7: How do hyper-parameters influence the perfor-
mance of MAGI? Q8: How does MAGI perform well under
more complicated adversarial attack methods? We choose
QMIX [8], TarMAC [16], and MAGIC [15] as baselines.
QMIX proposes a mixing network where the joint action value
is estimated through a nonlinear combination of individual
action values. TarMAC employs GAT with a soft attention
mechanism to determine the extent to which a message is
processed. MAGIC constructs a communication graph and
utilizes GAT for multiple iterations of communication. It is
worth noting that TarMAC, MAGIC, and MAGI all leverage
GAT as a GNN structure in the communication learning
module. The experiments are all conducted on GPU Nvidia
RTX 2080Ti with Pytorch.

A. Environments

SMAC. StarCraft Multi-Agent Challenge (SMAC) is con-
structed on StarCraft II, which is a prevalent strategy game.
SMAC consists of various StarCraft II micro scenarios, the ex-
ample is shown in Figure 3. These scenarios are complicated,
in which the ally agents are necessitated to learn no less than
one micromanagement technology to defeat the enemy agents.
In the scenarios of SMAC, all the ally agents are trained with
the MARL methods, and all the enemy agents are controlled
by the built-in AI.

The action space of agents contains 4 actions: move, attack,
no-op, and stop. The range of attack is set to 6. At each
time step, the ally agents can take attack action to fire enemy
agents and acquire a global reward. Besides, the ally agents
can acquire an extra reward for killing the enemy agent and
winning the game. In particular, we fine-tune the default
experimental setting to make the ally agents more difficult to
coordinate actions. We reduce the scope of vision of the ally
agent from 9 to 2. In addition, we select several complicated
scenarios as shown in Table I. The details of the 5 scenarios
are provided as follows.

MMM2 and MMM3 are two super-hard scenarios, which
contain Marines, Marauders, and Medivac. Each type of agent
in these scenarios has its own unique attributes and skills. The
ally agents succeed only when each agent performs to the
best of its ability and coordinates the actions of other agents.
Medivac has the healing ability that can provide treatment to
the injured ally agents. To win the battle, Ally agents have to

learn to communicate with other agents, such as sending their
health situation to the Medivac.

1o2r vs 4r scenario includes 1 Overseer and 2 Roaches
of ally agents. The target of the Overseer is to find the 4
Reapers of enemy units, and the goal of the 2 Roaches is to
reach the positions of Reapers and try to defeat the Reapers.
The Overseers and the Reapers are randomly generated in
the scenario, and the enemy Roaches are randomly generated
at other points. Considering that only the Overseers can get
information about the location of enemies, the Roaches must
learn to aggregate the information of neighbor Overseers in
order to win the battle effectively.

2c3s5z scenario contains Colossus, Stalkers, and Zealots
both for ally agents and enemy agents. Ally agents must learn
many tactics, such as utilizing Zealots to intercept enemy
Zealots in order to protect Stalkers from serious damage. It
is easier for agents to learn such strategies and coordinate
actions under efficient information interaction. In 8m vs 9m
scenario, both the ally and enemy agents are Marines.

Fig. 3. Illustration of the SMAC scenarios.

MAgent. MAgent is a MARL platform that aims to support
the tasks that necessitate hundreds of agents. We select the
Battle scenario of MAgent to conduct experiments. The battle
scenario contains K ally agents and Z enemy agents. The
target of ally agents is to learn to defeat all enemy agents. Each
agent can take two actions: move or attack and the range of
action is 4. The individual enemy agent is more capable than
an individual ally agent, therefore the ally agent must develop
strategies to fight cooperatively with other ally agents.

Since the Battle scenario tends to lose balance after the
death of agents, we stochastically add a new ally agent or
enemy agent to the scenario to keep balance. MAGI and other
baselines are first trained under the same setting of K = 40
and Z = 24. In the Battle scenario, an agent can acquire a
positive reward of +5 while attacking the enemy. An agent can
obtain a negative reward of -2 and -0.01, when it is killed by
the enemy agent or hits a blank grid, respectively.

B. Performance

Robustness (Q1, Q2). To verify whether MAGI and the
existing GNN-based MACRL methods are vulnerable to ad-
versarial attacks and noise perturbations, we produce random
perturbations and inject them into adjacency matrix A and the
agent features H . We add independent Gaussian noise to agent
features H with increasing amplitude. Concretely, we utilize
the average value of the maximum feature of each agent to
be the reference amplitude ϕ. Then we add Gaussian noise
η · ϕ · ϵ into each agent feature, where ϵ ∼ N(0, 1), and η
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TABLE I
SCENARIOS OF SMAC

Scenarios Ally agents Enemy agents Agents Type Challenge
MMM2 1 Medivac, 2 Marauders, 7 Marines 1 Medivac, 2 Marauders, 8 Marines Heterogeneous Super Hard
MMM3 1 Medivac, 2 Marauders, 7 Marines 1 Medivac, 2 Marauders, 9 Marines Heterogeneous Super Hard
2c3s5z 2 Colossus, 3 Stalkers, 5 Zealots 2 Colossus, 3 Stalkers, 5 Zealots Heterogeneous Easy

1o2r vs 4r 1 Overseer, 2 Roaches 4 Reapers Heterogeneous Hard
8m vs 9m 8 Marines 9 Marines Homogeneous Hard

means the feature noise ratio. We verify the robustness of
MAGI and other GNN-based MACRL methods with η = 1.5.
In the ablation section, we verify the robustness under different
parameters with η ∈ {0.5, 1, 1.5}.

To produce adversarial attacks on the adjacency matrix
A, we first try to randomly drop edges among agents with
the graph structure. Nevertheless, experimental results show
that this straightforward strategy can not significantly affect
the communication efficiency of the GNN-based MACRL
methods. Thus, we utilize projected gradient descent (PGD)
[29] to produce attacks rather than stochastically drop edges.
Figure 5 shows the learning curves of MAGI and other GNN-
based MACRL methods on four scenarios of SMAC. The solid
line shows the mean win rate of the method without adversarial
attack and noise perturbations, and the corresponding shaded
area means a 95% confidence interval. The dashed line illus-
trates the mean win rate of the method with adversarial attacks
and noise perturbations.

We can draw several conclusions from Figure 4 as follows.
1) MAGI performs significantly better than other baseline
methods in all scenarios. 2) By comparing QMIX and GNN-
based MACRL methods, we can see that the GNN-based com-
munication learning mechanism of these methods can indeed
facilitate cooperation among the agents and improve perfor-
mance. 3) Besides, without adversarial attack, by comparing
MAGI with other GNN-based MACRL methods (TarMAC and
MAGIC), MAGI performs better than other baselines, which
demonstrates the effectiveness of the proposed framework that
fuses the communication learning mechanism with the value
factorization method. 4) Furthermore, the performance of Tar-
MAC+A and MAGIC+A degrades significantly compared with
TarMAC and MAGIC respectively, which demonstrate the
other existing GNN-based MACRL methods are susceptible
to adversarial attacks. 5) Compared with MAGI, MAGI+A
shows only a slight performance degradation, which demon-
strates that MAGI is robust under adversarial attacks because
graph information bottleneck optimization can improve the
robustness of communication learning.

Effectiveness (Q3). The performance of different methods
under adversarial attacks in the Battle scenario is shown
in Table II. For convenience, in later experiments, methods
without the “+A” suffix (such as MAGI) also default to that
method under adversarial attack. As shown in Table II, MAGI
performs better than other baselines, in terms of kill number
(kill number of enemy agents), kill-death rates (kill number
of enemy agents divided by death number of ally agents), and
mean reward.

Figure 5 illustrates the representative actions of agents
trained by different methods in the Battle scenario. As shown

Fig. 4. Learning curves of different methods under adversarial attacks and
noise (η = 1.5).

TABLE II
PERFORMANCE OF DIFFERENT METHODS ON BATTLE SCENARIO

Methods Kills Mean reward K/D ratio
TarMAC 156 0.53±0.07 1.16±0.19
MAGIC 172 0.62±0.04 1.57±0.26
MAGI 237 0.87±0.02 2.02±0.16

in Figure 5, with noise perturbations and adversarial attacks,
MAGI-trained agents learn some techniques of action coor-
dination, such as encircling. For the individual enemy agent,
agents trained with MAGI can learn to coordinate their actions
to surround it and defeat it. For the group of enemy agents,
agents trained with MAGI can learn the ability to coordinate
attacks on one side of the group.

In contrast, other GNN-based MACRL methods learn sub-
optimal strategies under adversarial attacks and noise per-
turbations, such as gathering in a corner to avoid being
attacked by enemy agents. This behavior demonstrates the
communication learning of these methods becomes ineffective
under perturbations. This may be due to that MAGI adopts
the graph information bottleneck to learn robust and minimal
sufficient message representations, which realize the efficient
communication that promotes the action coordination and
policy learning of agents.

Scalability (Q4). To verify that MAGI can be extended
to large-scale multi-agent scenarios, we compared MAGI and
other baselines under perturbations in the Battle scenario
with the different number of agents (K ∈ {20, 30, 40, 50}).
As shown in Table III, the scalability ability of the MAGI
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Fig. 5. Illustration of representative behaviors of MAGI (right) and other
baselines (left) in Battle scenario.

is evidenced by the fact that MAGI always performs best
compared to the baselines as the number of agents increases.
We believe that this combination of communication learning
and value factorization can be used as a general paradigm to
solve large-scale multi-agent problems.

TABLE III
MEAN REWARD OF METHODS WITH DIFFERENT NUMBERS OF AGENTS

Methods K = 20 K = 30 K = 40 K = 50
TarMAC 0.47±0.13 0.51±0.14 0.53±0.07 0.58±0.09
MAGIC 0.58±0.09 0.60±0.08 0.62±0.04 0.66±0.06
MAGI 0.71±0.04 0.80±0.03 0.87±0.02 0.90±0.01

C. Ablations

Contribution (Q5). Furthermore, we evaluate the contribu-
tions of each component of MAGI. The MAGI contains two
critical components: the value decomposition (VD) component
and the IB optimization component. Thus, we design two
variants of MAGI: 1) MAGI-VD is MAGI without the VD
component, and 2) MAGI-IB is MAGI without the IB compo-
nent. As shown in Table IV and V, by comparing MAGI and
MAGI-IB, we can see that the removal of the IB component
causes a drop in performance under adversarial attacks and
noise perturbations. Moreover, when comparing MAGI and
MAGI-VD, we can see that the removal of the VD module also
results in a slight decline in performance. These experimental
results show that IB optimization can significantly improve
the robustness and effectiveness of communication learning
under adversarial attacks and that the VD module can further
facilitate action coordination and policy learning.

TABLE IV
WIN RATE WITH DIFFERENT VARIANTS ON SMAC

Scenarios MAGI-IB MAGI-VD MAGI
MMM2 60.07±4.75 79.93±3.64 82.87±2.93
MMM3 42.77±4.62 52.28±3.25 57.84±3.96

8m vs 9m 68.12±3.83 87.29±2.40 92.55±1.78
1o2r vs 4r 71.24±5.49 84.64±3.56 86.01±3.04

2c3s5z 69.35±4.18 89.47±1.90 93.02±1.45

To further evaluate the contributions of the two regularizers,
we use IBr1 = I(Y ;ML

H) to represent the IB loss of
regularizer 1 and IBr2 = I(D;ML

H) to denote the IB loss
of regularizer 2. Therefore, MAGI w/ IBr1 represents MAGI

TABLE V
PERFORMANCE OF DIFFERENT VARIANTS ON BATTLE

Methods Kills Mean reward K/D ratio
MAGI-IB 176 0.65±0.09 1.62±0.21
MAGI-VD 214 0.81±0.13 1.83±0.22

MAGI 237 0.87±0.02 2.02±0.16

only with regularizer 1, MAGI w/ IBr2 represents MAGI only
with regularizer 2, MAGI-IB denotes MAGI without regulariz-
ers. As shown in Table VI and VII, both regularizers contribute
to robust communication. In scenario MMM2, 8m vs 9m and
1o2r vs 4r, regularizer 1 is more effective than regularizer 2.
In other scenarios, regularizer 2 is more effective.

TABLE VI
WIN RATE WITH DIFFERENT REGULARIZERS ON SMAC

Scenarios MAGI w/ IBr1 MAGI w/ IBr2 MAGI-IB
MMM2 74.36±3.52 67.25±3.13 60.07±4.75
MMM3 50.47±4.28 51.13±4.62 42.77±4.62

8m vs 9m 83.06±2.28 76.38±2.71 68.12±3.83
1o2r vs 4r 84.52±3.91 73.17±4.36 71.24±5.49

2c3s5z 79.16±3.20 83.47±2.45 69.35±4.18

TABLE VII
WIN RATE WITH DIFFERENT REGULARIZERS ON BATTLE

Methods Kills Mean reward K/D ratio
MAGI-IB 176 0.65±0.09 1.62±0.21

MAGI w/ IBr1 195 0.77±0.05 1.80±0.15
MAGI w/ IBr2 189 0.72±0.06 1.75±0.18

MAGI 237 0.87±0.02 2.02±0.16

Flexibility (Q6). To demonstrate that MAGI can be flexibly
fused with any value factorization methods, we conduct exper-
iments by integrating it with other popular value factorization
methods VDN and QPLEX. The fused methods MAGI (VDN)
and MAGI (QPLEX) are evaluated on various scenarios of
SMAC. As shown in Table VIII, MAGI (VDN) and MAGI
(QPLEX) perform better than the original value factorization
methods VDN and QMIX, which indicates the flexibility of the
proposed method. Besides, the proposed method can remove
the value decomposition module for more general tasks, such
as mixed cooperative and competitive tasks.

TABLE VIII
WIN RATE WITH DIFFERENT VALUE DECOMPOSITION METHODS

Scenarios VDN MAGI(VDN) QPLEX MAGI(QPLEX)
MMM2 38.14±7.36 76.53±3.82 42.19±6.36 80.26±3.17
MMM3 29.38±5.15 61.58±4.13 36.38±4.39 64.85±3.74

8m vs 9m 61.50±4.16 85.31±2.64 68.34±3.30 84.15±2.19
1o2r vs 4r 67.17±4.27 82.05±3.27 71.93±3.38 83.28±2.05

2c3s5z 65.29±4.73 90.45±2.04 69.27±3.51 87.31±2.11

Parameters (Q7). To explore the effect of different hyper-
parameters on performance. We first conduct ablations on
feature noise ratios in the 2c3s5z and MMM3 scenarios of
SMAC. As shown in Figure 6, with different feature noise
ratios (η ∈ {0.5, 1.0, 1.5}), MAGI consistently performs better
than other GNN-based MACRL methods. Especially, as the
η is large (η = 1.5), the performance of other methods
is significantly affected, while MAGI remains stable, which
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demonstrates that IB optimization of MAGI makes the com-
munication learning more robust under adversarial attacks and
noise perturbations.

Fig. 6. Win rate with increasing feature noise ratio η.

To evaluate the effect of different λ on the performance,
we conduct ablations on different scenarios of SMAC under
adversarial attacks and noise perturbations. As shown in Table
IX, with different λ (λ ∈ {0.05, 0.10, 0.15}), MAGI achieve
the best performance with λ = 0.15 in MMM3 scenario
and with λ = 0.10 in other scenarios. Thus, for the sake of
consistency, we set the λ = 0.10 for all scenarios in SMAC.

TABLE IX
WIN RATE WITH DIFFERENT λ ON SMAC

Scenarios λ = 0.05 λ = 0.10 λ = 0.15
MMM2 80.17±3.02 82.87±2.93 81.94±2.85
MMM3 53.06±3.77 57.84±3.96 59.27±3.71

8m vs 9m 88.20±2.61 92.55±1.78 90.94±2.15
1o2r vs 4r 83.06±4.34 86.01±3.04 85.39±3.16

2c3s5z 92.17±1.51 93.02±1.45 91.06±1.83

Besides, we evaluate the robustness and effectiveness
of different variants with increasing feature noise ratio
(η ∈ {1.5, 2.0, 2.5}). As shown in Figure 7, from the
comparison results of the three variants, it can be seen that
the performance of the MAGI-IB drops sharply with the
increase of the feature noise ratio η. In contrast, the MAGI
is excellent for stability. The effect of MAGI is the best,
the variance of MAGI-IB is the largest, and meanwhile, the
performance of MAGI-IB is the worst.

Fig. 7. Win rate of different variants with increasing feature noise ratio η.

Generality (Q8). Adversarial attacks can be generally cate-
gorized as modifying features and modifying edges. Therefore,
in the previous experiment, we selected two adversarial attacks
(GN+PGD) to generate perturbations at the same time for
experiments: Adding Gaussian noise (modifying features) and

PGD [29] (modifying edges). Furthermore, we utilize two
other complicated adversarial attacks (IG-JSMA [28] and
GUA [30]) for experiments to verify the generality of the
proposed method, and the results are shown in Table X.
We utilize IG-JSMA [28] to add adversarial perturbations
on both the agent features and edges. We leverage GUA
[30] to change edges by flipping the connections between
the anchor agents. Please refer to [28], [29], [30] for more
details. As shown in Table X, MAGI always achieves the
best performance compared with other baseline methods under
various adversarial attack methods, which demonstrates the
generality of the proposed method.

TABLE X
WIN RATE WITH DIFFERENT ADVERSARIAL ATTACKS ON MMM3

Methods GN+PGD [29] IG-JSMA [28] GUA [30]
TarMAC 45.42±8.03 39.24±6.58 42.38±7.25
MAGIC 56.06±6.32 49.05±5.40 51.76±4.92
MAGI 71.34±4.26 67.26±4.08 65.13±3.52

D. Details of model hyper-parameters

In this section, we provide the details about our exper-
iment settings for the convenience of reproducibility. Table
XI describes the fixed hyper-parameters of all the experiment
benchmarks.

TABLE XI
FIXED HYPER-PARAMETERS OF MAGI FOR ALL ENVIRONMENTS

Hyper-parameter Value
GNN layers 3
GNN hidden dimension 64
MLP layers 2
RNN type GRU
RNN hidden dimension 64
Mixing network QMIX
Mixing embedding dimension 32
Hypernet layers (QMIX) 2
Hypernet embedding dimension (QMIX) 64
Learning rate 1e-5
Discount factor 0.99
Batch size 200
Optimizer Adam

V. CONCLUSIONS

In this paper, we introduce the graph information bottle-
neck optimization into the GNN-based MACRL method. The
proposed method achieves robust and efficient communication
learning by two information-theoretic regularizers, which min-
imizes the MI between the communication message and the
agent features and simultaneously maximizes the MI between
the message representation and the action selection. Exper-
imental results in various multi-agent scenarios demonstrate
that the proposed method significantly outperforms other base-
lines and can be flexibly fused with existing value factorization
methods to promote action coordination.

To the best knowledge, this work is the first attempt at
learning robust communication via graph information bot-
tleneck optimization in the MACRL domain. We believe
it is a promising way to establish efficient communication
of large-scale multi-agent systems under adversarial attacks
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and noise perturbations. In the future, it is worthwhile to
apply the proposed method to real-world large-scale multi-
agent systems. It is important to acknowledge that our current
method is specifically designed for discrete action and fully
cooperative scenarios. It is not applicable to continuous action
environments or mixed competitive cooperative scenarios.
However, our future work aims to develop a more versatile
and robust communication model that can be adapted to a
broader range of scenarios.
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