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ABSTRACT

In digital rights management (DRM) systems, digital media is
often distributed by multiple levels of distributors in a com-
pressed and encrypted format. The distributors in the chain face
the problem of embedding their watermark in compressed, en-
crypted domain for copyright violation detection purpose. In
this paper, we propose a robust watermark embedding tech-
nique for JPEG2000 compressed and encrypted images. While
the proposed technique embeds watermark in the compressed-
encrypted domain, the extraction of watermark can be done ei-
ther in decrypted domain or in encrypted domain.

Keywords— Compressed and Encrypted Domain Water-
marking, JPEG2000 Watermarking, Robust.

1. INTRODUCTION

Over the past decade, there has been an explosive growth in the
digital media creation/capturing, processing and distribution.
The media is often distributed in compressed and encrypted for-
mat and watermarking of these media for copyright violation
detection, proof of ownership or distributorship, media authen-
tication, needs to be carried out in compressed-encrypted do-
main. One such example is the distribution through DRM sys-
tems [1] [2], where the owner of media, distribute the media in
compressed and encrypted format to consumers through multi-
level distributor network. In these DRM systems, in order for
the distributors to prove their distributorship to consumers or for
consumer copyright violation detection, watermarking needs to
be performed by the distributors in the compressed-encrypted
domain, as they do not have access to the unencrypted media.
In this paper we focus on JPEG2000 compressed images. There
have been several related image watermarking techniques pro-
posed till date [3]-[7]. Cancellaro et.al. in [3] proposed a joint
digital encryption and watermarking scheme, in which most sig-
nificant bit planes are encrypted while the remaining bit planes
are watermarked. In this case the encryption bit planes need to
be decided a priori and the rest of the bit planes are in plain-
text form for watermarking. Leaving few bit planes in plaintext
form may not be good as it might help the attacker to pick the
right image to attack. In [4] Lian et.al. proposed a technique
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of watermarking in a wavelet transformed image. Some of the
subbands are encrypted while others are watermarked. This al-
gorithm also suffers from similar weaknesses as that of [3],
where the subbands to be encrypted should be decided a priori
and since some subbands are in plaintext form, the attacker can
pick the right image to attack. Prins et.al. in [5] proposed a ro-
bust quantization index modulation (QIM) based watermarking
technique, which embeds the watermark in the encrypted do-
main. The technique makes use of encrypted quantized samples
of plain text host signal which renders it unsuitable for water-
marking in compressed domain. In [6] Li et.al. proposed a
content-dependent watermarking technique, which embeds the
watermark in an encrypted format, but the host signal is still in
plain text format. The algorithm may not be directly applied
when the content is in encrypted format, in that case the distor-
tion introduced in the host signal may be large. In [7] Sun et.al.
proposed a semi fragile authentication system for JPEG2000
images. However, this scheme is not a fully compressed and en-
crypted domain watermarking compatible as it derives the con-
tent based features for watermarking from the plain text. To our
knowledge, the proposed technique is the first work which does
fully compressed encrypted domain watermarking. The paper
is organized as follows. In section 2, we give the challenges
of compressed-encrypted domain watermarking. Section 3 de-
scribes the proposed scheme. In section 4, we discuss the key
distribution and security analysis of encryption and watermark-
ing algorithm. The experimental results are discussed in section
5. Section 6 concludes the paper.

2. CHALLENGES OF COMPRESSED-ENCRYPTED
DOMAIN WATERMARKING

1) Compressed domain watermarking: The distributed con-
tent is generally in compressed and encrypted format. Once
encrypted by the owner, the content cannot be decompressed at
any of the intermediate distributor levels without decrypting it.
Therefore, it should be possible to embed the watermark in the
compressed byte stream. However, a small modification in the
compressed data may lead to a considerable deterioration in the
quality of decoded image. Thus the position for watermark em-
bedding has to be carefully identified in the compressed data, so
that the degradation in perceptual quality of image is minimal.

2) Encrypted domain watermarking and watermark re-
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trieval: Once the distributor receives the compressed-encrypted
content, it should be possible to embed the watermark without
requiring the decryption of content. This is required to preserve
the confidentiality of content and the cryptosystem should also
be secure enough to resist different attacks to decrypt the cipher.
Also it is desired that the watermark should persist under some
obvious manipulations such as content decryption i.e. the wa-
termark detection should be possible, even after the decryption.
Therefore, the cryptosystem must be privacy homomorphic, ex-
plained in section 3.1, in order to detect the watermark correctly.
Symmetric stream cipher with homomorphic property is pre-
ferred over asymmetric encryption with homomorphic property
mainly due to the following two reasons. Firstly, if the encryp-
tion is performed using homomorphic asymmetric schemes, like
RSA [8], Goldwasser-Micali [9], Elgamel [10] and Paillier
[11], on a message size of few bits, the size of the ciphertext
may expand leading to loss of compression efficiency. For RSA
and Goldwasser-Micali, expansion is caused due to the use of
modulo n, ¢ (a product of two large primes p’ and ¢’). The
size of ciphertext in case of Paillier and Elgamel cryptosystem
is twice that of plaintext [11] [10]. Secondly, if the encryp-
tion is performed on a large message size, say, few hundreds of
bits, to compensate the loss in compression, the payload capac-
ity decreases, where payload capacity is the number of water-
mark signal bits embedded per encrypted message. Symmetric
ciphers with homomorphism, on the other hand, can be applied
on a smaller message size, like a byte, without increasing the
compressed data size and achieving a better payload capacity
than asymmetric counterparts. So there is a tradeoff between
security-compression efficiency-payload capacity, which poses
a challenge of deciding which cipher scheme to be applied.

3. PROPOSED SCHEME

The proposed algorithm works on JPEG2000 compressed code
stream. In JPEG2000 encoder, the DWT coefficients are divided
into different bit planes and coded through multiple passes at
embedded block coding with optimized truncation (EBCOT)
to give compressed byte stream. The compressed byte stream
is arranged into different wavelet packets based on resolution,
precincts, components and layers. Thus, it is possible to select
bytes generated from different bit planes of different resolutions
for encryption and watermarking. The proposed algorithm uses
a symmetric stream cipher with additive homomorphic proper-
ties for encryption. In fact the distributors get JPEG2000 com-
pressed stream cipher encrypted images for distribution. The
distributors can then apply any robust additive watermarking
technique to this compressed encrypted stream. We use Har-
tung et.al.’s [12] spread spectrum technique for the purpose and
study the bit error rate of detection and the quality versus pay-
load capacity trade-off. The watermark detection is done after
the decryption but in the compressed domain as shown in Fig-
ure 1. Figure 1 shows the watermark embedding and detection
pipelines. We explain encryption algorithm next.
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Fig. 1. (a). Watermark embedding (b). Watermark extraction

3.1. Encryption Algorithm

JPEG2000 gives out packetized byte stream M as its output,
where M = {m;}, m; € [0,255]V i =0, 1,...L — 1. L is the
length of the message in bytes. In order to encrypt the message
M, we choose K, a randomly generated key-stream using RC4,
explained in section 4.1, within the set K = {k;} where k; €
[0,254] V ¢ =0, 1,...,L — 1. Then the encryption is done byte by
byte as given in equation (1) to get the ciphered signal C.

C=E(M,K) = c; = (mi + ki) mod 255 ¥i = 0,1,...,L—1 (1)

where E(.) is the encryption function and the addition operation
is arithmetic addition. Let C; = E(M1, K1) and Co = E(M3, K2).
For K = K7 + K>, additive homomorphism property gives,

D(C1 + Co,K) = M1 + M, (2)

Thus this stream cipher has additive privacy homomorphism
property [13]. Since the watermarking technique used is an ad-
ditive one, the encryption algorithm must have privacy homo-
morphism property with addition. The privacy homomorphism
property will make it possible to detect the watermark from the
decrypted content and also help us to control the watermarked
image quality easily. Security of this stream cipher is elaborated
in section 4.2. Distributors in the distribution chain are given
this compressed encrypted byte stream C to distribute. They do
not have access to the original image. Often distributors need
to watermark C to prove their distributorship to the recipient
or copyright violation detection purposes. Next we explain the
watermarking algorithm.

3.2. Embedding Algorithm

Since the encryption algorithm is with additive privacy homo-
morphism property, any robust additive watermarking technique
can be used. We make use of Hartung et.al.’s [12] spread spec-
trum technique for the purpose. For watermarking, we consider
the ciphered bytes from the less significant bit planes of the mid-
dle resolutions, because inserting watermark in ciphered bytes
from most significant bit planes degrades the image quality to
a greater extent. Also, the higher resolutions are vulnerable to
transcoding operations and lower resolution contains a lot of
information, modifying which leads to loss of quality. We in
our experiments study the impact on quality of watermarking
in this compressed-encrypted domain. We show how the the
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watermark can be inserted in less significant bit planes of mid-
dle resolutions without affecting the image quality much. Let
the watermark information bits be b ={b,} V i=0, 1,...., N — 1
, where b; € {-1,1}.This is then spread by a factor chip rate r,
which gives

a; =b;ir <j<(i+1)r 3)

The sequence a; is then multiplied by a strength factor o >
0 and PN sequence P={p;} with zero mean and variance 02,

where p; € {-1,1}.  The watermark signal W={w; }, where,
wj = aa;p; 4)

The watermark signal generated in equation (4) is added to
the encrypted signal C, to give the watermarked signal Cy,

Cw=C+W=cy,=c;+w; Vi =0,1,....,L—1 5)

Thus, watermark embedding is carried out in compressed-
encrypted domain. However, it is shown in section 3.3 that the
watermarked quality can be controlled in a predictable manner.

Distributor distributes the compressed-encrypted watermarked
image.

3.3. Watermark Detection

The received compressed-encrypted watermarked image is first
decrypted using the equation (6), which defines the correspond-
ing byte by byte decryption for the encryption defined in equa-
tion (1). The keystream K can be generated as given in section
4.1. Let the watermarked image be denoted as My = {m,,, }
where m,,, € [0,255] V ¢ =0, 1,....L — 1. Then the received
signal Cy is decrypted to give My as,

My = D(Cy,K) = (cu, — ki) mod 255 Vi =0,1,...,L— 1
= (¢; + w; — k;) mod 255
=m; + w;
= My, (6)

where D(.) is the decryption function. It can be seen from equa-
tion (6) that m,,, = m,; + w;, the watermarked compressed byte
stream 1m,,, is merely addition of compressed byte stream m;
and the watermark signal w;. Thus by controlling the strength
of w;, choice of resolution levels and bit planes, the quality of
the watermarked signal could be easily controlled. The water-
marked quality would be poor if we pick up more number of
resolution levels and bit planes to watermark, but the watermark
embedding capacity would be high and vice versa. The embed-
ded watermark information W can be estimated from My or Cy
using correlation detector even without the knowledge of the
corresponding originals M or C. Incase of My it is multiplied
by PN sequence P used for embedding, followed by summation

over chip-rate window r, yielding the correlation sum S§;.
Si=y_(mu,;p))
=D (m; +wy)p;
= " mpy + > wip; )

The first term in equation (7) is zero if M and P are uncor-
related. However, this is not always the case for real data. To
obtain better detection results, we can pre-filter My and remove
most of the image content. Assuming that the first term in equa-
tion (7) is zero

S; = Z(wjpj) = Z aa;pip; = biaiar (8)
T

T

Thus, the sign of S; gives the watermark information bit
sign(S;) = sign(bioiar) = sign(b;) = b; 9)

It is also possible to detect the watermark in the compressed-
encrypted watermarked image Cy. Since Cy = C+ W, the cor-
relation detector can be applied to Cy instead of My. Thus,
assuming zero correlation between C and P.

Si= (cuypi) =Y (¢j +wy)pj = bio2ar  (10)

(s T

Here again, the sign of S; gives the watermark information
bit as derived in equation (9). Incase of copyright violation de-
tection purpose, since the distributors have C, they can apply the
non-blind detection technique, i.e., subtract away C from Cy to
remove the correlation effect completely. Thus get a better wa-
termark detection rate. However, the distributors can also use
pre-filtered (semi-blind) detection technique. Incase of owner-
ship proving applications the pre-filtered (semi-blind) detection
technique may be required. The security of this spread spectrum
technique is discussed in section 4.3.

4. DISCUSSION

4.1. Key Stream Generation

The keystream is generated at the encryption and decryption
site using RC4 cipher [14]. For encryption, a secret seed S is
applied to RC4 cipher which in turn generates the keystream K.
In order to generate the same key K at the decryption site, the
seed S must be delivered to the decryption site through a secret
channel. Once the seed S is received, it can be applied to RC4
cipher to generate the key stream K.

4.2. Security Analysis

The security of proposed encryption algorithm relies signifi-
cantly on the security of the underlying technique used in the
specific cryptosystem. The RC4 cryptosystem that we have
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used, is a very well known technique and is believed to be se-
cure with the discarding of atleast first few hundred bytes [15].
Henceforth, we will continue the discussion assuming this re-
sult being applied. Here, we discuss the security of the applied
encryption scheme, which is based on Shannon’s theory of se-
curity [16]. We assume that M ~ U|[0, 255] and let Py and
Pg denote the probabilities of occurrence of random variables
K and M respectively, so the amount of information contained
in M is given by,

Hy == Pylog Py (11)
Similarly, computing for a truly random key K’ € [0, 255]

Hyg == Py log P (12)

For perfect secret systems the amount of information Hy, can
be hidden completely if Hx: >= Hj [16], which is correct
if the key is truly random. However, the RC4 keystream K is
a pseudo-random sequence having a different distribution than
that of a random keystream K’. Having said that, we will now
show that under certain bounds the RC4 keystream can be as-
sumed to behave like a truly random sequence, thereby proving
the security. In [17] Fluhrer et. al. derived that, it requires
~ 2396 bytes to discriminate RC4 output cipher from a truly
random sequence. This bound is much higher than the size of
compressed image which is of the order of few kilo bytes. Thus,
the size of the compressed data is not sufficient to clearly dis-
tinguish between RC4 cipher and a truly random stream and
hence, we assume within the limits of aforementioned bounds
that the RC4 keystream can be approximately modeled as a truly
random sequence, which establishes the security of our system.
Another attack on a particular mode of operation of RC4 occurs
when the same secret seed S is used more than once. In this case,
the seed S is sent as a concatenation of S with a key (referred to
as Initialization Vector IV, need not be secret). This attack tries
to find the secret seed S by observing the output streams for dif-
ferent IV values and a fixed S, and can recover the keystream K
without much time complexity [18]. However, it can be over-
come by using different secret keys, in which case the attack
scenario is same as [17]. In [19] Mantin et. al. proposed
an attack by observing first two output words of the cipher and
deduced partial information of plaintext by analyzing different
ciphertexts produced from the same plaintext using different se-
cret keys. However, this attack does not recover the key and it
becomes insignificant for output word size of more than 5 bits.

4.3. Security of Watermarking Algorithm

The security and robustness of the watermarking algorithm de-
pends on the underlying spread spectrum watermarking tech-
nique. The attacks to retrieve or destroy the watermark can
be performed either in encrypted or decrypted compressed do-
main. However, attacks in encrypted domain may result into
a random decrypted stream which degrades the image quality.
Hence, decrypted-compressed content provides a better domain
to attack. The watermark detection performance against attacks

like additive Gaussian noise, filtering, and amplitude scaling
is given in section 5. The algorithm is robust against additive
Gaussian noise as can be seen from Figure 5. The robustness
against filtering, such as 1x5 median filter and scaling attack
can be improved by increasing the chip rate and estimating the
scale factor [20] respectively. The scale factor can be measured
accurately using the data before and after attack. Collusion at-
tacks can be made ineffective by using collusion resistant codes
can be used to identify all or atleast groups of users involved in
collusion [21]. Some attacks may try to render ownership prov-
ing by creating a fake original or fake watermarked data. In this
case, a watermark signal dependent on hash of the original or
watermarked content and a private identifier (known only to the
watermark embedding party) can be used for embedding [22].
Thus the party which embeds its watermark first in the content
can provide the hash of the original content and identifier to de-
tect his own watermark. However, the party which embeds sub-
sequently has a watermarked content and cannot provide hash
of original content and identifier and cannot detect his own wa-
termark in the original content.

5. EXPERIMENTAL RESULTS

Experiments are carried out for 30 grayscale images with di-
mensions 512x512, numbers of compression resolutions are 6,
and compression rate is 16. We use scaling factor o = 3 and
chip-rate r = 32 for the experiments for good robustness against
attacks. Further, we show the relation between the number of
watermarked bit planes, the number of resolutions used for wa-
termarking, payload capacity and bit error rate against different
attacks. Figure 2 gives a measure of the average payload capac-
ity vs number of bit planes(/) watermarked under different res-
olutions. The average size of the compressed image is 15,901
bytes. Average payload capacity is given here as the ratio of the
average embedded number of bits to the average compressed
stream size (in bytes) in percentage, where average is computed
as a simple mean. In the Figure 2, the payload capacity for
the number of watermarked bitplanes = [ means the bitplanes
[, —1,..,1 are watermarked. For [ = 8, means all the bit-
planes are watermarked, [ = 7 means all the bitplanes except
the most significant bitplane are watermarked. Similarly, [ = 1
means only the least significant bitplane is watermarked. It is
clear that as we move from resolutions LLS5(lowest) to HH1,
HL1 and LH1(highest) the payload capacity increases, and the
quality of the image is good. The increase in payload capacity
is due to increase in size of dimensions of higher resolutions,
generating more number of compressed bytes, which provides
more space for embedding. Although resolution 4(HL2, LH2,
HH2) gives more capacity than resolution S(HL1, LH1, HH1), it
is due to the rate-distortion optimization followed in JPEG2000
i.e truncation of codestream according to a given bit rate which
achieves minimum distortion and distortion caused by truncat-
ing codestream from resolution 5 is less than that of resolution
4. Figure 3 shows PSNR against [ for the payload given in Fig-
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ure 2, where PSNR is calculated as,

1 m—1n—1

MSE = —- % > (160,5) = Lu(i, j))* (13)
=0 j5=0

PSNR = 101log, (2552 /MSE) (14)

Mean square error (MSE), is the sum of squares of difference
between the original image / and watermarked decompressed
image I,,. The degradation of image quality due to watermark-
ing lower resolutions especially LL5 is more than caused by
watermarking higher resolutions, this effect is more prominent
for [ > 4. This is because the higher resolutions does not carry
much of the relevant data, modifying which degrades the image
quality to a lesser extent. However, the codestream from higher
resolutions like 4 and 5 might be truncated more than the code-
stream from middle resolutions 1, 2 and 3 to meet the bit rate
or bandwidth requirements because the distortion in the latter
case will be more. Thus the bitplanes [ = 4 of middle reso-
lutions provide a good region for watermarking. The average
payload capacity for [ = 4, considering all the resolutions, is
2473 bits with an average PSNR of 30.93 dB, whereas when
resolutions 1, 2 and 3 are considered the average capacity is
1962 bits with an average PSNR of 32.12dB, for a compressed
image of average size 15,901 bytes. Figure 4 shows the origi-
nal image, unwatermarked-decompressed image, encrypted im-
age and watermarked-decompressed image. The performance
of the watermarking scheme against noise is given in Figure 5
for non-blind detection. From the Figure 5, it is clear that, the

Fig. 4. (a) Original image (b) Unwatermarked-Decompressed
image (40.22dB) (c) Encrypted image (12.48dB) (d)
Watermarked-Decompressed image (I = 4, Payload=2464
bits, PSNR=34.48dB)

Fig. 5. BER vs. WNR

scheme gives good results even at lower watermark to noise ra-
tio (WNR), where WNR is,

WNR = 10log(Pw /Px) (15)

where, Py and Py denotes the watermark power and noise
power respectively. Bit error rate(BER) is defined as the ratio
of number of incorrect watermark information bits retrieved to
the total number of watermark information bits embedded and
depends only on the amount of noise added. For WNR>-3db,
their is no error in watermark retrieval. BER for 1x5 median
filtering is 3.38 x 1073 for a chip rate of 200. The watermark
can be detected without any bit errors for scaling attack as the
scale factor is estimated accurately.

6. CONCLUSION

In this paper we proposed a technique to embed a robust wa-
termark in the JPEG2000 compressed encrypted images. The
algorithm is simple to implement as it is directly performed
on the compressed-encrypted domain i.e it does not require de-
crypting or partial decompression of the content. Our scheme
also preserves the confidentiality of content as the embedding
is done on encrypted data. The homomorphic properties of the
cryptosystem are exploited, which allows us to detect the wa-
termark after decryption and control the image quality as well.

1319



We analyze the relation between payload capacity and quality of
the image for different resolutions. Experimental results show
that the higher resolutions carry higher payload capacity with-
out affecting the quality much, whereas the middle resolutions
carry lesser capacity and the degradation in quality is more than
caused by watermarking higher resolutions. However, higher
resolutions might be truncated to meet the bandwidth require-
ments and in that case middle resolutions provide a good space
for embedding. We also study BER and the results show that the
proposed technique performs well against attacks like additive
Gaussian noise, filtering, and amplitude scaling.
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