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OCBC, NTU join
forces for ‘holy grail’
of encryption tech

The $5 million research collaboration will take place over five years

Osmond Chia

Companies typically keep custom-
er data out of public servers for fear
of sensitive information landing in
the wrong hands.

But firms like OCBC Bank are
counting on a method of coding -
homomorphic encryption (HE) -
to share data with partners and ar-
tificial intelligence (AI) apps, while
keeping sensitive information hid-
den, even on a public server.

Widely held as the “holy grail” of
privacy, HE guarantees privacy by
allowing computation or Al analy-
sis to be performed on encrypted
data without the need for decryp-
tion, keeping the final result in en-
crypted form.

Only data owners - like a hospi-
tal or a bank — who possess the key

can decrypt the final results.

On Thursday, OCBC announced
a $5 million collaboration with Na-
nyang Technological University
(NTU) to research the technology
over the next five years, which
could allow it to bolster the bank’s
analytics arsenal while protecting
its customers’ data.

HE technology enables data to
be handled between multiple orga-
nisations or Al software while en-
suring sensitive data is kept hid-
den, said Professor Lam Kwok Yan,
the director of NTU’s Strategic
Centre for Research in Privacy-
Preserving Technologies and Sys-
tems (Scripts), which specialises in
privacy-preserving technologies.

The technology has attracted
tech firms including Meta, prompt-
ing the social media giant togoona
hiring spree last year to nab key HE

research specialists. The HE mar-
ket is expected to roughly double
to $420 million by 2030.

Banks can use HE to safely au-
thenticate customers’ voice or oth-
er biometric data that it receives
from e-commerce sites, for in-
stance, said Prof Lam. This ensures
that the customer’s biometric data
is not accessible to third-party
sites and left open to being leaked.

Multiple organisations can also
work together using HE to analyse
trends in financial crimes using
large data sets without disclosing
the sensitive information that may
be contained within it, he added.

He told The Straits Times: “A lot
of data is captured today through
the growth of digitalisation. One of
the major hurdles is that people
worry about their personal privacy,
so now, we can address this, re-
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moving one hurdle in the path to
digital transformation.”

The five-year project, which was
launched today at NTU with Depu-
ty Prime Minister Heng Swee Keat
in attendance, will also study tech-
nological solutions in cyber securi-
ty and sustainability.

Prof Lam said one of the projects
in the pipeline is the use of Al to
analyse and summarise threat re-
ports from global networks. Such
reports are often in the thousands
and impossible for analysts to read
through manually, he added.

There is an increasing need for
cyber-security measures, as a 2021
study found that the financial ser-
vices sector was the most targeted

in Singapore, said Prof Lam.

NTU will also study how Al can
help to cut emissions at OCBC
Bank’s data centres, which account
for 40 per cent of the bank’s local
carbon emissions. For example, Al
can take over manual monitoring
to automatically regulate the tem-
perature in its data halls.

OCBC head of group operations
and technology Praveen Raina
said: “Financial institutions can of-
fer industry knowledge and use
cases that research institutions
can draw on to conduct analysis
and studies to assess the real-
world applicability of research.”
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