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Eileen Yu, Contributor

Singapore has set up a facility to assess and certify systems for their
cybersecurity robustness. Manufacturers and developers will be able to have
their products tested and certified at the new centre, through which the
government hopes to drive the testing, inspection, and certification (TIC)
sector for cybersecurity.

The SG$19.5 million ($13.99 million) National Integrated Centre for Evaluation
(NICE) will facilitate vulnerability assessment of software and hardware
products, physical hardware attacks, and security measures, said Cyber
Security Agency of Singapore (CSA) and Nanyang Technological University
(NTU), which jointly launched the facility on Wednesday. 

They noted that access to security evaluation facilities were difficult, due
largely to high equipment cost and deep expertise typically required to carry
out cybersecurity evaluation, at the highest assurance levels. 

https://www.googleadservices.com/pagead/aclk?sa=L&ai=CoOM3kZ2FYpKeEp2GogOomKLwAsr-3ZNqy8uSq_kPw-Tz_QgQASDVs4aEAWC_BaABzYWT8wLIAQKoAwHIA8kEqgSRAk_Q92AabkEpKoA_jIGGdv-dnttelw08bc3DufpPACPlrmSZIl6VVs-GdGwASqCCVe8JRGWuZE1IU1VFTbaYT4WJ3Is5PviBDDa0k4Na31xK431T97il7qCrVnrzlRhxfPCuZG394TMwhT7z-NoulBZS66NK2aYLdFsjZxVkCvOOMa-IAU1ogBoKuGh1ET9s0RnLgJ35XJV7rOAI5Kbk2T4s8ThtUERwlDLVb3Txhe8nduSzVBkcygCIjGXMWmMho9zpUZS7cjDDZ8iMvShn4Q4rHGggU_v_qKgtJgFuK_g_JpuLud9kmXR2gtsrwcjrdG1flnvCcIj1FE68cqUHbRzrzS8RHHKB-9fp7WWxKuQMLsAE0bPEjoMEkAYBoAYCgAfFoqyZA4gHAZAHAqgHjs4bqAeT2BuoB-6WsQKoB_6esQKoB6SjsQKoB9XJG6gHpr4bqAfz0RuoB5bYG6gHqpuxAqgH35-xAtgHAdIIBggAEAIYGrEJVMlQBeHev0SACgGYCwHICwG4DAHYEwzQFQH4FgGAFwE&ae=1&num=1&cid=CAMSeQClSFh366w6PVWA1lG9kWCkHxbgeRoJ5nEHWMihQ09WjqX_zElHYUkqfA6q1zDgnMyI8ilt-1gKe7iYRRHqSmB3s1j_NXtSHD3tK9u8i3z3Q9GmUE8GxjsLHdZDvWSMKQCu_6sY1gnyc3DiSEssnJAHJZr73ADqCGg&sig=AOD64_0uU6zAwyxBsthfjVTCVwB7tgO2Dw&client=ca-pub-7550963679842137&nb=17&adurl=https://h5.g123.jp/game/queensblade%3Fplatform%3Dauto%26utm_source%3Dgoogle%26utm_campaign%3Dqueensblade_US_NewDisplayPayRoas_adn_all%26utm_adgroup%3Dcr_normal_targeting_pc%26utm_content%3Dqueensblade20220303_US_2_336-280.jpg
https://googleads.g.doubleclick.net/dbm/clk?sa=L&ai=C2oUvip2FYvHDGdC61AaZqqXoB5zWwZhqs-Kh_Y8P8C4QASDVs4aEAWC_BaABi-KKoAHIAQmoAwGqBO0BT9AjpWkzPG6REkZwFeEppHsTJwbRW436-tk9JZKTnCi2IO6bqIqciD9U8ymSo7L1O9fwKFCuQHMqsBgStjchcPHID9qcpK7z_H2DvkZ_QT0sTjodef72Qz-Vvmg9-AXtUi2UURi_cGisa2_t_BffzdTxicOFdrbDBZCYLhhNTvq4jw2CM6md3tkEA0DNcAaBixl8_UCf92MbIF2oTpSsBHaeTQBy0oAR7Ox9qHgblABeSHrxzJV8h-jYNJEDemj9PkQKoQlkkurmIJJnXBU3HcmH_SYi2khT7ZHO4N5W0uR9LmYqgWZ58Jx5inPCwATrsouN7gPgBAOQBgGgBk2AB92d9d8CiAcBkAcCqAeOzhuoB5PYG6gH7paxAqgH_p6xAqgHpKOxAqgH1ckbqAemvhuoB_PRG6gHltgbqAeqm7ECqAffn7EC2AcA0ggGCAAQAhgagAoBmAsByAsBgAwBsBP-4JsP0BMA2BMN2BQB0BUB-BYBgBcB&ae=1&num=1&cid=CAMSeQClSFh3Tf7b8v9UVlPgnQGtaiI9J-UPLLNpZhaakOfimXT6Lh1-_oBupd5NIte_mvzoQse49mE71ri7n-5g-wg9UOf61G6fCC5Q_Gt_gkelSX3sRtOviiHR4UvuJJItxg1H1lodgqWj7q5SwQ7C7nTJupst1AFAetg&sig=AOD64_0daEvyCWPpr5w_GIJZXXy5bm38qw&client=ca-pub-7550963679842137&dbm_c=AKAmf-CvZNEjRQS7y_gaKiyCacTwK6UlEyf1Mri8l5dQ8WOPk5CWIsAfS4yHfeRt_sv8iQhQMpGZcth8VWZwYbOtdKq1dfJwD2ALW4qOmxJ8iwdNAi-Nfi5QIKqg4jrs3y4uW2PVs_gNLMRh2VDVwKbGoDtaCtYKDw&cry=1&dbm_d=AKAmf-BJom4QdzhlVYJbwkA6uCEcRGACXlVLdYrOs5AgLMHiL3fMblFGNk2skR9Dx2qfLhkyWa0Mp-hwtTZ4lHNtsILBPfgLPs3dqPNaia6r1hIZ43niZdClPvN5ZoIHYjXlOubHKLrnYRXLb7h0UYyPBUNf2Ss4tJurXGVN5YyWuehliYPA0GNGPxwVPNb8At30DsfONvLALm78vKMgR30ky5PsqhdkDCFW5njnaDLHQ3864HORl0j9ueHfhI3VzSfMH33CBFgs0KVKAXuMxum1a4NzeqJHxqwJXJmqzeyDcn8b94lXIcIFRFdw_XJR3wKyccKXu3Cd_7yNQBlloSNMfx4DsPFU-arLy4UO9XY0uP9vjCWza8UoTad8ftHXVwiZ37PkNM_mpXd3ovdQUBFj3ehC855Z_pJaYdmwV1Zxl1BVzwtMbwiA80QrIravFjXdluTmVMG-HwEeyewhi7yksnq1pKMGhFhubZdoA0u_A5tZh8er1CyrGiTa4w-9TrDu6Ix2S1jxF8YMRf2tY2E6iTbsEPqkZ34ZQKLHmJ8SV9ySfgRltp0&adurl=https://servedby.flashtalking.com/click/8/115843;4215399;3902689;211;0/?ft_impID=6B03FC87-BABC-8991-7394-7A0AF82ED437&us_privacy=!!US_PRIVACY!&g=5034D409039454&random=25338549&ft_width=728&ft_height=90&url=https://www.adobe.com/sg/creativecloud/plans.html?sdid=GZKZY1B7&mv=display
https://www.flashtalking.com/consumer-privacy
https://www.flashtalking.com/consumer-privacy


5/19/22, 9:30 AM Singapore sets up cybersecurity assessment, certification centre | ZDNet - News Azi

https://newsazi.com/singapore-sets-up-cybersecurity-assessment-certification-centre-zdnet/ 3/10

Located on NTU Smart Campus, NICE would provide this access to evaluators
and developers as well as house a team of research and technical staff with
the expertise to use the equipment. 

NTU’s deputy president and provost professor Ling San said: “The rising threat
of cyberattacks makes it vital that institutions, companies, and agencies stay
one step ahead of cyberthreats. Properly evaluating hardware to ensure they
are designed with security in mind, rather than added on as an afterthought, is
the first step in keeping our cyber-physical systems safe.”
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CSA’s chief executive and commissioner of cybersecurity David Koh added
that it was important to ensure new emerging technologies were securely
designed, as Singapore moved towards a digital future. 

Internet of Things (IoT) and increasing use of cyber-physical systems had led
to the growth of devices and hardware components, such as communication
points and sensors. Citing forecasts from Business Insider Intelligence, CSA
said there would 64 billion IoT devices worldwide by 2025.

“These components present themselves as potential entry points for hackers
and malicious actors,” the agency said. “End-users have little means to assess
if these components are secure and need to rely on independent experts to
perform such security evaluation.”

It added that NICE would support Singapore’s push for greater security
evaluation by providing a central platform on which to test and certify
products. The centre also would facilitate research and development in
advanced security evaluation techniques. 
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In addition, Singapore Accreditation Council (SAC) would work closely with
CSA and NiCE to develop relevant accreditation programmes. These would
include SAC’s IT testing programmes that enabled accredited TIC companies
to assure the accuracy and consistency of their test reports and certificates
that facilitated CSA’s initiatives, such as the Cybersecurity Labelling Scheme
(CLS).

As of end-April, more than 200 products had been submitted for labelling
under this scheme. 
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To further streamline the labelling process, CSA on Wednesday also unveiled
a new initiative, dubbed “CLS-Ready”. This would enable security
functionalities enabled by CLS-Ready hardware to bypass the need to be
tested again at the end-device level. 

For example, manufacturers could use a chip that was certified CLS-Ready in
their end-user device, saving them time and cost when testing their device
against CLS Level 4. By using a CLS-Ready chip, these devices would not need
to go through another round of CLS Level 4 testing, as the core security
mechanism in the chip already would have been assured as CLS-Ready, CSA
explained.

Manufacturers applying for CLS-Ready labels would have to submit an
application with supporting evidence and assessment report by an approved
lab. These labels would remain valid as long as the devices were supported
with security updates, up to a maximum of five years. 

To encourage adoption, CSA said application fees for CLS-Ready labels would
be waived until October 2022.
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First introduced in October 2020, the labelling scheme was expanded in
January last year to include all consumer IoT devices such as smart lights,
smart door locks, smart printers, and IP cameras. The scheme, which initially
applied only to Wi-Fi routers and smart home hubs, rates devices according to
their level of cybersecurity features. 

While voluntary, the initiative aimed to motivate manufacturers to develop
more secure products, moving beyond designing such devices to optimise
functionality and cost, as well as enable consumers to identify products with
better security features, CSA said.

CLS assesses and rates smart devices into four levels based on the number
of asterisks, each indicating an additional tier of testing and assessment the
product has gone through. Level one, for instance, indicates a product has
met basic security requirements such as ensuring unique default passwords
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and providing software updates, while a level four product has undergone
structured penetration tests by approved third-party test labs and fulfilled level
three requirements.
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