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Researchers Create Chatbot that Can Jailbreak

Other Chatbots

The Masterkey bot was able to make ChatGPT and Bard turn evil.

By Ryan Whitwam December 28, 2023

Credit: Nanyang Technological University
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Jailbreaking—it's not just for smartphones anymore. Computer science researchers

from Singapore's Nanyang Technological University (NTU) have developed an AI

chatbot expressly to jailbreak other chatbots. The team claims their jailbreaking AI

was able to compromise both ChatGPT and Google Bard, which made the models

generate forbidden content.

From the start, technology firms were wary of the capabilities of generative artificial

intelligence. These large language models (LLMs) have to be trained with massive

volumes of data, but the end result is a bot that can summarize documents, answer

questions, and brainstorm ideas—and it does it all with human-like replies. ChatGPT

maker OpenAI was initially hesitant to release the GPT models because of how easily

it could generate malicious content, misinformation, malware, and gore. All of the

LLMs available publicly have guardrails that block them from producing these

dangerous replies. Unless, of course, they get jailbroken by another AI.

The researchers call their technique "Masterkey." To begin, the team reverse-

engineered popular LLMs to understand how they defended themselves from

malicious queries. Developers often program AIs to scan for keywords and specific

phrases to flag queries as potentially illicit usage. As a result, some of the

workarounds used by the jailbreak AI are surprisingly simple.

The jailbreak AI successfully gets ChatGPT (on Bing) to talk about how to hack a porn website. Credit:

Nanyang Technological University
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In some instances, the bot was able to get malicious content from the bots simply by

adding a space after each character to confuse the keyword scanner. The team also

found that allowing the jailbreak bot to be "unreserved and devoid of moral

restraints" could make Bard and ChatGPT more likely to go o� the rails, too. The

model also found that asking Bard and ChatGPT to have a hypothetical character

write a reply could bypass protections.

Using this data, they trained an LLM of their own to understand and circumvent AI

defenses. With the jailbreaking AI in hand, the team turned it loose on ChatGPT and

Bard. Masterkey can essentially find prompts that trick the other bots into saying

something they're not supposed to say. Once active, the jailbreaker AI can operate

autonomously, devising new workarounds based on its training data as developers

add and modify guardrails for their LLM.

The NTU team is not out to create a new breed of dangerous AI—this work just

reveals the limitations of current approaches to AI security. In fact, this AI can be

used to harden LLMs against similar a�acks. The study has been released on the

preprint arXiv service. It has not yet been peer-reviewed, but the researchers alerted

OpenAI and Google to the jailbreaking technique after it was discovered.
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