Centre for IT Services

DMZ Access Application Form

Instructions:

Before filling up this form please read and fully understand the DMZ policy attached. Kindly submit a separate form for each DNS entry on the same physical server. All applications must come with the proper approval. Only completed forms will be processed. After filling up the forms, kindly return the form to CITS front counter. CITS will inform the requestor of the outcome of the application.

Important: 
Firewall port will only be open to Incoming Internet Traffic after the OS vulnerability scanning and any detected OS vulnerability must be resolved by the System Administrator.
	School/Department 
	

	

	Part I : Contact Information Of Requestor (Director/Head of Division)

	Name / Tel
	
	NTU E-mail Address
	

	Appointment
	
	Signature / Date
	

	

	Part II a:  Contact Information of the System Administrator

	Name / Tel
	
	NTU E-mail Address
	

	Appointment
	
	Signature / Date
	

	Part II b:  Contact Information Of the School Network Administrator

	Name / Tel
	
	NTU E-mail Address
	

	Appointment
	
	Signature / Date
	

	

	Part II b: System Information

	DMZ Server Name
	
	Server IP (To be assigned)
	

	Operating System
	
	DNS Name
	

	Security Patches applied
	
	Faceplate Number
	

	Location of Server
	
	
	

	Brief Description of Use of Server
	

	

	Part III a: DMZ Servers Accessible from the Internet 
	       For Official Use

	IP address of Remote computer **
	IP address of DMZ server
	*IP Protocol 
	Ports 
	Remark
	Approval
	Remarks

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	*IP Protocol type e.g. tcp, udp or icmp       

**e.g.  Any  Internet remote IP address (   155.69.254.x  via  tcp at port 80

	Part III b: Intranet Servers to be Accessible from the DMZ
	For Official Use

	DMZ Server IP address 
	IP address of Intranet computers***
	*IP Protocol
	Ports 
	Remark
	Approval
	Remarks

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	*IP Protocol type e.g. tcp, udp, icmp or gre.      

*** e.g. 155.69.254.x  (   Intranet computer 155.69.230.x  via tcp port 135-139

	Part IV – Approval by Dean/Director
	For Official Use- Approval by Director

	Name:
	Name:

	Appointment:
	Appointment: Director, Centre for IT Services

	Signature:
	Signature:

	Date:
	Date:

	Remarks:




Note: 1. By default CITS firewall policies do not block outgoing Traffic to the Internet or to the DMZ for any traffic from the NTU network except for network traffic associated with ports such as 80, 8000, 8080 or commonly used ports by known viruses such as Slammer. Outgoing Web traffic must be via Proxy servers. 

         2. Similarly, CITS do not block IP Traffic to the Internet from servers in the DMZ. The same Outgoing Traffic policy applies to the DMZ as in the Outgoing traffic from the Intranet.

3. Since the DMZ is less secure as compared to the NTU network, all traffic to the NTU network from the DMZ are blocked except for traffic initiated by computers from within the NTU network.
Centre for IT Services DMZ (Demilitarised Zone) Policy

1. NTU’s DMZ is a specific sub-network that is a partially protected area, where you can install public services or house machine that require special arrangement with external parties for access.

2. NTU’s DMZ is neither a ‘free-to-all’ nor an ‘open-to-all’ sub-network. CITS will exercise necessary control and restrict access as deem reasonable at the expense of manageable risk and vulnerabilities to NTUnet, the campus network.

3. All machines that are connected to NTUnet and do require CITS to provide the necessary connection to enable access from outside of NTU shall be confined in the DMZ.

4. These machines include authorized web servers from various schools/departments/research centres.

5. Machines meant for collaboration projects with external organizations that requires tunnelling through Internet to reach remote machines shall also be housed under the DMZ.

6. Any request for housing any server/machine in the DMZ shall be accompanied by filling up the ‘DMZ Access Request Application’ form, with all the necessary approvals obtained. 

7. All requests shall be reviewed based on a case-by-case basis.

8. CITS reserve the rights and shall be the final authority to approve/disapprove any request based on the impact the request have on the network. 

9. Machines in the DMZ should not be fully trusted, and should only be used for single purposes - such as a Web server. Any forms of mail relay (including SMTP) will not be allowed.
10. Any extra services should be disabled, and user accounts kept to a minimum. If it is possible to only allow logins from trusted hosts or the system console, all other access routes should be removed.

11. The machine shall only be providing the service/application as listed in the application form. No other type of application/service shall be allowed.

12. All application, including the Operation System must be licensed. 

13. For security reasons, the application needs to be renewed annually or if there is any change in application or service that was listed in the initial application.

14. In the event of a relocation of the machines, or change in the LAN port used, written approval should be obtained from CITS.

15. Should there be a change in the administrator and/or operator on the prescribed machine, CITS should be informed and a new application be filed.

16. Any re-application shall be treated as a new application.

17. The administrator and/or the operator shall be responsible for the machines security and any application/data that it houses. Regular maintenances of Service Packs or patches must be applied once they are made available.  

18. CITS shall be the main authority that assigns and manage the IP range for the DMZ. 

19. CITS shall also be the main authority for providing and maintaining the DMZ connections.

20. NO extension of the DMZ network is allowed. All modification to the network shall be handled by CITS, unless written approval is obtained from CITS.

21. Should there be any violation of any clause as listed in this policy or covered under the Rules and Regulations of CITS as describe under CITS website http://www.ntu.edu.sg/cits/rules.html, CITS reserves the rights and authority to suspend, terminate and/or withdraw the IP address with immediate effect and impose any penalties deem fit

